Date: 16th June 2021
Our Reference: FOIA-2021-058
RE: Your request for information under the Freedom of Information Act 2000
I write in response to your Freedom of Information Act 2000 (‘FoIA 2000’) request, dated 24/05/2021, in
which you requested:
“As many of the following and most recent available versions of the following documents, hard copy
and/or digital copies (PDF, Word, Excel, etc.) please:

·

Quick Wins for Busy Analysts

·

Analysis of Competing Hypotheses Analysis Guidance Note

·

Analysis of Policy Implications Analysis Guidance Note

·

Back-Casting Analysis Guidance Note

·

Cone of Plausibility Analysis Guidance Note

·

Expert Judgement Capture Analysis Guidance Note

·

Force Field Analysis Guidance Note

·

Key Assumptions Check Analysis Guidance Note

·

Pattern Analysis Guidance Note

·

Quadrant Crunching Analysis Guidance Note

·

Red Teaming Analysis Guidance Note

·

SWOT Analysis Guidance Note

·

Team A/Team B Analysis Guidance Note

·

Guidance on Structured Analytic Techniques”

Decision

When a request for information is made under FoIA 2000, a public authority has a general duty under
section 1(1) of the Act to inform an applicant whether the requested information is held. There is then a

general obligation to communicate that information to the applicant. If a public authority decides that the
information should not be disclosed because an exemption applies, it must, under section 17(1) cite the
appropriate section or exemption of the Act and provide an explanation for relying upon it.
In line with section 1(1) of the FoIA, I can confirm the College holds information relevant to your
request. Please find the requested documents attached to the response email.
However, telephone numbers have been removed from several documents under the section 40(2) –
personal information exemption. For ease, I have specified below where the section 40(2) exemption has
been applied to the document.

Quick Wins for Busy Analysts
Phone numbers have been removed from page 67.

Analysis of Competing Hypotheses Analysis Guidance Note
Phone numbers have been removed from final page.
Analysis of Policy Implications Analysis Guidance Note
No redactions have been made.
Back-Casting Analysis Guidance Note
Phone numbers have been removed from final page.

Cone of Plausibility Analysis Guidance Note
Phone numbers have been removed from final page.
Expert Judgement Capture Analysis Guidance Note
Phone numbers have been removed from final page.
Force Field Analysis Guidance Note
Phone numbers have been removed from final page.

Key Assumptions Check Analysis Guidance Note
Phone numbers have been removed from final page.

Pattern Analysis Guidance Note
Phone numbers have been removed from final page.
Quadrant Crunching Analysis Guidance Note
Phone numbers have been removed from final page.

Red Teaming Analysis Guidance Note
Phone numbers have been removed from final page.
SWOT Analysis Guidance Note
Phone numbers have been removed from final page.

Team A/Team B Analysis Guidance Note
Phone numbers have been removed from final page.

Guidance on Structured Analytic Techniques
The Guidance on Structured Analytic Techniques document is publicly available and can be accessed
here.

Your rights can be found at the end of this letter. Please find an explanation of our decision to apply
section 40(2) below.

Yours sincerely,

Kate Kaufman | Legal Advisor
Information Management and Legal Team
College of Policing
Email: FOI@college.pnn.police.uk
Website: www.college.police.uk

Section 40(2) – Personal information
Section 40(2) states that:
“Any information to which a request for information relates is also exempt information if(a) It constitutes personal data which do not fall within subsection (1), and
(b) Either the first or the second condition below is satisfied.”

Essentially, under section 40(2) FoIA (by virtue of section 40(3A)), personal data of a third party can be
withheld if any of the data protection principles would be breached by disclosing that data.
Personal data is defined in section 3(2) of the Data Protection Act 2018 (DPA), as being:
“Any information relating to an identified or identifiable living individual”.

Section 3(3) DPA defines an identifiable living individual as:
“a living individual who can be identified, directly or indirectly, in particular by reference to –
(a) an identifier such as a name, an identification number, location data or an online identified, or
(b) one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or
social identity of the individual”.
As is stated above, the two main elements of personal data are: that the information must ‘relate’ to a
living person and that the person must be identifiable. Information will relate to a person if it is: about
them, linked to them, has some biographical significance for them, is used to inform decisions affecting
them, and has them as its main focus or impacts on them in any way.

We consider that releasing the telephone numbers contained within the requested documents may
lead to the identification of a living individual, and would therefore breach data protection principles laid
out in the Data Protection Act 2018.

We are committed to openness and transparency, and recognise the wider public interest in contact
details being made available. However, we also have a legal duty to ensure that the rights to privacy of
individuals are protected and we do not believe that it would be fair to telephone numbers contained
within the requested information.

Your right of review

Under the Freedom of Information Act 2000 you have a right to request an internal review if you are
dissatisfied with our handling of your request. Review requests should be made in writing (by email or
post) within 40 working days from the date of our original response. We will aim to respond to your
review request within 20 working days.
The Information Commissioner’s Office (ICO)

If, after lodging a review request you are still dissatisfied, you may raise the matter with the ICO. For
further information you can visit their website at https://ico.org.uk/for-the-public/official-information/.
Alternatively, you can contact them by phone or write to them at the following address:
Information Commissioner's Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF
Phone: 0303 123 1113

ANALYSIS GUIDANCE NOTE
Analysis of Policy Implications
What is it?
The Analysis of Policy Implications (API) is a structured analytical technique that
allows an analyst or group of analysts to examine systematically the implications of
differing policy options (and if required compare them to a defined baseline) against
a range of pre-identified interests or objectives. This enables them to provide initial
advice on the likely results of adopting a particular policy on a specific issue, and
helps identify which options should therefore be looked at in more detail. It is similar
in concept to „Analysis of Competing Hypotheses‟ (ACH)1; however API does not
examine previously identified evidence. Instead it uses Expert Judgement Capture to
contrast and compare a range of policy options against desired outcomes, and
allows analysts to produce the outcome in a quantative manner.
Why use it?
API allows analysts to highlight the implications of policy choices to decision makers
in an easily understood and quantative manner.
When to use it?
API is most appropriate when a range of policy options need to be considered
simultaneously in order to identify which (if any) offer the decision maker the better
chance of achieving an overall policy goal. It is particularly useful when the policy
options under consideration cut across several different areas or agendas, as it
allows the user to identify particular strengths and weaknesses for each policy
option.
It can also be used to systematically examine a current policy position (a baseline)
against potential policy changes and to reveal the implications associated with a
move away from the baseline.
1

The Analysis of Competing Hypotheses (ACH) is a structured analytical methodology used to
discount hypotheses when several exist. See Guidance note on ACH

How to do it
API can be used to examine a number of policy choices against a number of desired
outcomes. Usually the policy options to be considered will be identified by the
customer. The technique is best suited to a workshop but can be used by an analyst
at their desk.
The initial stage is to identify and list the desired outcomes in the area that the policy
or policies affect. These can be generated in a workshop using brainstorming, or can
be agreed off line by the analysts.
The use of an environmental scanning technique such as STEMPLES2 is useful at
this stage to ensure all potential elements are considered. Once the desired
outcomes have been identified they are listed in a table or spreadsheet. Below is an
example of the desired outcomes a council might want to achieve regarding waste
disposal and re-cycling.
Desired Outcome

Policy
Option 1

Policy
Option 2

Policy
Option 3

Policy
Option 4

1
2

More corporate re-cycling
More individual house-holder recycling
3
More use of home compost bins
4
Closure of 20% of landfill sites by
2020
5
50% less incineration by 2020
6
20% lower emissions caused as a
result of collection.
7
Monthly rubbish bin collections (for
households)
8
Reduction in “fly tipping”.
9
Less visible waste or waste
containers on the streets.
10 Use of waste to generate power.
11 Minimise council spending.
TOTAL

Once the desired outcomes have been agreed the policy options under
consideration are put into the table or spreadsheet.

2

STEMPLES is an environmental scanning mnemonic to prompt analysts to consider the Social,
Technological, Economic, Military, Political, Legal, Environmental and Security aspects of a question
or piece of analysis.

Desired Outcome

Policy
Option 1
Rebate
on
Council
taxes for
re-cycling

Policy
Option 2
Smaller
rubbish
bins

Policy
Option 3
More
provision
of local
re-cycling
sites

Policy
Option 4
Waste
disposal
charged
by volume
or size

1
2

More corporate re-cycling
More individual house-holder recycling
3
More use of home compost bins
4
Closure of 20% of landfill sites by
2020
5
50% less incineration by 2020
6
20% lower emissions caused as a
result of collection.
7
40% reduction in total household
waste production
8
Significant reduction in “fly tipping”.
9
Less visible waste or waste
containers on the streets.
10 Use of waste to generate power.
11 Minimise council spending
TOTAL

API can be used to assess the merit of making changes to current policy. To do this
the current policy (sometimes referred to as the „baseline‟ or „do nothing‟ option) is
the first policy option to be scored, followed by the other potential policy options. The
results are compared to the baseline score to decide if there is merit in making a
policy change.
The next stage, in similar fashion to ACH is to work through the table (or
spreadsheet ) and decide how much or how little the proposed policy will achieve for
each of the desired outcomes. Several ways of scoring the table can be used;
A simple binary 1 or 0 score,
A score out of 10,
An X or √
A score from 0-4,where;
o 0 = does nothing to achieve the desired outcome,
o 1 = has only a marginal impact on achieving the desired outcome,
o 2 = has a moderate impact on achieving the desired outcome,
o 3 = has a significant impact on achieving the desired impact and
o 4 = achieves the desired outcome.
A score of -4 to 4 where 0 to 4 are as above but negative scores are included
to highlight the possibility that the policy option actively works against the

achievement of the desired outcome. This is particularly useful when
considering financial aspects.
o -4 = achieves an outcome that is the opposite of that desired,
o -3 = has a significant opposite outcome to that desired,
o -2 = has a moderately opposite impact to that desired,
o -1 = has a marginally opposite impact to that desired.
any other scoring system that is useful to you as an analyst.
Once all of the desired outcomes have been scored for each of the policy options,
each option is totalled and recorded in the bottom row as in the following table,
where the -4 to 4 scoring scale is used. The total is recorded against the maximum
score possible for the system in use e.g. for the example used there are eleven
desired outcomes, and with the scoring system in use that gives a maximum score of
44, so the score is recorded as XX/44.
Desired Outcome

1
2

More corporate re-cycling
More individual house-holder recycling
3
More use of home compost bins
4
Closure of 20% of landfill sites by
2020
5
50% less incineration by 2020
6
20% lower emissions caused as a
result of collection.
7
40% reduction in total household
waste production
8
Significant reduction in “fly tipping”.
9
Less visible waste or waste
containers on the streets.
10 Use of waste to generate power.
11 Minimise council spending
TOTAL

Policy
Option 1
Rebate
on
Council
taxes for
re-cycling
2
2

Policy
Option 2
Smaller
rubbish
bins

0
1

Policy
Option 3
More
provision
of local
re-cycling
sites
2
2

Policy
Option 4
Waste
disposal
charged
by volume
or size
2
3

1
1

1
0

1
2

2
3

1
1

0
1

2
2

3
2

1

0

1

1

1
1

0
1

1
2

-3
2

1
-2
10/44

0
0
4/44

0
-1
14/44

0
1
16/44

In the example used, Policy Options 3 and 4 (increased re-cycling provision and
charging for waste disposal) are judged to be the most effective or applicable of the
options being considered. Although Option 4 has a score of 16 and Option 3 a score
of 14, API is not sufficiently discriminating to allow one to conclude that option 4 is
the optimal one. Instead, options 3 and 4 would typically be taken forward as
candidate options (along with „do nothing‟) in a more robust and detailed option
appraisal.

Strengths
API is a straightforward and relatively simple technique that allows an analyst or
group of analysts/experts to simultaneously consider the efficacy of differing policy
options and provide a clear judgement as to how these options meet the desired
outcomes. It can be used by a single analyst at their desk, or in a workshop where
SMEs can be invited. It provides a clear audit trail to the customer or decision maker
and can be used across a range of issues and situations.
Weaknesses
API relies on the subjective judgement of either an analyst or a group of
analysts/SMEs. For API to provide a credible output, it is essential that the analysts
or SMEs contrast and compare the various policy options in the same manner.
The technique should also only be used to get an initial idea about the relative merits
of various policies. It does not take account of potentially-complicating factors such
as objectives having different levels of importance.
Tips
The number of desired outcomes under consideration should be sufficient to give
granularity between options. However, if too many desired outcomes are chosen, it
may become overly time consuming to consider them all and they may become too
detailed for proper consideration. It is recommended that between 10 and 30
outcomes are suitable for consideration.
Although in theory any number of policy options can be considered, it is
recommended that no more than four are considered at any one time, otherwise the
process becomes unwieldy and overly time consuming.
If the technique is employed in a workshop it is recommended that a facilitator who is
not an SME runs the workshop.
This guidance note is subject to regular revision and update to reflect developing
best practice and practical experience. For further information on API or any other
analytical techniques and methodologies, contact the Professional Head of
Intelligence Analysis team.
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ANALYSIS GUIDANCE NOTE
Key Assumptions Check
What is it?
A Key Assumptions Check is an explicit exercise to list and challenge the key
working assumptions that underlie an analytic judgement. It is also a way of
understanding what guides our interpretation of evidence and our reasoning on a
particular problem.
When to use it?
A Key Assumptions Check can be used at any stage of a project, but adds particular
value at the start of most analytical projects. Identifying, articulating and reviewing
the key assumptions at the very start of an analytical project gives a better
understanding of the basis for a particular analytical line and helps to ensure that the
analysis does not rest on flawed premises.
A refresh of the Key Assumptions Check when the first draft of a paper is produced,
or when the final draft is produced is a valuable means of ensuring that the analytical
line is solid.
Why Use it?
An assumption is any hypothesis that an analyst has accepted as true and which
forms the basis of an assessment. Most analysis has to rest on assumptions, as we
almost never have the complete picture, but assumptions can be difficult to identify,
because they are socio-cultural beliefs and held unconsciously, or so firmly that they
are assumed to be truth and left unchallenged and thus identifying assumptions,
particularly hidden assumptions, is one of the most difficult challenges an analyst
faces. A Key Assumptions Check is specifically intended to make assumptions
explicit and identify which are the “load bearing” assumptions that our analysis
depends on.
In addition, incomplete or ambiguous evidence will require us to make assumptions
as we progress through a project and we need to have a way of making them
explicit as soon as is possible.

Strengths
Key Assumptions Check is a robust method for unpacking an analytical assessment
or line that may have some embedded flaws/mistakes. It helps analysts to explain
the logic of an analytical line and exposes faulty logic. It gives an insight into the key
factors that shape an issue and is a good means of stimulating fresh thought on an
issue. It can uncover hidden relationships and links between key factors and can
identify potential developments that might cause an analyst to abandon an
assumption.
A Key Assumptions Check helps us ask “What else should I be thinking?”
Weaknesses/Pitfalls
This exercise could become complicated if the analytic line has many assumptions
embedded within it, particularly if they are inter-related. Equally if the analytic line is
vague there may be too few assumptions and identifying key assumptions may not
be possible. In addition, as a Key Assumptions Check is usually done as a group
activity, there is always the danger of group think.
How to do it
Gather a small group of individuals who are working the issue along with a small
number of „outsiders‟ who can come to the table with an independent perspective.
Six to eight is usually a good number. Participants should be asked to pre-identify
their assumptions on the analytic line being examined. If not pre-identified,
participants should set aside time to generate assumptions by silent brainstorming.
Once you have a list of assumptions, it is useful to put them into a table such as this:
Assumption
Red supplies Green.
Green plans to attack Blue.
Mr X is the PM.
Drugs are being smuggled to pay for arms.
Political stability is returning.
Orange will not intervene.

Relevance

Confidence

Each assumption then needs to be assessed for relevance and then confidence.
Relevance: For each assumption we have listed decide if it is:
● Essential: the analytical line cannot be supported without it. Score as 2.
● Important: the analytical line would be significantly less likely if this
assumption were false. Score as 1.
● Irrelevant: the assumption has no impact on the analytic line. Score as 0.
Populate your table as you assess each assumption.

Assumption
Red supplies Green.
Green plans to attack Blue.
Mr X is the PM.
Drugs are being smuggled to pay for arms.
Political stability is returning.
Orange will not intervene.

Relevance
2
2
1
0
2
1

Confidence

Ask a similar set of questions regarding our confidence in the assumption
●
●
●
●
●

How much confidence do I have that this assumption is valid?
In what circumstances could this assumption be false or wrong?
Could it have been true in the past but not so today?
If it turns out to be invalid how much impact will this have on my analysis?
Is there another assumption which is a better fit?

Try to place each assumption into one of 3 categories:
● Solid. Score as 2
● Correct with some caveats. Score as 1
● Unsupported or questionable. Score as 0
Populate your table as you assess each assumption.
Assumption
Red supplies Green.
Green plans to attack Blue.
Mr X is the PM.
Drugs are being smuggled to pay for arms.
Political stability is returning.
Orange will not intervene.

Relevance
2
2
1
0
2
1

Confidence
2
1
0
2
0
1

Look for the shaky “load bearing” assumptions – the ones that score high for
relevance but low for confidence. These are your key uncertainties. Then ask if the
key uncertainties reveal a collection requirement.
The more key uncertainties you reveal the less robust your analytical line.
The next step is to identify any new assumptions that have emerged, and remove
any assumptions that are no longer relevant, as in the example below.

Assumption
Red supplies Green.
Green plans to attack Blue.
Mr X is the PM.
Drugs are being smuggled to pay for arms.
Political stability is returning.
Orange will not intervene.
Grey is funding Red

Relevance
2
2
1
0
2
1
?

Confidence
2
1
0
2
0
1
?

Subject each new assumption to the same critical examination with regards to
relevance and confidence.
Tips
Try to stay focused on the key assumptions and identify your key uncertainties.
There are likely to be a number of assumptions that are not load bearing so do not
be afraid to weed these out. However, beware of weeding out inter-related
assumptions unless you are sure they have no relevance.
At all stages of the process, remember to keep your audit trail. This will help others
to understand your reasoning and will give your customers confidence in your use of
the technique.

This guidance note is subject to regular revision and update to reflect developing
best practice and practical experience. For further information on Key Assumptions
Checks or any other analytical techniques and methodologies, contact the
Professional Head of Intelligence Analysis team:
Team Leader Tradecraft Training Open Source and Academic Outreach Administration -
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ANALYSIS GUIDANCE NOTE
Force Field Analysis
What is it?
Force Field Analysis is a simple, structured technique that allows analysts to
examine the forces or key drivers that are acting on an issue, organisation or
individual. Force Field Analysis was developed by Kurt Lewin1, a social
psychologist, who postulated that an issue, organisation or individual is held in a
dynamic balance or imbalance by a combination of forces which are competing to
drive the issue, organisation or individual in a variety of directions.
Why use it?
Force Field Analysis provides a structured, auditable framework for looking at the
forces or drivers that influence an issue, organisation or individual. It is the relative
strength of these forces or drivers that the technique examines, and hence the
potential movements or changes they are likely to bring about. It can be used to:
identify and understand the current balance of forces acting on an issue;
identify how those forces and drivers might change over time;
examine the potential future development of a situation that results from
changes (scenario generation);
identify potential opportunities to change that development via, perhaps, a
policy intervention;
identify the possible time frame in which any changes may occur;
gain an insight into the forces or drivers that may be stabilising or destabilising
an issue.
gain an understanding of how an issue might be driven towards a desired
outcome.
When to use it?
Force Field Analysis is particularly appropriate when we want to understand how an
issue, organisation or individual is being influenced and how those influences may
develop the future shape or behaviour of the subject under consideration. It can be
1

Kurt Lewin was the brain behind modern social psychology and created several techniques that
could explore alternative and creative thinking.

used at the start of an analytical project to identify the forces or key drivers and
therefore expand understanding of the issue. It is useful in this context as it helps
analysts overcome any tendency to dwell on the aspects of the issue that they are
most familiar or comfortable with.
Force Field Analysis is also highly appropriate to use as a rolling technique when a
situation is developing over time. It can be used several times during a study to gain
analytical insight as the relative strengths of the forces or key drivers change, or new
forces and key drivers appear, and hence the potential future developments mature
or change.
It is also a useful technique to use when an issue, organisation or individual is
believed to have reached a stable state. It can be used in this instance to provide an
insight into the relativity of the stabilising or destabilising forces or key drivers and
their vulnerabilities to change.
How to do it
Force Field Analysis is a relatively simple technique to use. Analysts should usually
follow these steps:
1. Identify with the customer the question or subject for consideration, and the
timescale to be considered. As with all good analysis, a clearly defined
question or subject will greatly aid the analytical process.
2. Once the question or subject has been identified the analyst should agree
with the customer the extremes for the different end states which may result
for the question or subject i.e. success or failure, war or peace, good or bad
relations etc.
3. Identify the forces or key drivers that are acting on the question or subject.
This can be done via brainstorming, expert judgement capture or in a
facilitated discussion. An environmental scanning technique such as
STEMPLES2 is a useful aid at this point. Once the forces or key drivers have
been identified, decide which of the extremes identified at step 2 they are
driving the question or subject towards.
4. Identify where the question or subject currently sits between the two
extremes. The result can be displayed graphically. In the example below,
subject or question is believed to sit midway between a good and a bad
outcome. There are 5 forces that are driving towards a good outcome and 4
towards a bad outcome:

2

STEMPLES is an environmental scanning mnemonic to prompt analysts to consider the Social,
Technological, Economic, Military, Political, Legal, Environmental and Security aspects of a question
or piece of analysis.

5. The next step is to assign a score to the various forces or Key Drivers that
have been identified. It is usual to use a score between 1 and 5, with 1 being
the weakest intensity and 5 the strongest. Each force or key driver is
considered individually and hence several forces or key drivers can have the
same intensity. It is helpful to display the scores alongside each force and
then total them. In the example below there is an imbalance of forces driving
for a good or bad outcome; the 4 forces driving towards a bad outcome score
slightly higher than the 5 driving for a good outcome and hence we would
anticipate that the subject or question is in a slow transit towards the bad end
of our spectrum.

6. The next step is to identify how far along the spectrum of outcomes we
anticipate the subject or question to move in the time frame under
consideration, as shown below. Analysts should describe the shift along the
scale as a scenario, describing the environment that results for the customer.

The next step is to identify to the customer the opportunities to influence the
movement in the desired direction, by either identifying how one or both set of forces
or drivers can be weakened or strengthened. This could be via a policy intervention,
the bringing to bear of a new force or key driver, or by an act that directly impacts on
a chosen force or key driver and alters the relativity of the forces or key drivers.
Anchoring
There is one further consideration for an analyst when using Force Field Analysis.
Although it is usual for the question or subject to be regarded as free to be
influenced as discussed above, there may be occasions when despite the forces or
key drivers being identified, understood and a direction of travel being identified, the
question or subject does not in fact display any discernable movement between the
extremities being considered. This is due to an anchoring force or key driver, as
shown below.

An anchoring force or key driver is one that acts to keep the question or subject
relatively fixed. It is usually one that is independent of the other forces or key
drivers. A good example would be a peacekeeping force in a divided country, which
keeps relative stability for that country, but which if withdrawn, would result in a
dramatic shift towards one or the other extremity. Although it is tempting to add the
force or key driver to the weaker side of a standard Force Field Analysis, such that
the scores balance and there is no discernable direction of travel, it is better to
identify any such force or key driver as an anchor so that we better understand the

dynamics of the overall situation. Not all questions or subjects will necessarily have
an anchoring force, but analysts should be aware of their existence.
Scenario Generation
Force Field Analysis can be used as a Scenario Generation technique if desired.
Analysts should follow steps 1 to 6, but then produce plausible alternatives to their
initial Force Field Analysis by looking at the impacts that might result from plausibly
changing the relative intensity of the forces or key drivers.
Strengths
Force Field Analysis allows a subject area to be analysed by breaking down the
forces or key drivers that influence or impact upon the question or subject under
consideration.
It helps analysts to think through the forces or key drivers in a structured manner and
to identify relative strengths and weaknesses.
It allows analysts to identify a current position between the extremes of a situation,
and the future direction of travel given the current forces or key drivers.
It allows analysts to identify potential opportunities for intervention to move the
question or subject towards a desired outcome.
It enables analysts to create and then consider an array of alternative scenarios by
simply shifting the positive or negative nature of the driver from its current
assessment.
Weaknesses
It may be difficult to identify forces or key drivers through either lack of information or
they may be so numerous that the technique can become over complicated with too
many forces or drivers to realistically consider. Filtering may be required.
As the force or key drivers under consideration are themselves likely to be dynamic
and constantly changing, frequent use of the technique to identify a current dynamic
may be required.
Tips
PHIA have found that the technique works well in a facilitated workshop, with around
6-10 participants.
It is beneficial to pre-identify the forces or drivers before a workshop so that more
time can be given to considering the intensity of the forces or key drivers, and their
relativity.
This guidance note is subject to regular revision and update to reflect developing
best practice and practical experience. For further information on Force Field

Analysis or any other analytical techniques and methodologies, contact the
Professional Head of Intelligence Analysis team:
Team Leader Tradecraft Training Open Source and Academic Outreach Administration -

Date of issue: October 2013
V1.0

© Crown Copyright 2013

QUICK WINS
FOR BUSY ANALYSTS

This tradecraft product originates from Defence Intelligence and meets Defence’s
internal standards for their analytical processes and is approved by the Head of
Profession for Defence Intelligence Analysis. It contributes to the achievement of
the PHIA description of analytical “best practice” and therefore carries the PHIA
logo as an endorsed and appropriate source of guidance for the wider UKIC.

REFINING THE QUESTION
The role of Intelligence analysis is to reduce decision makers’ uncertainty so that the
optimal courses of action are more likely to be taken, or policies adopted. Understanding
the customer’s information requirement, and helping them frame their questions, are some
of the most important characteristics of a good analyst. If the question, as understood by
the analyst, does not reflect the genuine information requirements of the customer then
analytical resources might be wasted and the customer is likely to be disappointed.
•

Use the checklist below to guide your discussions with customers when framing
a question prior to undertaking analysis.

•

Go to the next section of this guide once you are clear about the question.

STAGE

KEY CONSIDERATIONS
• Is it clear what would constitute an answer to the question?

1
Clarification

• Is it obvious what you would need to know to provide an
answer (even if finding it out would be difficult)?
If YES then go to stage 2.
If NO then clarify the precise definitions of the terms in the question with the customer.
Based on your engagement with the customer, why exactly are
they interested?
• Are they really interested in something else, which they have
assumed your question will answer?
• If the question they have asked is closed (a ‘yes / no’ question):

2
Widening

3
Focusing

˚ Would they probably be disappointed with an answer of ‘yes’ or ‘no’?
˚ Would you want to answer it ‘yes, but...’ or ‘no, but...’

• Are there any hidden assumptions lying behind the question?
If NO to all then go to stage 3.
If YES to any then reframe the question with the customer so it
covers the real object of interest, or is an appropriately open question instead of a closed one.
• Does the customer’s decision depend on whether the answer
meets some threshold or set of thresholds, rather than the
precise answer you give?
If YES, reframe the question with the customer so it covers the
narrower question of whether or not the threshold has been
(or will be) met.
If NO, turn over.

1

CLASSIFYING THE QUESTION
Assuming you have clarified the question, and confirmed that it is indeed asking for an assessment
that directly addresses issues on which the customer’s decision depends, the next stage is to consider broadly what the fundamental characteristics of the question are.
• Closed questions can in theory be answered ‘yes’ or ‘no’ - they ask you whether something is
or will be the case.
• Open questions cannot be answered ‘yes’ or ‘no’, and typically start with ‘What’, ‘Who’,
‘Why’ etc.
• Present-focused questions are about things that could in theory be observed now.
• Future-focused questions are about things that have not yet happened, but might do.

Present

Future

Closed
Question

‘Yes’/‘No’ questions
about what is
happening now

‘Yes’/‘No’ questions
about what could
or will happen

Open
Question

‘What’, ‘Which’, ‘When’,
‘Who’, ‘Where’, ‘How’
or ‘Why’ questions
about what is
happening now

‘What’, ‘Which’, ‘When’,
‘Who’, ‘Where’, ‘How’
or ‘Why’ questions
about what could
or will happen

Quantitative Questions
Questions asking ‘how many’, ‘when’, ‘how much’, and so on might require an approach
designed to tackle quantitative questions. These approaches are outside the scope of this
booklet, but advice and guidance can be obtained from PHIA/FAM - contact details are at
the back of this book.
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INTRODUCTION

This guidance aims to provide analysts with a clear framework for:
• aligning an intelligence question as closely as possible with the customer’s information requirement;
•

understanding the question you are being asked;

•

choosing the right approach to help you answer your question;

•

communicating uncertainty effectively.

Quick Wins aims to demonstrate that structured analysis does not have to be time- or
resource-intensive. Simple, pared-down techniques and approaches to tackle clearly defined
intelligence questions can aid quick thinking and provide a framework for rapidly producing
clear and robust assessments.They also provide structures for presenting assessments effectively to customers and seniors.
Structured analysis can benefit analysts in a variety of other ways, including:
•

providing an intellectual audit trail allowing analysts and others to understand
how an assessment was reached and if necessary, in future, review it easily;

•

making analysis more persuasive to customers and stakeholders;

•

encouraging creativity;

•

identifying and questioning assumptions;

•

identifying discriminating evidence;

•

identifying denial and deception;

•

managing complexity; and

•

avoiding cognitive biases

The main sections contained in this modular guide are outlined below. Use the schema on
pages 1 – 3 to help you clarify and classify your question and select a suitable technique
category. Each technique listed in this book has four main headings:
•

What is it ?

•

Other techniques and approaches to use with it;

•

Level of effort required; and

•

How to do it.

Page 53 provides guidance on communicating uncertainty effectively in intelligence assessments
(e.g. by using the ‘Uncertainty Yardstick).
Page 59 gives some guidance on using analytical techniques to capture expert judgement in a
variety of ways.
Finally, at the back of this book you will find contact details of the PHIA/FAM tradecraft teams.
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COMMON BIASES

Cognitive Trap
Confirmation bias

Anchoring effect

Groupthink

Hindsight bias

Failure of
imagination

Description

Mitigate using...

The tendency only to consider
hypotheses that you already
believe are true.

Brainstorming (page 10)
Environmental scanning (page 8)
Analysis of Competing Hypotheses
(page 14)

The tendency to place undue
weight on the first piece of information you come across.

Key Assumptions Check (page 18)
Analysis of Competing
Hypotheses (page 14)

The tendency for analysts to conform to the views and positions
Key Assumptions Check (page 18)
of the group to which they
‘Breaking the Mirror’ (page 22)
belong.

The tendency to underestimate
how surprising past events were,
which makes future shocks seem
less plausible than they actually
are.

Cone of Plausibility (page 26)

The unconscious tendency to disAny scenario- or
miss or ignore unlikely-sounding
hypothesis-generation
scenarios without considering
technique (pages 21 and 7)
them in detail.

Availability and
recency effects

The tendency to focus on scenarios which are particularly salient
Any scenario-generation technique
or similar to recent events
(page 21)
rather than examining alternatives.

Mirror-imaging

The tendency to underestimate
the differences in the beliefs and
objectives of foreign protagonists,
which tends to lead to the belief
that others will act in much the
same way that we would.

‘Breaking the Mirror’ (page 22)
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HYPOTHESIS GENERATION

HYPOTHESIS GENERATION

“There should be no combination of events for which the wit of man cannot conceive an explanation”
Sherlock Holmes (Arthur Conan Doyle)

Hypothesis generation is applicable to open, present-focused questions, such as:
What are the motivations behind RED’s nuclear programme?
Why has RED stopped providing assistance to insurgent groups based in GREEN?
These questions ask you to generate a range of potential facts about the world – or
hypotheses – that might have a bearing on the subject of interest.
Because there are always more possible hypotheses than data, there are no approaches that
can guarantee that you will identify the ‘true’ hypothesis among those you generate.
Nevertheless, structured hypothesis generation is designed to stimulate your imagination to
make it more likely that the right hypothesis will be among your candidates. It encourages
you to look at a wider range of possibilities, and, in a group, to prompt one another’s thinking with new ideas.
You don’t have to generate hypotheses in a structured way, but if you don’t you run the risk
of falling into various cognitive traps, including:
•

confirmation bias (the tendency only to consider hypotheses that you already
believe are true); and

•

the availability heuristic (the tendency to think of ideas that are particularly
salient, rather than likely).
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HYPOTHESIS GENERATION

STRUCTURED BRAINSTORMING (cont.)
write on their sticky notes and hand to the facilitator. By this stage it is acceptable for participants to call out their ideas as they write them on sticky notes, but there should be no criticism or debate - these should be saved for the next stage. Wild ideas are acceptable in most
brainstorming sessions. They keep things moving, stimulate deeper thinking and can lead to
other useful ideas.
When ideas wane, the convergent phase can begin.This involves reducing the ideas to those
4
which will be taken forward.The facilitator works with the participants to group the ideas
thematically and eliminate any duplication and ideas irrelevant to the question. Mind mapping
can be used during this phase to show the linkages between the different ideas or hypotheses.
This may prompt further ideas, which should be allowed and added to those already generated.

B

One idea per post-it note

A
C

F

D
E

Next, further reduction, if appropriate, can take place.There are two main ways of reducing
ideas. Participants vote for their favourite ideas using a simple voting system or they discuss
the ideas and the facilitator sees what emerges.

5

Social

B
A

Political

D

C

F
E
Military
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‘Boultbee’s Criterion’ says that if the converse of a statement is absurd,
the original statement is an insult to the intelligence and should never
have been said.

Take your key judgements in turn, and ask yourself how you would
KNOW if they were FALSE. If you can’t easily think of a way they could
be disproved, they are probably vacuous.
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HYPOTHESIS TESTING

“Never assume the obvious is true”
William Safire

Hypothesis testing is appropriate for closed questions about the present, such as:
Is RED’s nuclear programme purely civil?
Is RED providing technical assistance to GREEN’s armed forces?
These kinds of questions ask you to come to a conclusion about the likelihood of particular,
pre-defined hypotheses. Often, open questions about the present will require you to move
on to a ‘hypothesis testing’ phase once you have generated some candidate hypotheses.
Hypothesis testing techniques are designed to help analysts establish what assumptions a
hypothesis rests on, whether it is likely to be true and if so with what probability, or which
hypothesis from a range of possibilities is most consistent with the data.
Although you don’t need to use an explicit hypothesis testing technique, not doing so runs
the risk of you falling prey to various cognitive traps, including:
•

the anchoring effect (the tendency to place undue weight on the first piece of
information you come across);

•

the availability heuristic (the tendency to think of ideas that are particularly
salient, rather than likely);

•

overconfidence about the most likely hypothesis; and

•

groupthink.
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HYPOTHESIS TESTING

QUICK ANALYSIS OF COMPETING HYPOTHESES (ACH) (cont.)
When conducting an ACH, there are a few things to bear in mind:
•

Be aware that evidence scoring the same across all hypotheses is non-diagnostic and
does not tell you anything useful about your hypotheses.This kind of evidence can
be put to one side. (This applies to evidence item 4 in the example);

•

Pay most attention to the most diagnostic evidence – i.e. that which is highly
consistent with some hypotheses and inconsistent with others. (Using the example
above, evidence item 2 is the most diagnostic and item 4 the least diagnostic);

•

Double-check how reliable/credible the most diagnostic evidence is – especially
if your conclusions hinge upon it. (Using the example above, item 1 is the most
reliable/credible and item 5 is the least reliable/credible;)

•

Consider how many scores are based on the same underlying assumption and
double-check your confidence in those assumptions;

4

•

Consider whether your overall conclusions would change significantly if these
pieces of evidence were interpreted differently, were wrong or were deceptive;
Bear in mind that the approach is not a silver bullet.Your results may well be inconclusive
as shown in the example (two or more hypotheses being equally well-supported).
The results of an ACH can be used to help you to:
•

engage with collectors with regard to the most diagnostic intelligence reports
(e.g. to clarify content and reliability/credibility and see whether further information
might be available);

•

consider what evidence would help to further distinguish between the various
hypotheses and thus steer collection requirements and engagement with intelligence
allies; and

•

highlight intelligence gaps.

Discuss the relative likelihood of all the hypotheses when reporting your conclusions.
Explain the significance of the diagnostic evidence in distinguishing between the relative
likelihood of the hypotheses.

Tips
Following the steps and structures outlined above allows an analyst to conduct a very simple
exercise at their desk. Doing such an exercise alone, however, may not be as effective as
having a group of analysts analyse the evidence against the hypotheses. Use a simple table in
Word as shown in the example above or an Excel spreadsheet.
For generic guidance on planning and running a simple ACH event, see ‘Analytical Events’ on
page 61. Below are a number of tips that should help you organise a simple group ACH.
For workshops, make sure you have empty matrices with the exam question and the hypotheses printed onto A1 paper or draw them onto whiteboards in advance.They can then
be completed during the event.They provide helpful structure, keeping both facilitators and
analysts focused and systematic.
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KEY ASSUMPTIONS CHECK (KAC) (cont.)
After you have developed as complete a list as you can, go back and critically examine each
assumption using the following questions to aid your thinking:
•
•

If it were false, how seriously would this undermine the analytic line?
How much confidence do you have that this assumption is valid?
Why do you have this degree of confidence?
Under what circumstances might this assumption be false?
Could it have been true in the past but no longer true today?
What would we expect to see if this assumption were true?
Why aren’t we seeing these indicators?

Based on these, score each assumption according to two criteria:
•

RELEVANCE:
- Largely irrelevant to analytic line (0)
- Important - analytic line would be significantly less likely if assumption
were false (1)
- Essential - analytic line cannot be true without assumption (2)

•

SUPPORT:
- Unsupported or very questionable (0)
- Correct with some caveats (1)
- Solid (2)

We are looking for the shaky, load-bearing assumptions. Find the assumptions which score
highest for ‘relevance’. Of these, the assumptions with the lowest ‘support’ scores are the
key uncertainties. A matrix template like the one below should be used to filter your key
assumptions and provide a clear structure for the exercise. Use a comments column to
record the rationale behind the results of your confidence check. This might relate to the
quality and quantity of evidence, reliability of sources etc.

3

In this example, the scores suggest that items 4 and 5 require revisiting as they are essential
to the analytic line but unsupported. Item 3 can be ignored.
Consider whether the key uncertainties identified have revealed collection requirements.
The number of key uncertainties will also dictate whether/how much the analytic line
requires further research and analysis, including contact with collectors, to ensure it is as
robust as possible and accurately reflects the available information.

ASSUMPTION

RELEVANCE

SUPPORT

RED is supplying GREEN militarily

2

2

GREEN has no other significant military supplier

1

1

RED has provided GREEN with non-military goods and training

0

2

GREEN has WMD programmes

2

1

GREEN depends on RED assistance for its WMD programmes

2

0
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KEY ASSUMPTIONS CHECK (KAC) (cont.)
Tips
4

For generic guidance on planning and running a simple KAC event, see ‘Analytical Events’ on
page 61. Below are a number of tips that should help you organise a simple group KAC.
Include one or two experienced analysts who have some familiarity with the topic, but who
are not currently working on the subject matter and are not constrained by the prevailing
view on the analytic line.The facilitator should make clear at the start that those taking part
need to be prepared for and open to the fact that the analytic line may be wrong.
The list of assumptions underpinning the analytical line in question can either be:
•

generated by the participants and collated into a single list prior to the workshop
and then reviewed and checked during the workshop;

•

both generated and checked during the workshop.

If you plan to do the latter, we recommend some silent brainstorming initially during which
each participant is asked for a limited number (e.g. 3 – 5) of key assumptions on sticky notes,
though it is also acceptable to ask participants to just call out their ideas and a facilitator to
note these down on a whiteboard or flipchart. See also ‘How to do it’ on page 10, as a simplified version of structured brainstorming to generate the key assumptions would work well
in this instance.
Remember that generating the key assumptions during the event is likely to make your workshop considerably longer, though how long will depend on the complexity of the analytic line.
For most problems it is likely to take 30 - 60 minutes. Generating key assumptions prior to
the event allows you to plan how long you will need to filter them and complete your
matrix. Allow up to 30 mins to consider and discuss the KAC results and their implications
for the analytic line.
Make sure the analytic line and the prompting questions are displayed where all can see them
(e.g. on a whiteboard, flipchart or the wall). An A1-size pre-printed matrix attached to a
whiteboard or wall, or a matrix hand drawn onto a whiteboard should be used for the
exercise.These props will help to keep both the facilitator and the participants systematic
in their approach and focused on the tasks at hand.
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SCENARIO GENERATION

“The impossible sometimes happens; the inevitable sometimes does not.”
Daniel Kahneman

Scenario generation helps answer open, future-focused questions such as:
How would RED react to international pressure over its nuclear activities?
What will GREEN’s leadership be like in 2020?
Such questions ask you to generate a set of hypotheses about the future, or ‘scenarios’.
Often, the customer is interested only in getting an idea of the range of possible futures, so
they can make their decisions or policies as robust as possible. Sometimes, however, the
policy customer needs an idea of which scenario (or category of scenarios) is most likely, in
which case the scenario generation phase should be followed by a scenario evaluation of
the generated scenarios.
Structured scenario generation can help you overcome the natural tendency to assume that
the future will look much as it does today or that the future is unknowable so there is no
point trying to envisage what it may entail.They can allow you to identify plausible alternatives and longer term perspectives that challenge conventional thinking, and encourage a
better understanding of the key drivers behind an issue in your area of expertise. Generating
a range of scenarios can be useful for a range of customers who need to have strategies for
a variety of outcomes.
You don’t have to use a scenario-generation technique in responding to an open, futurefocused intelligence requirement. Not doing so, however, means you might be more likely to
fall prey to cognitive traps, including groupthink, hindsight bias, failure of imagination, availability
and recency effects, and mirror-imaging.
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‘BREAKING THE MIRROR’ (cont.)
Formulate appropriate SWOT questions to help you - as RED - identify your internal
strengths and weaknesses as well as the external factors presenting opportunities and
threats with regard to your objectives as described.

STRENGTHS

WEAKNESSES

Which of our characteristics
will help us achieve our
objectives?

Which of our characteristics
will work against the achievement of our objectives?

OPPORTUNITIES

THREATS

What events or developments
might help us achieve our
objectives?

What events or developments
might work against the
achievement of our objectives?

3

Whilst answering your four SWOT questions use STEMPLES to help you widen the scope
of your thinking.

Environmental Scanning

STEMPLES
SOCIAL
TECHNOLOGICAL
ECONOMIC
MILITARY
POLITICAL
LEGAL
ENVIRONMENTAL
SECURITY
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Generate a plausible alternative scenario.The most common way to do this is by changing an assumption that you judge is more likely to
change over the time-frame of the study than the others.Then consider the impact on the baseline of the change made to that assumption. Consider any possible impacts that the changed assumption may have on the other assumptions you have not deliberately changed.
These impacts should appear in your scenario description. For example, if we change the assumption related to the social structure, a
plausible alternative scenario as described above may emerge.

SCENARIO GENERATION

CONE OF PLAUSIBILITY (cont.)

6

Generate a plausible ‘wildcard’ scenario by re-examining the assumptions underpinning the baseline and radically changing the assumption
you judge to be the least likely to change.This should produce a high impact/low probability scenario. For example, if we change the
assumption about RED’s relations with the West, a “Wildcard” scenario as described below may emerge.

SCENARIO GENERATION

CONE OF PLAUSIBILITY (cont.)

29

When you suspect that two phenomena A and B are related, there are
always five possibilities to consider:
1.
2.
3.
4.
5.

30

That A causes B
That B causes A
That A and B are both caused by a separate phenomenon, C
That the apparent relationship between A and B is a coincidence.
That the data are wrong.

SCENARIO EVALUATION

SCENARIO EVALUATION

“There is a tendency in our planning to confuse the unfamiliar with the improbable.
The contingency we have not considered seriously looks strange; what looks strange
is thought improbable; what is improbable need not be considered seriously.”
Thomas Schelling

Scenario evaluation is appropriate for closed, future-focused questions such as
Will RED withdraw from the Nuclear Non-Proliferation Treaty by 2020?
Will there be a peace treaty between RED and GREEN by 2015?
These types of questions invite the analyst to investigate specific, defined scenarios, typically
to identify warning indicators, identify key points of influence, or in terms of their probability.
Scenario evaluation techniques are designed to give analysts proven structures for their
approach to questions of this sort, which are extremely common in the field of intelligence
analysis.
Scenario evaluation techniques raise your awareness about what is essential for a high impact
outcome to occur - however unlikely you may deem it - and what would be seen (i.e. indicators)
were it coming to pass.You may have some idea of what would lead to particular scenarios,
but without systematically identifying, filtering and monitoring and reviewing indicators you run
the risk of missing key indicators and being surprised by events. Using such techniques helps to
expose intelligence gaps and the limitations of intelligence with regard to specific warning
problems, helping you to demonstrate quickly and clearly to seniors and customers why the
precise timing of a high impact outcome was not predicted.
You don’t have to use a structured scenario evaluation approach in answering questions of
this sort, but not doing so means you run the risk of various cognitive traps, including failure
of imagination, availability and recency effects, and a number of biases associated with the way
we comprehend and process information about the future.

31

SCENARIO EVALUATION

‘BACKCASTING-LIGHT’ (QUICK I&W) (cont.)
How to do it
Establish the short scenario or future outcome (and timeframe) which is to be examined.
Go through the scenario in detail to make sure there are no ambiguous terms in it
(e.g. use ‘regular demonstrations numbering thousands of people’ rather than ‘unrest’).
Ask yourself the following key question:
“What would have to happen for this scenario to come about?”
Use STEMPLES to help you generate these ‘key assumptions’ which the scenario depends
on. Remember that external factors should be considered (e.g. issues such as the behaviour
of regional players and global trends like oil prices if the outcome relates to developments
in a particular state).

1

2

5 – 10 key assumptions are usual if the future outcome is relatively simple. Outcomes
involving numerous players (e.g. the achievement of a comprehensive Middle East peace)
may involve considerably more.

FUTURE OUTCOME

In 2015 GREEN’s combat aircraft strike RED’s presidential bunker with a view to effecting regime change.

KEY ASSUMPTIONS
• GREEN maintains or acquires the capability to strike RED’s presidential bunker
• GREEN believes that the RED president is in the bunker at the time of striking
• GREEN does not believe any better alternative exists to using combat aircraft
• GREEN wants regime change in RED
• GREEN would not act between now and 2015
• The RED leadership has not changed significantly between now and 2015
• GREEN and RED do not achieve a peace settlement before 2015
• etc.

Review your ideas to ensure nothing is missing.

3

If required the next stage would be to produce an illustrative timeline setting out how a
scenario might unfold. See page 44 for an example.
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DATA ORGANISATION

“Effective analytic designs entail turning thinking principles into seeing principles.”
Edward Tufte

The final category, data organisation, applies to all questions.There are numerous such
approaches at the analyst’s disposal. In some cases, it may be sufficient to use them alone
(e.g. SWOT analysis) to tackle a question, particularly closed questions about the present that
require you to determine whether or not something is the case. However, data organisation
is useful for supplementing the four categories of technique. Some data organisation approaches
– like the use of environmental scanning and matrices – are almost universally helpful.
Analysts have to scan and assess ever increasing amounts of information which can feel overwhelming. Used alone or with other approaches data organisation can help you in a variety
of ways. These techniques can save time by providing ready made checklists of things to consider and useful categories for grouping ideas.They also reduce complexity by helping by
allowing you to present large amounts of data visually aiding your own, senior and customer
understanding of an issue.
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FILTERING (cont.)
Level of effort required
The level of effort depends on the number of items to be filtered and the number of filtering
criteria. But assuming a matrix with items to be filtered and the filtering criteria have been
pre-prepared, a group of 6 – 8 analysts (see ‘Event planning rules of thumb’ on page 61 for
more information on group size) working fast could filter a maximum of 10 items against
3 – 5 criteria in 30 – 45 mins. An analyst working alone could do this filtering faster. Filtering
helps you structure your thinking on an issue and get some quick insights.The output of a
filtering exercise can also help you present data and insights drawn from it coherently and
quickly in a report or presentation.
How to do it
Identify all the items (e.g. indicators or key assumptions depending on the question and
approach you are using) that are to be filtered. Use filtering criteria appropriate for the
intelligence question at hand. If bespoke, ensure the filtering criteria and associated scoring
systems are simple, well thought through and clearly defined (see the scoring system in the
WMD indicator example below).
Enter the items to be filtered on the vertical axis (i.e. the left hand column) of a matrix and
the filtering criteria along the horizontal axis (i.e. the top row). See notional example below.
Starting with the first item, filter it applying all the criteria and carry on until you have
worked through all the items. Keep referring to the scoring definitions to try to ensure your
approach is consistent throughout.
Review the results to draw conclusions about which of your items are the most useful, the
most important, most reliable or most likely etc. See what insights the results provide with
regard to the question at hand.
Below is an example of a filtering exercise which was used to assess indicator ideas (generated
by brainstorming) that might be useful in alerting analysts to a state’s decision to restart a
WMD programme.The following set of criteria (and associated simple scoring system) was
used to ascertain the most useful indicators to monitor:
•

Timeliness – A measure of how early an indicator relevant to RED’s decision to
restart WMD work would appear. On a scale of 0 – 3, with 0 denoting that the
indicator would arrive too late and 3 denoting that it would appear very early.

•

Diagnosticity – A measure of how much an indicator reveals only uniquely
WMD work by RED. On a scale of 0 – 3, with 0 denoting that the indicator is
totally ambiguous and 3 denoting that it is unique only to renewed WMD work
by RED.

•

Observability – A measure of how likely we would be to observe an indicator
given collection capabilities and priorities. On a scale of 0 – 3, with 0 denoting
will not be seen/cannot collect against it and 3 denoting collectable with reasonable effort.

1

2

3

4
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FILTERING (cont.)
The results of the filtering exercise show that indicators:
• B, E, G, H and I are not useful as they are simply not observable, diagnostic or
timely (i.e. score 0) and can therefore be discarded;
•

A and F may be useful as they score highly on some criteria but not very highly
on others; and

•

C, D and J are most useful as they score quite highly on a combination of the
criteria.

INDICATOR TIMELINESS

DIAGNOSTICITY OBSERVABILITY USEFUL ?

A

1

3

3

Maybe ?

B

2

2

0

No

C

3

2

2

Yes

D

2

3

3

Yes

E

0

1

0

No

F

2

3

1

Maybe ?

G

3

0

2

No

H

1

1

0

No

I

2

0

1

No

J

3

2

3

Yes

For workshops empty matrices (including the items to be filtered and the filtering criteria) can
be printed onto A1 paper or drawn onto whiteboards in advance.The matrices can then be
placed where all participants can see them during the filtering.They provide helpful structure
keeping both facilitators and analysts focused and systematic in completing the exercise.
Make sure that definitions of the filtering criteria and corresponding scoring systems are
also on posters where all can see and refer to them as required.
On your own you can create simple tables or – if there is a lot of data which needs to be
filtered – a spreadsheet.Work through the items and the filtering criteria as described
above.

52

COMMUNICATING UNCERTAINTY

COMMUNICATING UNCERTAINTY

“I told him that my personal estimate was on the dark side, namely that the
odds were around 65 to 35 in favour of an attack. He was somewhat jolted by this; he and his colleagues had read “serious possibility” to mean
odds very considerably lower. Understandably troubled by this want of
communication, I began asking my own colleagues on the Board of National
Estimates what odds they had had in mind when they agreed to that wording. It was another jolt to find that each Board member had had somewhat
different odds in mind and the low man was thinking of about 20 to 80, the
high of 80 to 20. The rest ranged in between”.
Words of Estimative Probability (Sherman Kent, 1964)

Introduction
The accurate communication of uncertainty is one of the most important elements of good
intelligence assessment.When considering a course of action, policymakers must set its likely
benefits against its likely costs: if they do not have a clear idea of the probability of various
outcomes, the wrong decision might be made. Below are issues you should consider and
guidance you should use when expressing probability and uncertainty.
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THE PROBLEM OF COMMUNICATING UNCERTAINTY
There are two key challenges to the analyst when communicating uncertainty: misinterpretation
and misrepresentation.
Misinterpretation
A significant challenge to communicating uncertainty is the risk of misinterpretation as there
are no widely-understood common definitions of probabilistic terms. One study showed that
among a group of NATO military officers – with experience of reading intelligence reports –
interpretations of the word ‘probable’ varied from 25% to 90% in terms of their understanding
of the likelihood of an event taking place. This kind of finding, which has been replicated on a
number of occasions, exposes a serious risk of misunderstanding by readers of intelligence
assessments.
Misrepresentation
In the absence of a common definition, readers of intelligence assessments may go on to
re-draft or re-represent the assessment (for example, to abbreviate it for a more senior consumer or indeed the general public) and thereby lose or misrepresent the sense of the original assessment.

“If intelligence is to be used more widely by governments in public
debate in future, those doing so must be careful to explain its uses
and its limitations”.
The Butler Review
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Precision about time-frame
Another important aspect of communicating judgements concerning uncertainty is to make
sure the parameters of the judgement are stated explicitly. Statements about the future should
clearly state the time-frame of the judgement (e.g. say ‘2020’ rather than the ‘long term’)
Conditional probabilities
You also need to be very clear when you are expressing conditional probabilities – in other
words, probabilities of an event occurring given that some other event has already occurred.
For example:
If RED invades ORANGE, there is a realistic possibility that retaliation will involve the
use of chemical weapons
makes clear that the judgement about ORANGE’s use of chemical weapons only applies to
the circumstance of an invasion by RED, leaving open the possibility of other circumstances
in which chemical weapons might be used.
Modal language
You should always avoid so-called ‘modal’ language in the context of a probability judgement.
This includes terms such as ‘can’, ‘could’, ‘might’ and ‘may’, but also ‘possible’ (except in the
form ‘realistic possibility’). These are sometimes used as the probabilistic equivalent of
‘weasel words’: they appear to make a judgement about probability, but all they do in fact is
state that something is not impossible, which could imply a probability of 1% or 100%.
Of course, terms such as ‘may’ and ‘could’ do serve an important purpose by reminding the
reader that something is possible. For example:
RED could withdraw from the NNPT within four months
There is no reason to avoid them in this context. But analysts should avoid disguising
statements about mere possibility as probability judgements, for example:
RED could choose to mount punitive operations against ORANGE facilities, which
might prompt an escalation to non-conventional warfare, possibly involving…
Avoiding false precision
One common argument against the use of a standardised interpretation of probabilistic
language is that it is impossible to be sufficiently precise when making judgements about
inherently unpredictable events in the political or military sphere. But this is an argument in
favour either of improving our methods of making such assessments, or of being explicit
about our lack of information. If you have no idea of the probability of an event then making
statements such as:
President Jones will probably try to extend his term of office in 2010.
These will give a misleading impression of precision. It would be more accurate in these
circumstances to say:
President Jones might try to extend his term of office in 2010, but we do not have sufficient insight into his decision-making to judge how likely this is.
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‘Confidence’ and probability
The relationship between confidence and probability is a minefield of possible confusion.
The word ‘confidence’ is sometimes used as a synonym for probability when making
judgements about the likelihood of hypotheses, as in:
We are very confident that RED has an active nuclear programme.
This probably means no more than:
RED is highly likely to have an active nuclear programme.
However, ‘confidence’ is sometimes also used to express an analyst’s judgement about the
overall robustness of their assessment, as in:
We are moderately confident in our judgements about RED’s technical capabilities, but
less so in our judgements about their intentions
The possibility of confusion is compounded by the fact that other organisations actively
recommend using confidence-based terms to express probabilities. However, DIAS
recommend that ‘confidence’ is never used as a term expressing probability, whether it is the
probability that a hypothesis is true, or the probability of an event occurring: instead, the
Yardstick terms are the preferred lexicon. In addition, if analysts recognise that the information
underlying an assessment has flaws, it is better to incorporate this into their stated
probabilities (essentially by downgrading them) and to outline the reasons either in the text or
the Assessment Base and Methodology Boxes. So, for example, we do not recommend having
statements that discuss confidence and probability separately such as:
We have very limited confidence in our judgements about President Jones’s intent and
decisionmaking.
and
President Jones is almost certain to amend the constitution this year to extend his term
of office.
Instead, you should consider that, if our knowledge of Jones’s desires is indeed limited, the
term ‘almost certain’ is probably misleading. You might therefore want to consider something
closer to the following:
Our knowledge of Jones’s intent and decisionmaking is based on fragmentary intelligence from sources on the periphery of his network of advisers.
and
President Jones is likely to amend the constitution this year to extend his term of office.
This better reflects our lack of knowledge about Jones.
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Avoiding institutional biases
Your assessments should be guided only by the strength of the evidence. You should never
change your assessments because of pressure to make something more readable or attentiongrabbing, or to compensate for a perceived lack of interest among customers. Similarly, do
not describe something as more uncertain than it actually is, in response to a concern that
you may be subject to scrutiny if it does not occur, or proves to be false. For example, if the
evidence suggests that an outcome is almost certain, there is still potentially a one-in-ten
chance that it won’t occur. You should not therefore change your assessment from ‘almost
certain’ to (for example) ‘probable’ on the basis that if the event does not occur they will
appear ‘less wrong’.
The Professional Head of Intelligence Analysis in the Cabinet Office will strongly defend analysts’ impartiality in matters such as these. For the analyst’s part, it is essential that the evidential basis for all assessments is available, either in released products, or in an evidential
audit trail that can
be called upon if necessary.
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CAPTURING EXPERT JUDGEMENT

“An expert is someone who has succeeded in making decisions and judgements
simpler through knowing what to pay attention to and what to ignore.”
Edward de Bono

Introduction
Capturing expert judgement in order to answer an intelligence question can be done in a
variety of different ways: in an event or workshop, offline (i.e. remotely) or a presentation
and discussion format.
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TOP TEN TIPS FOR SUCCESSFUL ANALYTICAL EVENTS
Nail the question down
Make sure you are absolutely clear about the intelligence question you are tackling. Selecting the methodology before the question is clear is likely to give you a confused and unsatisfactory output.
Prepare a workshop plan
This should be developed once the question is clear and the analytical approach is selected.The checklist
overleaf shows you what your plan should cover.
Keep the event simple
Activities always take longer than you think because most people love to talk about their subject area, and
free discussion is important. Prioritise and limit the number of tasks to the one or two most important analytical questions, and do detailed collation or follow-up work offline before or after the event.
Limit the number of participants
Limit participants to those best-equipped to help answer the question at hand.Avoid ‘observers’, hangers-on
and people new in post as they are a hindrance.Your event is for focusing effort on producing an output, and
not for networking or easing people into their subject. Lots of participants make for a long, complex event
with sub-groups and plenary sessions. See overleaf for some realistic timing guidelines.
Manage the type and mix of participants
Select the right mix of people to answer the question at hand.The majority should be SMEs with core
experience such as DIAS colleagues, representatives from other government departments and intelligence
collectors (particularly when specific intelligence reports are to be discussed such as in ACH or KAC exercises) . Balance sub-groups by expertise and personality prior to the event.This will produce better results than
just making an arbitrary decision on the day, or worse still, inviting people to choose their own subgroup.
Maximise the use of time and expertise
This can be done by dividing up participants and tasks. People always generate more ideas than you expect.
Have a strategy in place to get them to agree quickly which ideas are most important or require further
exploration. Use simple voting systems to identify the top five or ten subjects (e.g. issues, drivers, countries)
out of many. Give each participant three silent votes and then add them up to create a ranking order.
Prepare props
These save a lot of time and help both facilitators and participants stay focused.They can be hand written
on flipchart paper or pre-printed onto large posters for high profile events.The following props are useful for
nearly all events: the question to be answered and sub-questions; definitions; workshop timetable; environmental scanning categories (e.g. STEMPLES); and pre-printed matrices for completion.
Hold a pre-meeting
Give your event plan to the customer and facilitators to consider.Then hold a meeting to discuss every
aspect of it to clarify and iron out potential problems. For example: establish the role of any seniors attending; ensure it is clear which participants are in which group; clarify the role of facilitators and scribes; and run
through all the plan elements to test them.
Prepare participants
Prior to an event, send participants a background note laying out: the background to and rationale for the
event; the event aim; how the event fits into any wider analytical project; an explanation of the techniques and
approaches to be used; how the event will be run; what will be expected of participants; and information
about the event output.
Produce a tangible event output
To ensure that useful insights are captured and can be used to inform your analysis, write up the workshop
discussions in a report. Circulate a draft to participants to check whether it is an accurate reflection of the
event. Using analytical techniques to tackle an analytical question provides a clear intellectual audit trail for
judgements reached and a useful framework for producing formal DI or informal reports.
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ANALYTICAL EVENTS
Analytical workshops can generate useful insights by bringing together a group of mainly
SMEs to work as a team to tackle a clear intelligence question in a focused, structured and
systematic fashion. However, even simple events need to be thought through properly and
some key principles followed, otherwise the output will be less than satisfactory and valuable
time will be wasted.These principles, which are laid out below, should speed up and ensure
event preparation is thorough. Use them in conjunction with the ‘How to do it’ guidance
relevant to each technique or approach.The guidance was developed for a range of analytical
events (from short and simple to long and complex), and the vast majority of it is applicable
across the board regardless of event type (e.g. Nail down the question).
Event planning rules of thumb.
All events have some common elements, such as introductions, main work, wash ups.
As participant numbers increase and more than one sub-group is required, further workshop elements (brief-back and discussion) become necessary.The planning rules of thumb
aim to make analysts aware of these issues and give them a rough idea of how long an event
is likely to take.This is important as analysts commonly underestimate the time required to
tackle an intelligence question in a workshop environment.
The references to a group or groups of 6 – 8 participants in the diagram directly below (and
throughout this guidance booklet) reflects our experience that this number of SMEs in a single group works best. More than 8 becomes very hard to facilitate effectively and is not recommended, whilst fewer than 8 can mean a less dynamic event with fewer ideas. However, if
time is really short running a quick informal workshop with a few colleagues (no fewer
than four) is better than not running one at all.

WORKSHOP
ELEMENTS

1 GROUP OF 6–8
PARTICIPANTS

2 OR 3 GROUPS OF
6–8 PARTICIPANTS

Facilitators required

1–2

2 – 4 (short events)
5 – 7 (long events)

Intro, break, wash up

30 – 45 mins

30 – 45 mins

Main work

60 – 105 mins

90 – 120 mins

–

45 – 60 mins

90 – 150 mins

165 – 225 mins

Briefs-back and discussion
Total time
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Event preparation checklists
Even simple events require the analyst to make a range of preparations, including preparing a
workshop plan.The checklists below will help you do this quickly and efficiently.

TO PUT IN YOUR WORKSHOP PLAN
Purpose of event
Location
Start time and length
Participant list
Composition of sub-groups
Event structure
Analytical techniques to be used
Ground rules for discussion
Facilitation requirements
Role of lead facilitator
Scribing requirements
Time-keeping responsibilities
Responsibility for briefing back results
Role of sponsor / customer

TO DO PRIOR TO THE EVENT
Select and book suitable rooms
Organise refreshments
Complete visitor forms and bookings
Decide who is to meet and escort visitors
Test the plan at a pre-meeting
Send background note to participants
Prepare facilitators
Prepare back-briefers
Prepare rooms in advance
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OFFLINE
Instead of running an analytical event you may decide to seek the views of other internal and
external SMEs remotely by email. Such offline work has the benefit of allowing SMEs to be
more considered in their inputs and saves the analyst the effort of organising a workshop.
Set against this is the fact that the inputs may take time to trickle in, will need to be collated, interpreted and de-conflicted and may not generate all the insights that can fall out of an
analytical event involving lively discussion and debate.
Much depends on the nature of the question and the technique, but we recommend seeking
any input in a clear, structured and consistent way from the selected SMEs.This includes
laying out for the SMEs the intelligence question, the background to it, an explanation of the
techniques or approaches and the task you have set them (including any definitions, scoring
systems etc). A questionnaire may be appropriate or a matrix with boxes to complete. For
example, you may have generated indicators for a particular warning problem in a workshop
and you wish to have a range of SMEs filter them offline to ascertain those that are most
useful. See the example under Filtering on page 50 under Data Organisation Techniques.
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PRESENTATION AND DISCUSSION
A well thought through presentation and discussion - based on the interim or final results of
an analytical exercise to tackle a question - can be a good half-way house between an analytical
event and offline work.This format can be really useful for soliciting the views of SMEs without
the responsibility of organising and facilitating an analytical workshop and can mitigate the
common problem of unfocused discussions (e.g. during conference sessions) that generate
few or no new insights. It can allow analysts to delve deeply into an issue in a structured way
and thus be productive and enjoyable for all involved.Application of a technique also provides
the analyst with a clear framework to help explain to other SMEs how they reached their
conclusions.
For analysts wishing to adopt this kind of approach for conferences or other fora, we recommend using a suitable technique to explore a question of interest and then generate some
conclusions to form the basis for a discussion. For example, conduct a SWOT analysis on an
organisation’s situation with regard to a particular objective or use the Cone of Plausibility to
generate some scenarios on a topic of interest and then present the findings
to SMEs with a view to seeking their insights on your results.
The results could be presented quite formally (e.g. using Powerpoint) or informally (e.g. hand
drawn on flipchart paper or a whiteboard). Depending on the time you have available and the
importance and complexity of the question, you may wish to share your results with the SMEs
prior to the presentation/discussion to give them additional time to consider your conclusions.
When presenting your results by email or in person make sure that you clearly identify the
question and the background to it.You also need to explain the techniques, approaches and any
definitions used, and lay out what you wish the SMEs to consider (e.g. any key uncertainties or
the intelligence gaps.).
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“I call him free who is led solely by reason”
Baruch Spinoza
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TRADECRAFT SUPPORT
PHIA is responsible for implementing the aims of Professional Head of Intelligence Analysis,
and provides support across the UKIC. PHIA’s expertise lies in the development and use of
structured analytical techniques, concepts and approaches to tackle all forms of intelligence
questions. PHIA supports the UKIC in the following ways::
TRADECRAFT CONSULTANCY ADVICE
PHIA are the main POC for the UKIC for help and advice on applying structured analytical
techniques and approaches to intelligence questions.We can advise on both the theory and
practice of analytical tradecraft, including refining the question and advising on appropriate
techniques to use in answering it. We can also provide consultancy advise on how techniques
can be adapted for particular questions, and on alternative techniques that may not be in
common use in the community.
GUIDANCE MATERIAL
PHIA issues guidance material, principally via the PHIA web site on
. The guidance is
either generated by PHIA and based on their use of structured techniques, or is produced by
tradecraft specialists in OGDs and endorsed by PHIA for use across the UKIC.
ANALYTICAL PROJECT AND WORKSHOP ADVICE
PHIA have experience of tackling particularly complex and policy sensitive analytical questions. PHIA can provide advice on how to run workshops to tackle such questions and with
sufficient notice can also design and facilitate these workshops for the wider UKIC.
PHIA WEBSITE
The PHIA web site on
is designed to provide analysts with easy access to training
opportunities, analytical tradecraft advice, community POCs for analytical issues, tradecraft
seminars and workshops and much more. It is constantly being updated and is intended as a
“one stop shop” for all UKIC analysts. Suggestions for new content are always welcome.
The web site can be found at:
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Expert Judgement Capture
What is it?
Expert Judgement Capture is a structured technique that is widely used in all areas
of intelligence analysis. It is based on the traditional approach to intelligence analysis
which combines subject matter expertise with critical thinking skills. As a structured
technique it seeks to bring together a group of subject matter experts and to exploit
their knowledge via an agreed set of questions to explore a subject or range of
hypotheses/scenarios, with the aim of reaching a consensus viewpoint on the
subject or subjects under examination.
Why use it?
Expert Judgement Capture provides a structured, auditable framework for looking at
a particular issue or range of issues. It is particularly suitable for examining
implications across a range of scenarios or hypotheses as it examines each in turn
and asks the assembled experts the same structured questions. The questions,
which are agreed with the customer in advance, are specifically designed to contrast
and compare the issue(s) under consideration in an equal and unbiased manner and
thus draw out the differences that each scenario or hypothesis present. It is thus an
excellent way of generating key insights into the subject under consideration.
When to use it?
Expert Judgement Capture can be used at any stage of the analytical process but is
particularly suitable for use early in the process when it can be used to generate
insights for further examination. It has been used in the JIO to examine the
implications of the various outcomes that are possible across a range of issues
ranging from CT to nuclear, from territorial disputes to chemical weapons.
Expert Judgement Capture can also be a useful technique to employ towards the
end of an analytical process when it can provide insights into the analysis already
conducted or the scenarios/hypotheses already generated.
Analysts should avoid using Expert Judgement Capture if there are no clear
questions that have been formulated with regard to the subject under consideration.

How to do it
Expert Judgement Capture is a relatively simple technique to use. Analysts should
usually follow these steps:
1. Identify with the customer the question or subject(s) for consideration, and the
timescale to be considered. As with all good analysis, clearly defining the
required output with regard to the question or subject will greatly aid the
analytical process.
2. Once the required output has been identified the analyst should agree with
the customer a set of structured questions that can be asked of each element
in turn.
The questions should be applicable across the whole range of the
subject(s) or scenarios that are being considered.
The questions should be pitched in a neutral manner so as not to
introduce bias into the process.
The questions should not pre-suppose any answers.
3. In a facilitated workshop, the participants work through each scenario,
hypothesis or element in turn, asking the same questions each time to initiate
the discussion.
4. Participants should aim to reach a consensus view for each question against
each element. This should be recorded by a dedicated note taker.
Strengths
Expert Judgement Capture allows a complex subject area to be interrogated or
analysed in a structured manner with particular reference to a specific subject or
concern.
It allows subject matter experts to contrast and compare outcomes and issues in an
unbiased manner by asking the same question(s) of differing factors.
It helps analysts to understand how differing situations will impact on a subject or
concern.
It allows analysts or subject matter experts to identify themes that run across a range
of issues or outcomes.
It allows analysts to identify potential high impact and low impact outcomes or
intervention opportunities.
It is a relatively simple technique to employ.
Weaknesses

It may be difficult to establish consensus amongst the assembled subject matter
experts.
The subject matter experts can be susceptible to group think.
Unless a wide pool of experts is available, the quality of the output is likely to
become “stale” if the technique is used too often for a particular subject.
Tips
PHIA have found that the technique works well in a facilitated workshop, with around
6-10 participants.
The material or issue(s) on which the subject matter experts will be asked to opine
should be agreed with the customer and circulated to attendees prior to the
workshop.
Expert Judgement Capture works better if a dedicated facilitator is employed who is
not a subject matter expert.
This guidance note is subject to regular revision and update to reflect developing
best practice and practical experience. For further information on Force Field
Analysis or any other analytical techniques and methodologies, contact the
Professional Head of Intelligence Analysis team:
Team Leader Tradecraft Training Open Source and Academic Outreach Administration -

Date of issue: April 2014
V1.0 Draft

© Crown Copyright 2014

ANALYSIS GUIDANCE NOTE
Analysis of Competing Hypotheses (ACH)
What is it?
The Analysis of Competing Hypotheses (ACH) is a structured analytical technique
that allows analysts to simultaneously examine a number of alternative hypotheses
and assess the consistency of each against the available evidence. ACH differs from
other techniques in that it aims to refute a hypothesis, rather than confirm one. In
effect it seeks to identify the hypothesis or hypotheses that are the most inconsistent
with the available evidence. Richards Heuer is credited with developing the matrix
method of ACH in the 1970s, and it is this method that is normally used in
intelligence analysis today.
However, the method of developing alternative hypotheses in the natural sciences
dates back to 1620 and was pioneered by Francis Bacon. Thomas Chamberlain, a
US geologist developed a method designed to complement the ACH process as
pioneered by Bacon and to reduce the risk of confirmation bias. Chamberlain’s
Method of Multiple Working Hypotheses (MMWH) is a method of mapping causal
complexity in ACH: it requires that all possible causal factors are considered and
mapped out for each piece of evidence that goes into ACH (like a mass causal
network map). This allows for several hypotheses to be true. Although Heuer credits
Chamberlian as being his influence, Heuer doesn’t follow Chamberlain’s
methodology, and his version of ACH is more attuned to that of Bacon in that they
both have an implicit understanding that only one of the hypotheses is true.
Why use it?
ACH provides a structured, auditable framework for simultaneously examining a
number of hypotheses that helps analysts overcome a number of analytical and
cognitive issues.
When examining an intelligence issue, analysts will almost always generate several
hypotheses at an early stage of the analysis, each of which could plausibly be
correct. If each hypothesis were to be examined individually, there is the danger that
one of two things might happen. Firstly, analysts are likely to select their preferred or
favorite hypothesis to examine first, and if the intelligence does not refute it they are
unlikely to examine any other hypotheses. This has the effect of turning the
hypothesis into a ruling theory and there is the risk that any further analysis will be

focused on proving this theory. Evidence that does not support it will probably be
ignored as misleading or wrong, and evidence to support it actively sought.
Selecting the first hypothesis that seems satisfactory rather than going through all
the hypotheses to identify the best one is referred to as “saticficing”.
Secondly, if the analyst does think the evidence refutes the hypothesis, another
hypothesis will be developed and the process repeated, with an increased risk of
developing a hypothesis to specifically fit the evidence, and hence developing
another ruling theory and repeating the process.
This process can be time consuming and there is the significant risk that not all
hypotheses will be compared against all of the evidence. It is simply too complex a
task for most analysts to remember which hypothesis has been compared to which
intelligence or evidence.
By providing a structured methodology, ACH mitigates the problems discussed
above, and also helps to overcome analysts’ inherent cognitive biases, by forcing the
consideration of all hypotheses equally and simultaneously.
ACH can be used by a single analyst, but is better employed with a small team of
analysts, all of whom should be familiar with the area under discussion. Using the
technique does involve a commitment of time to initially load evidence into the matrix
and conduct the initial analysis, but once this has been achieved it can be used
quickly and reactively as required.
When to use it?
ACH is appropriate for use on almost any analytical problem where there are
alternative explanations or hypotheses that explain what could be happening. It can
be used at any stage of the analytical process, but is better suited to use when a
project is established and mature. If ACH is used at the start of a project it is unlikely
that there will be sufficient intelligence or evidence to generate considered
hypotheses, or to test against.
However, once there is sufficient evidence to generate a number of plausible
hypotheses, ACH can be used as a rolling technique throughout the remainder of the
project. ACH is particularly good when there is a strong flow of detailed evidence or
information in a particular area.
How to do it
Despite being conceived of as a complex technique, ACH is actually a relatively
simple and mechanistic technique to use. Heuer and most writers on analytical
techniques suggest an 8 stage process as follows:
1. Generate your hypotheses,
2. Collate and list your evidence and assumptions,
3. Construct a matrix and populate with hypotheses across the top and evidence
down the side, then initially analyse the diagnosticity of the evidence against
each hypothesis

4. Refine the matrix.
5. Draw your initial conclusions about each hypothesis. Reject any that you
consider refuted.
6. Consider or challenge how sensitive your analysis is to changes in perhaps a
few pieces of critical evidence. Consider the consequences of deception or
misleading evidence.
7. Report your conclusions to your customer – discuss the likelihood of all of
your remaining hypotheses.
8. Identify future collection opportunities, intelligence gaps and anticipated
milestones.
However, stages 6, 7 and 8 should be common to any structured technique and
although referenced here, can be considered a standard part of analytical tradecraft.
Hypothesis Generation: A number of hypotheses should be generated at the start of
the analytical process, once there is sufficient evidence or intelligence. Hypotheses
can be generated by brainstorming, scenario generation techniques, red teaming
etc. To generate a comprehensive set of hypotheses it is recommended that this is
done with a group of SMEs. Hypotheses should be mutually exclusive where
possible, and analysts should consider the inclusion of a deception hypothesis if
appropriate to the subject. Aim to generate 5-7 hypotheses for initial consideration.
If more are generated consider using two ACH matrixes, as a larger number of
hypotheses in a single matrix can become cumbersome.
Collate and list evidence: Make a list of all of the available evidence. Evidence in this
case should include intelligence, any assumptions you have made and anything that
appears to be absent that you might reasonably expect to see. If there is something
that is absent, ask why this might be:
Is it being concealed?
Is it not observable?
Has it not happened yet?
Are we capable of seeing it?
Etc.
Construct and populate your matrix: An ACH matrix can be a simple table, drawn by
hand or in a word document, or a spreadsheet if there are large amounts of
evidence. The standard convention is to list your hypotheses across the top and your
evidence down the left side, as shown here:
H1
E1
E2
E3
E4
E5
E6
E7 etc
Totals

H2

H3

H4

H5

H6

H7

The matrix is populated by using a standard key1 as follows:
X – If this evidence is true, it suggests this hypothesis could be false.
√ - If this evidence is true, it suggests this hypothesis could be true.
N/A – This evidence is not applicable to this hypothesis.
? – It is not known if this evidence is applicable to this hypothesis.
Additionally, there exists the hard or big X, which is used to indicate that if the
evidence is true, then a hypothesis must be false. Analysts should be wary of denial
and deception, misinformation and source reliability when considering the use of a
hard X to refute a hypothesis.
The last row in your matrix is to record the total number of x and √ against each
hypothesis.
To populate the matrix, start at the first piece of evidence and working across the
matrix, assess it against each hypothesis in turn. When you have done this, the
matrix might look something like this:

E1
E2
E3
E4
E5
E6
E7 etc
Totals

H1
x
x
x
√
√
x
√

H2
√
x
√
?
N/A
√
x

H3
√
x
?
N/A
√
x
x

H4
√
x
√
√
x
√
x

H5
x
x
√
x
x
√
?

H6
x
x
√
N/A
√
√
?

H7
x
x
√
x
x
x
N/A

In the totals box the standard convention is to first count the number of xs and then
√s and show as x/√. In the example above H5 would therefore be totalled as 4/2.
Note that ?s and N/As are not totalled.
Refine the matrix: There are no hard and fast rules about when to refine your matrix
and draw your initial conclusions. It is a matter of judgement for the analyst and
should take into account the amount of evidence on which to base a judgement;
refining the matrix can be an ongoing process throughout the project. Refining the
matrix involves examining the utility of the evidence in the matrix and discarding any
that either has little or no diagnosticity or is only applicable to 1 or 2 hypotheses. If
evidence is discarded it should be retained for the audit trail, and it is wise to leave a
record of the evidence in your matrix in case it becomes relevant at a later stage.
Eventually your matrix may look something like this:
1

Analysts will find several different keys are used in ACH. Analysts may wish to adopt their own key if
it assists their analysis, which is acceptable tradecraft practice provided the key is displayed with the
ACH matrix. .

Strengths
ACH allows and facilitates the simultaneous comparative analysis of several
hypotheses.
It is a intuitive, structured methodology that brings consistency to analysis and
provides a clear audit trail.
ACH challenges a ruling theory, groupthink and embedded or hidden assumptions.
ACH is a relatively simple methodology to conduct.
ACH is often perceived as a scientific methodology due to its origins, although this
can be misinterpreted as a weakness if the origins of the methodology are not fully
understood.
Weaknesses
ACH can be perceived as overly complicated, or can be become over complicated if
analysts complicate the matrix with additional symbology or levels of confidence etc.
For ACH to be an effective methodology it is crucial that the hypotheses generated
are relevant and plausible. If not they will all probably be refuted and a further set of
hypotheses generated.
ACH is often misinterpreted as a structured methodology to prove, rather than refute
a hypothesis.
Tips
This guidance note is subject to regular revision and update to reflect developing
best practice and practical experience. For further information on Force Field
Analysis or any other analytical techniques and methodologies, contact the
Professional Head of Intelligence Analysis team:
Team Leader Tradecraft and Academic Outreach Training Open Source Administration -
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ANALYSIS GUIDANCE NOTE
Backcasting
What is it?
Backcasting is a technique that is widely used by intelligence analysts, business
analysts, strategic planners etc. The technique works in the reverse way to
forecasting. Forecasting traditionally involves identifying a number of factors, drivers
or events and then predicting what the future will look like at a given point should
these factors, drivers or events combine in a particular way. Backcasting starts with
a specific and clearly defined future that is treated as fact at the given point in time;
analysts then work backwards from that given point to identify which events, trends
or activities must have taken place in order for that future to occur, and how they
relate one to the other.
Backcasting as a technique originated in the energy industry in the 1970s as a
method to look at alternative planning methodology for electricity supplies. It was
pioneered by Amory Lovins1 who used it to describe desirable futures for US energy
supplies and to assess how they might be achieved, rather than focusing on the
likely futures generated by the then current policies and trends, as in traditional
forecasting.
Backcasting is similar to critical path analysis in that it attempts to identify key
milestones on a particular pathway, and is sometimes regarded as critical path
analysis in reverse. The key difference with backcasting as an analytical technique is
that it works backwards from the future to the present, rather than working forward
from the present to the future.

1

A US physicist and environmentalist.

Why use it?
Forecasting is usually based on current dominant trends, and is therefore unlikely to
generate scenarios or futures that are independent of those trends; thus re-enforcing
their dominance. Backcasting helps overcome our perceptions of what is possible or
reasonable by allowing an analyst to broaden the scope of futures to describe
radically new and “different” situations or end states, breaking the dominance of
existing perspectives or trends. Backcasting thus allows an analyst to thoroughly
explore alternative futures in terms of their feasibility and consequences.
Backcasting can develop a range of analytical insights into a particular scenario or
future, and hence can help shape collection plans. By defining a future scenario and
then working backwards to determine the milestones required for that scenario to
happen, an analyst can develop a number of indicators and warnings opportunities.
Backcasting forces analysts to concentrate on identifying the events that are critical
to a particular scenario, shifting the analytical focus from “this might happen” to “how
did this happen”. It creates a plausible pathway to allow a particular scenario to
occur.
Because backcasting identifies the chronological order in which events or actions
should occur, and the points where we should expect trends to be seen, it is a good
technique for exploring alternative “routes” to a particular future, and how things
might change if a particular milestone or trend does not occur, or occurs earlier or
later in the pathway. This allows analysts to examine a number of complex
outcomes within a defined scenario, and to identify any new scenarios that might
emerge.
Because it forces analysts to imagine that a particular future has occurred,
backcasting is a strong technique for examining high impact/low probability
scenarios and how they might come about.
When to use it?
Backcasting can be used at nearly every stage of the analytical process, depending
on what issue the analyst is trying to examine. Traditionally it has been used at the
start of a project to develop indicators and warnings, and identify opportunities to

either re-enforce a particular outcome or to identify key points at which opportunities
exist to change the outcome.
Backcasting can be used during a project to complement scenario development –
i.e. conduct scenario development and then choose scenarios to backcast from to
gain a greater understanding of what each scenario requires to make it come about.
This is a good way of identifying either single activities or events that are unique to
one scenario, or single activities or events that apply to all or a particular set of
scenarios.
Backcasting can also be used during a project to specifically explore the high
impact/low probability scenarios (wildcards) and the issues surrounding them. In
particular, backcasting can be used to identify the trigger for such a scenario, which
may be an event in another scenario under consideration.
How to do it
Backcasting, like any technique, can be broken down into a number of discrete
stages. For backcasting they are as follows:
Generate the scenario to be examined, including the timeframe for the
scenario.
Identify any assumptions you are making about the scenario.
Identify a plausible “trigger” event or action that initiates the scenario
(alternatively, you can use the backcast to identify one - see below.)
Using the assumptions, populate the pathway with trends and events that
must happen.
Identify specific indicators and warnings opportunities.
Interpret and Review
Generating the scenario and timeframe:
Depending on the analytical problem, the scenario may be implicit in the question or
analysts may need to generate a number of scenarios and explore how they come
about to inform their analysis. It is important that any scenario is not overly
complicated; a simple statement will often be sufficient for the purposes of a
backcast:
“By 2030 Green achieves independence from Red”.
“By 2028 Red has developed a strategic nuclear deterrent”.
“In 2033 Gold is self sufficient in sustainable energy supplies”.
The scenarios are deliberately couched in unequivocal terms because with
backcasting they are assumed to be statements of fact – they have happened. Too
much detail in a scenario will overly complicate the backcasting process and may
confuse or constrain the development of a pathway.
It is important that the timeframe for a scenario is explicitly part of the scenario
statement. If it is not, and the scenario statement is open ended it may prove
impossible to develop a meaningful pathway i.e. “The NCA eradicates heroin

production” could be true in 1 year, 10 years or 100 years and the pathways
developed all very different.
It is also important in intelligence analysis to explicitly state the entity or body under
consideration (i.e. Green, Red, Gold, NCA etc) as this focuses the backcast on what
that particular entity or body must achieve or do to create a plausible pathway. This
is important when moving on to assumptions that flow from the scenario statement.
Identify assumptions:
The scenario statement should describe an end state, without dictating how it is
achieved. It is the assumptions that analysts make with regard to the scenario
statement that start to develop the plausible pathway. For example, “By 2030 Green
achieves independence from Red” does not indicate if this is achieved by
negotiation, armed conflict, via a third party or by any other means. In this case the
analyst will need to make assumptions about the route to independence, and this will
lead to other assumptions about the forces, events and developments that might
need to occur. Assumptions will need to be made not only about Greens actions but
also about those of Red and any other third parties, which might include non-state
actors, individuals, factions within a state or body etc.
The use of an environmental scanning technique such as STEMPLES2 is useful
when developing assumptions.
Identify a plausible “trigger”:
There is normally a reason for selecting a particular scenario statement and
timeframe to examine via backcasting. Usually it is because there is the prospect of
something happening in the near term e.g. an election, the death of a leader, an
economic shock, peace treaty, government initiative etc that provides a “trigger” that
could potentially initiate the plausible pathway to the scenario statement.
Alternatively, it may not be possible to identify an event in the near term that might
trigger the pathway. Analysts may be asked to conduct a backcast specifically to
identify potential triggers for a particular scenario. If this is the case the backcast is
deliberately used to develop indicators and warnings. In this circumstance, analysts
should move directly from identifying assumptions to populating the pathway.
Populating the pathway:
Populating the pathway is the key part of a backcast. It is usual to populate the
pathway with events and trends.
Events are discreet occurrences that must occur in some form of sequence on the
pathway. Events should be able to be dated e.g. “the Paris conference, July 2024”
and should be capable of unique or discreet referencing. Several events might occur
2

STEMPLES is a mnemonic to prompt analysts to consider the following factors: Social, Technological, Economic, Military,
Political, Legal, Environmental, Security.

in a short timeframe or even in the same time frame, but the important thing is that
they are discreet entities.
Trends are more difficult to delineate, and are usually generated by an event or
number of events. “Growing public support for independence” is a trend, and might
for example, be generated by the foundation of an independence party (event,
dateable), or the passing of a number of unpopular laws (again, each passing
discreet and dateable) etc.
Events and trends can be generated for the scenario as a whole, and also for
individual components or actors in the scenario. For example, if the scenario
statement is “By 2030 Green achieves independence from Red”, events and trends
can be developed for both Green and Red, and any third parties that the backcast
identifies as relevant to the scenario.
There will normally be some key events that are easy to identify on a pathway, and
these should be placed on the pathway as the initial milestones. Analysts should
then consider what else might either have happened to generate a milestone, or
what might result from the milestone occurring. These new events, or possibly
trends should be placed on the pathway. It is normal for some juggling of
timeframes and the relative positioning of events to occur as the pathway is
developed.
The diagram below is an example of a notional backcasting pathway and shows both
events and trends and how they are usually displayed. Events are indicated as
specific points on the pathway, and placed sequentially, or happening in parallel.
Trends are shown in a different colour and by a broken line.

Here the analyst has backcast from a scenario that posits that open borders between
Red and Green are achieved in January 2028. Backcasting from the future towards

the present, they have identified a number of key events that need to occur, and how
they relate to one another sequentially. The arrows on the diagram indicate the
“direction of thinking” – from the future to the present. The events that it is believed
must happen have been placed on the pathway at the appropriate chronological
point if the scenario is to occur.
The analyst has also identified that if the scenario is to occur there should be a trend
(perhaps increasing public support for open borders, or political acceptability) that
possibly starts as a result of a conference and manifests itself in the elections in
2025.
In this example the analyst has still to identify the trigger. What might be a trigger? 3
Identifying Indicators and Warnings:
Backcasting is a particularly good technique for identifying Indicators and Warnings –
signposts to the scenario happening or not. These are additional events or trends
that in themselves do not necessarily bring about the scenario, but facilitate or deny
events that are crucial for it to occur. Once the plausible pathway has been
developed, analysts should identify events or trends that indicate the onset or
development of a particular event on the pathway. These must be observable or
within collection capabilities. An indicator that the scenario is occurring might be
humint reporting on the plans for the joint declaration, or the details of the
conference planning.
It is important to note that both positive and negative indicators and warnings
opportunities can be identified on a plausible pathway.
Interpreting and Reviewing:
Once the plausible pathway has been constructed, and indicators and warnings
opportunities identified, analysts should review the pathway. The following are the
sort of questions to ask:
Are there any intelligence gaps that the pathway reveals?
Are there any collection opportunities or gaps that it reveals?
Do we or can we have any influence on the eventual outcome? If so where
and how?
Are any events more important than others?
Have we missed something that is critical to the scenario occurring?
Have the assumptions I made held up as a result of conducting the backcast?
What else should I be thinking?
The critical factor to consider when reviewing and interpreting a backcast is it’s
plausibility. If the scenario cannot occur in the time scale then other alternative
scenarios may need to be developed, the timescale altered or another technique
used to address the problem.
3

The trigger might be the election of a Green politician who favours open borders, a speech by the Red president on removing
trade barriers, recognition of popular discontent on both sides of the shared border at the inconvenience of visa controls etc.

Strengths
Backcasting forces an analyst to consider not if an event could occur, but how will it
occur. By removing any consideration of the likelihood of the scenario occurring, it
forces analysts to focus on identifying the events and trends required to make the
scenario happen.
Backcasting is a particularly effective technique for generating Indicators and
Warnings opportunities as it asks analysts to identify specific events that need to
occur if a scenario is to happen. These events are potentially unique to the scenario
and hence can be exploited for I&W purposes.
Backcasting is also particularly effective for examining high impact/low probability
scenarios, again because it removes the concentration on likelihood. Instead, by
forcing the analyst to construct a credible pathway to, and to explore the impact of
these wildcard scenarios, backcasting helps counter the mindset that wildcard
scenarios “cannot really happen”.
Weaknesses
Backcasting can seem counter intuitive when compared to a “normal” structured
analytical technique. If analysts are unfamiliar with the technique, the natural
reaction is to try and re-interpret and work from the present to the future.
Backcasting requires a very clear scenario statement and timeframe if it is to provide
valuable insights and allow analysts to fully explore the implications of a scenario.
If used in a workshop, it can become unwieldy as a technique unless the participants
can reach a consensus, which is sometimes difficult if the issue(s) are complex.
Tips
PHIA have found that backcasting works well with small workshop numbers – around
6-8 participants.
Backcasting should initially be conducted at the “strategic” level to identify key
events. Don’t be tempted to develop any “tactical” events until you are sure of the
strategic ones.
Keep a backcasting session fairly short – no more than 2 hours. If the strategic
picture cannot be agreed in that time it is likely that your scenario cannot be
achieved.

This guidance note is subject to regular revision and update to reflect developing
best practice and practical experience. For further information on Backcasting or any
other analytical techniques and methodologies, contact the Professional Head of
Intelligence Analysis team:
Team Leader Tradecraft Training Open Source and Academic Outreach Administration -

Date of issue: September 2014
V1.0

© Crown Copyright 2014

Effective scenarios should:
Convey images rather than facts.
Contain the essence not the detail.
Capture assumptions and forces.
Be vivid and engaging.
The cone is one of a range of scenario generation techniques available to analysts; it
has found favour as it is relatively simple to use.
Why use it?
The future is inherently uncertain and as analysts we need to find methodologies to
firstly generate futures then secondly examine what might happen in those futures in
structured, auditable and easily understood ways. The purpose of any futures
generation technique is to create an environment in which to explore the implications
for our organization(s) should that environment come about, and how we might
mitigate the unwanted or bad impacts, and enhance the desired impacts. It should
be remembered that a scenario is specifically not a prediction of a particular future
or environment occurring.
The cone can be used to generate both short term tactical scenarios and longer term
strategic scenarios. Analysts will need to agree the time scale for any scenarios
generated using the cone as it is designed to examine specific points in time, as will
be explained later in this note.
In particular, the cone:
Assists in identifying key drivers of the future,
Asks analysts to articulate their assumptions as to how the drivers will behave
over the selected timeframe,
Requires analysts to challenge their assumptions by deliberately generating
alternative assumptions,
Specifically allows analysts to explore the “outer edges” of challenging issues,
Identifies a range of scenarios in a particular time frame.
Analysts should note that the cone does not:
Generate indicators and warnings of a scenario occurring (backcasting is the
best methodology for this),
Specifically identify the likelihood of a particular scenario occurring (that is a
judgment for the analyst),
Generate all of the potential scenarios that might occur in the area under
examination (see weaknesses).

When to use it?
The cone is particularly useful at the start of a project which is specifically focused on
examining questions about an individual entity such as a country or organisation in a
unique time frame i.e. “what will the UK economy be like in 2025?” Nevertheless, the
cone can be used at any stage of an analytical project when an analyst needs to
gain an insight into a variety of potential future environments.
The cone is also a suitable structured methodology for examining questions which
relate to the future relationships between two entities.
However, the cone should not be used to examine the future of a more complex
situation involving more than 2 entities. Instead a structured methodology such as
Force Field Analysis should be used.
How to do it
As with all analytical techniques, the starting point must be a clearly defined and
answerable question. However, when using the cone, it is also vital that a timeframe
is specified in the question. The timeframe might be driven by a specific event or
occurrence that is expected in the future (an election, summit meeting, the Olympics
etc – anything that has a set timeframe) or may be generated by either the analyst or
their customer to bound their task. Once the question and timeframe are agreed
there are essentially five further steps when using the cone:
Generating a set of drivers,
Making assumptions about how those drivers behave,
Generating a baseline scenario,
Generating plausible alternative scenarios,
Generating wildcard scenarios.
The question “What sort of international partner will Green be in 2025 2?” will be used
as an example for the rest of this note.
Generate the Drivers. Drivers are the issues or forces that shape the future in the
area under consideration. They can be something that the subject, in this case
Green has control over i.e. welfare spending, or can be something over which the
subject has no control but which has a marked impact on the subject i.e. in Greens
case oil prices.
The drivers can be generated via brainstorming, using an environmental scanning
acronym such as STEMPLES3, using a questionnaire before-hand or indeed any
other method that is appropriate.
2

The timeframe here is an arbitrary one generated by the customer. Green is a democratic, secular meritocracy, is land locked
with few natural energy resources and has to import her oil. However, Green has a strong economy based on agriculture,
tourism and the arts. Population growth was high in the 1970s but is now in line with the regional average. Green has territorial
disputes with two of her neighbours and has been to war with them in the past in an attempt to gain access to an open water
port.
3
STEMPLES stands for: Society, Technology, Economy, Military, Politics, Legal, Environmental and Security.

something has happened or is happening. By writing up the scenario in this way it
keeps scenarios discrete from one another, clarifies the analytical landscape and
helps customers to understand the implications of different scenarios. It is also
useful to give each scenario a pithy title that captures the essence of the scenario,
rather than refer to it as plausible alternative 1, 2, 3 etc.
Scenarios can be written either as a “story” to describe the detail of the scenario, or
as a number of bullet points that capture the essence of the scenario for future
development. The scenario “story” should contain sufficient detail to fully describe
the main features of the scenario but should not contain over prescriptive detail that
unnecessarily constrains future analysis. As a guide, a typical scenario description
or “story” should be no longer than half an A4 page, and will often be much shorter.
Generating a Baseline Scenario. The baseline scenario is the first scenario to be
generated from the drivers and assumptions. It is the scenario that occurs if nothing
changes and the drivers and assumptions all behave and interact exactly as
predicted. It is usually characterised as “today” projected forward to the timeframe
under consideration. It can also be thought of as the “nothing changes” scenario. It
is less likely to offer analytic insights than other scenarios generated by this
methodology as it is in many respects a scenario or environment we already know
and understand.
However, it is highly unlikely that nothing will change over the period under
consideration; that there will be no strategic shocks to the drivers and assumptions,
no new drivers or assumptions emerging etc. (This is particularly true the further in
the future the timeframe under consideration is.)
The main purpose of the baseline scenario is as a comparator to other scenarios. It
gives analysts a means of recognising the changes that occur between the baseline
and the plausible alternative and wildcard scenarios. It is these changes that occur
when generating plausible alternative and wildcard scenarios that give analysts the
opportunity to explore the impact of a range of potential futures.

The cone is a relatively agile technique as it allows analysts to make numerous
alternative assumptions once the baseline set of assumptions have been generated.
Although best used as a workshop technique, the cone can be used by analysts at
their desk.
Weaknesses
The cone is constrained by the drivers selected by the analysts and the fidelity of the
technique is dependant on the correct selection of drivers (and assumptions).
As scenario development via the cone is constrained to the drivers and assumptions,
it cannot generate all of the potential scenarios that might occur in a particular area.
If there are more than 7 drivers the cone becomes overly complex and an alternative
methodology should be considered.
If only a baseline, single plausible alternative and single wildcard scenario are
generated, evidence shows that there is a tendency to assume that one is a forecast.
This tendency decreases with a higher number of scenarios.
Tips
PHIA have found that the cone works best as a technique when used in a workshop
or around 10 participants. If the technique is used in a workshop it is advisable to
have a cone diagram on a whiteboard or similar and to populate with drivers and
assumptions as these are generated. This helps to keep the participants focused
and keeps the different stages of the technique separate.
When generating plausible alternative scenarios, changing the selected assumption
may have a impact on other assumptions. Analysts should be prepared to change
other assumptions as a result to keep the drivers and assumptions coherent with
each other.
PHIA have also found that it is often useful (though time consuming) to generate a
set of scenarios that involves changing each assumption in turn. This is a useful
way of exploring how many of the scenarios are potential wildcards and how many
are genuine plausible alternatives.
Assumptions can be changed in both positive and negative ways. Experience shows
that analysts find it easier to generate negative assumptions. Analysts should
recognise this and where possible also examine the impact of making positive
changes to assumptions. The scenarios that result are equally valid aas vehicles for
analysis.
One area of confusion that arises when using the cone is the difference between a
driver and an assumption. Advice is to generate the drivers first, and to make sure
that they are expressed in neutral terms before generating any assumptions.
Generating the driver and assumption together often introduces a hidden assumption
into the driver.

This guidance note is subject to regular revision and update to reflect developing
best practice and practical experience. For further information on Scenario
Generation, the Cone of Plausibility or any other analytical techniques and
methodologies, contact the Professional Head of Intelligence Analysis team:
Team Leader Tradecraft and Academic Outreach Training Open Source Administration -
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ANALYSIS GUIDANCE NOTE
Pattern Analysis
What is it?
Pattern Analysis is the technique used to establish and examine patterns, chains and
regularities in seemingly disparate data. It is based on the recognition that virtually
nothing happens in isolation and that actions or events frequently occur in a
(predictable) pattern or chain.
Humans instinctively assess spatial patterns and relationships; we try to bring order
out of chaos. Pattern analysis is a technique for making explicit those assessments
by actively seeking to discover them, rather than intuitively recognising them.
Why use it?
Any pattern has a number of key characteristics. Patterns must be:
Observable,
Repeatable,
Describable,
Exploitable and
Recurring
These characteristics can be remembered via the mnemonic ORDER – there is
ORDER in patterns.
Given that humans instinctively assess spatial patterns and relationships, pattern
analysis is particularly powerful as a technique in 2 distinct ways. It can help an
analyst make sense of large amounts of seemingly random and unconnected data
(the jigsaw puzzle), or it can help an analyst predict a pattern from only a few pieces
of data that have been recognized as part of a previously established pattern (from
the trunk, draw the elephant). Whether constructing the jigsaw or drawing the
elephant, the purpose is similar; firstly to establish a pattern and then secondly to
predict the next occurrence in the pattern.
Pattern analysis is also useful for identifying where a pattern appears to break and
thus has particular relevance to an intelligence analyst as it can identify intelligence

gaps, or challenge their understanding of a sequential activity (e.g. if the pattern of
activity should run A to B to C and I am not seeing B - why not?). It is also a useful
technique for identifying an opponent’s denial and deception activity, particularly
where an established and regular pattern of activity has been deduced.
Pattern analysis is a strong data reduction and visualisation technique. Analysts can
often be swamped with data, and making sense of it can be difficult. Reducing mass
data down to a graph plot or plotting data on a map in which the detail of an activity
or occurrence is replaced by a visual cue brings clarity and makes understanding of
the data simpler.
Because pattern analysis focuses on establishing an understood and predictable
pattern of activity or behaviour, in order to predict or monitor the next occurrence in
the pattern, it does not necessarily give an analyst a complete picture; it does not
explain the reasons behind a pattern or look at motivations, leadership etc. Hence it
is considered a foundation technique, to be used as a basis for further analysis in
conjunction with other techniques. Pattern analysis establishes the pattern, not the
reason for it.
Analysts should be aware that some patterns can be self initiated or generated. Blue
activity can actually be the driving force behind a pattern of red activity. For
example, if an analyst is tasked to look for the pattern of reds use of roadside IEDs,
they will need to recognise that if red is targeting blue, blues’ use of particular roads
at particular times will actually be the cause of any pattern of red IEDs. Likewise, if
an analyst is tasked to look for patterns in drunk and disorderly arrests and it
emerges that there is a pattern of a spike in downtown areas with plenty of bars and
clubs late on a Saturday night, they might consider that this could simply be because
the police know there will be drunk and disorderly people in the area and increase
their patrols etc.
When to use it?
Pattern analysis is best used to examine potential patterns of activity that are
independent of a causal input from the analysts organisation (i.e. not a pattern that
the analysts organisation is causing to happen), or to look for patterns of a
protagonists activity in response to particular actions on the part of the analysts
organisation (cause and effect – if we do X they respond with Y).
As a foundation technique, pattern analysis is of most use at the start of an analytical
project as it will provide a foundation for further analysis. At this initial stage it helps
analysts to organise and reduce data, and can give an analyst an indication of where
to focus collection and analytical effort by predicting the next occurrence in the
pattern. Once a pattern has been established, pattern analysis should be continued
throughout the project so that as events occur, the patterns can be updated,
confirmed and questioned etc. Often in the course of a project a change in a pattern
can indicate a potential change in circumstances that will be important to the
analytical line.

How to do it
Data (and thus any patterns that the data might reveal) has a number of
components. One of the first considerations for an analyst is to establish which
components are central to a pattern and which are peripheral.
The key components to consider when examining data for patterns are:
Time. Time is usually a central component of a data set. Events might occur
at a specific time of day, on a specific day, week or month, be seasonal, or be
sequential in that X might occur between 12 and 18 hours after Y but never
less than 12 or more than 18 hours. Time might also be related to a
phenomena such as sun or moon rise and set, a phase of the moon, a
particular season etc. Time may also extend to a number of years, for
example between extensive military exercises, or between a nations
economic plans etc. The important thing about time is that it will always be
part of an event, and it is up to the analysts to decide if a pattern is
independent of time or dependent on time.
Locations. Locations or places are also usually a central component of a data
set. Activity might only take place at a specific location, or at a discrete
number of locations. Locations might only be used at a certain time or by
specific individuals. Locations might also be specifically associated with an
individual or organisation, or might have a discrete functionality (e.g. a test
site, a drugs laboratory etc).
Individuals. Individuals are another central component of a data set. It might
be that specific individuals have an identified and unique role in something, or
that they visit a particular location at a particular time and that subsequently
an event occurs. As most of the data presented to an analyst will involve
some kind of human activity, if that activity can be tied to a particular
individual, it may be possible to establish a pattern.
Organisations. Organisations can be considered in the same way as an
individual when examining data in terms of having an identified or unique role
in something, but in addition analysts might consider the capabilities,
expertise and reach of an organisation.
Events. Events, occurrences, happenings, activities etc are usually the reason
data sets are established. The data will probably show that individuals or
organisations were doing something at a particular place at a certain time.
What they are doing is the issue of interest, and how this relates to other
occurrences of the same or similar activity.
In addition to the above central components, there are 3 other elements in the data
that an analyst should consider when looking for patterns. These are:
Sequencing and Connectivity. For a pattern to exist there must be some form
of sequencing or an identified connectivity taking place. A pattern, in
intelligence analysis terms, cannot be random as it must be recognisable and
recurring (ORDER) and thus if the events appear random and unconnected
they should not be considered part of a pattern. However, analysts should
note that when considering data, either current or historic, there may be
collection gaps that may hide the component that binds apparently random

data into a pattern. Examining sequencing and connectivity between the
components is one of the best means of identifying collection gaps or
opportunities when using pattern analysis.
Triggers. Triggers are those actions which initiate a subsequent event or
chain of events. In themselves they may not be significant, but their
importance in identifying a pattern is that they potentially signpost future
events which an analyst can then seek to confirm or deny the existence of,
can alter collection plans to collect against or can examine historical data to
confirm a pattern.
Frequency. Analysts need to reach a judgement on the frequency of an event.
Does the event occur with sufficient frequency or regularity for it to be
considered part of the pattern, or does infrequency relegate it to a random
event? This may be difficult to decide on first inspection of the data, and if in
doubt analysts should not discount the event until they are confident it is not
truly part of a pattern.
When examining data for patterns, analysts might find that one or more components
are the key to the pattern e.g. an individual or organisation does the same event or
activity at random times but that triggers a further chain of events. Alternatively,
random individuals or organisations conduct a specific event or activity at a particular
time etc. Only by closely examining all of the components of the data will the key,
pattern forming component or components be revealed.
Once a pattern is suggested or has been revealed, or a key component identified,
analysts should seek to confirm a pattern by developing a visual representation of
the suggested pattern. This can involve developing a graph, a time wheel, mapping
the data or developing a time line.
Graphs
Graphs are a useful visualization of historical data that involves numbers or
frequency. Patterns of frequency or numbers over time can be demonstrated, and
trends established. Analysts can then seek to understand why the trends occur.

This graph gives details of the number of skiing related accidents1 reported at the
local hospital in a ski resort for 2009-2011. The resort is an average size, of 25,000
hotel and guest beds, and has some skiing available all year round.
The overall pattern of a peak of skiing related accidents in the period November to
February appear to hold true for all 3 years, as does the fewest accidents in July and
August. This might be as expected, but there are questions in the pattern that an
analyst might want to ask:
Why the apparent blip in accidents in 2009/10 in March or April? (Easter?)
Why does this not happen in 2011? (Early thaw?)
Why the slight increase in accidents in Jan 2011? (Poor weather?)
Do the low accident figures in the summer reflect safer skiing conditions or
fewer people on the piste? (people on summer holidays in the sun?)
Why the generally lower figures for 2011? (early thaw, warmer summer, later
arrival of the snow?)
Why the peak in July 2009?
Is there any relationship to the time of day?
How do the figures break down by age, sex, nationality, ability etc?
By plotting the data on a graph it is easy to recognise a pattern, but it is important to
remember that the pattern should be used to prompt questions and to recognise it is
just one step in an analytical process.
Time Wheels2
Time wheels are a useful template for plotting time oriented data – data which has a
specific and discrete time element. The time wheel shown here is a weekly time
wheel3, with the days of the week radiating outwards from the centre and the hours
of the day4 laid out clockwise from midnight at the top. Data points are plotted in the
segment of the time wheel that represents the time at which the event occurred.

1

The data is artificial and for illustrative purposes only.
Time wheels are also known as pattern analysis plots, time event plots etc.
3
Time Wheels can cover longer period – a month or year.
4
The standard convention is to use a 24 hour clock for a time wheel.
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The time wheel below shows a number of (historic) events, represented by the dots,
occurring over a week. For this example the events are cyber attacks on a specific
computer system. There is a cluster of events (attacks) that occur between 2300 on
Friday and 0300 on Saturday, and then between the same times overnight on
Saturday into Sunday, with a few other events occurring at other times in the week.
By presenting the historical data in a visual format on the time wheel, it is relatively
simple to recognise the pattern over a week and to predict that, if we have correctly
identified the pattern, the next occurrence is most likely to occur the following Friday
night, probably between 2300 on Friday and 0300 on Saturday. The events that
occur on Wednesday at around 1830, Thursday at 0030 and Friday at 1445 are
potential anomalies, but they should not be discounted until an analyst is absolutely
certain of a pattern; they might be connected to the pattern identified but the
repetition rate for these events may be different to the main pattern. It is important to
recognise that at any point an analyst may actually be identifying more than one
pattern.

With a single recurring event such as a cyber attack on a particular computer
system, plotting historical data in this manner can help to predict the most likely time
for the next event, but if there are multiple attacks on multiple systems in multiple
locations, plotting them all on a time wheel will not necessarily identify the next
probable attack as multiple events may confuse or hide a pattern. This can be
alleviated if colour coding (by location, system etc) of the events is used. However,
to make best use of the time wheel, data reducing multiple data sets into discrete
single sets which can then be plotted is preferable.
As with a graphical representation, recognising the pattern is the first step,
interpreting it is the next. The time wheel above might prompt a number of questions
to an analyst:

At what time did each event happen and does this have any impact on the
clustering?
Are there any additional conditions or factors that coincide with either the
M25, M3, A40 or the general location of the clusters?
Could the clusters be generated by the robbers coming out from central
London or are they travelling in towards the M25 from elsewhere?
Does Heathrow (at Hounslow) have any relevance? (equidistant between the
two clusters)
Using the map to suggest a pattern and then questions to interrogate the pattern
could (for example) reveal that all of the robberies were committed between 0300
and 0500 at a weekend, between 3 and 4 months apart. The robberies have
occurred in two distinct clusters with the one around the M25 and A40 junction
occurring first, and then the next two robberies occurring around the M25 and M3
junction.
The robberies around the M25 and M3 junction do not appear to be anomalies so
analysts might then look to see if there is a reason, perhaps to do with the M25 or
A40 that has prompted the shift in location. If the pattern has been correctly
identified, the next occurrence is most likely to occur in the early hours of a weekend
morning, between 3 and 4 months after the latest event and probably in the vicinity
of the M3 and M25 junction.
Time lines
A time line is a simple and effective way of setting out data that has a (potential or
suspected) sequential nature. The time line below shows a sequence of five events,
the order in which they occur and the relative time differences between them. It also
shows that the pattern starts to repeat approximately five days after Event E.

Simple timelines such as this can be a quick and easy way of establishing order in a
pattern and the sequence of repetition. It is also a means of predicting when events
in the pattern should occur in the future.
Strengths
Pattern analysis is a strong data reduction and visualisation technique. Reducing
mass data down to a visual cue brings clarity and makes an understanding of the
data simpler.
By using pattern analysis, analysts should be able to predict the next occurrence or
event in the pattern and this can focus collection activity.

Pattern analysis is a good technique for identifying changes in the activity or conduct
of an adversary – often via the absence of an expected event or a change in
sequencing.
By establishing an understood and predictable pattern of activity, pattern analysis is
a strong technique for generating indicators and warnings.
Weaknesses
Pattern analysis can establish a pattern but does not in itself explain the reason(s)
for the pattern. Hence it is a foundation technique and should be used in conjunction
with other techniques.
Patterns can be self initiated or generated – pattern analysis is only useful as an
analytical technique if the analyst is aware of this limitation.
Analysts should be aware that potentially false patterns can be created by a
collection bias. Limited or very targeted collection has the potential to miss other
elements of the pattern by simply not collecting against a particular area, place,
individual etc. This will reduce the usefulness of any pattern that emerges.
The timeliness of a pattern can be a weakness. If the pattern is not recurring at a
rate that makes the prediction of the next event useful or actionable, pattern analysis
is unlikely to provide any analytic insight.
Creeping normalcy, where changes to the pattern occur so slowly that they are not
recognised is a danger with long term pattern analysis.
There is the potential for an analyst to either discard data that does not fit the
pattern, or to distort it so that it does fit.
Tips
Pattern analysis should be conducted by more than one person, as individual
analysts will often see part but not all of a pattern.
Try to look wider than the pattern itself – it is always good practice to scan the
perimeter of a problem space to see if there are unrecognised influences on the
problem under consideration.
Establish the time scale in which you want to exploit for your potential patterns
usefulness. If the pattern is not recurring at an exploitable rate, it will be of little or no
use.

This guidance note is subject to regular revision and update to reflect developing
best practice and practical experience. For further information on Force Field
Analysis or any other analytical techniques and methodologies, contact the
Professional Head of Intelligence Analysis team:
Team Leader Tradecraft Training Open Source and Academic Outreach Administration -
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ANALYSIS TECHNIQUE GUIDANCE NOTE
Scenario Generation – “Quadrant Crunching”

What is it?
“Quadrant Crunching” is a simple, quick and easy to use scenario generation
technique that generates multiple outline scenarios in a short space of time. It is
also known as the Double Uncertainty methodology, Multiple Scenarios or
Alternative Futures Analysis.
The use of scenarios as a tool for researching futures and policy issues was
pioneered in the 1950s by the Rand Corporation in the US, and later by the Hudson
Institute, a private research organisation examining issues related to US public
policies, international relationships and defence issues in the 1960s. In the 1970s
major private companies, most notably Royal Dutch Shell began to use scenario
generation for commercial purposes, to examine how changes in markets might
impact their businesses. Both the private and public sectors now use scenarios for a
range of purposes, usually to inform their strategic planning processes.
Effective scenarios should:
Convey images rather than facts.
Contain the essence not the detail.
Capture assumptions and forces.
Be vivid and engaging.
Why use it?
The future is inherently uncertain and as analysts we need to find methodologies to
firstly generate futures then secondly examine what might happen in those futures in
structured, auditable and easily understood ways. The purpose of any futures
generation technique is to create an environment in which to explore the implications
for our organization(s) should that environment come about, and how we might
mitigate the unwanted or bad impacts, and enhance the desired impacts. It should
be remembered that a scenario is specifically not a prediction of a particular future
or environment occurring.

Quadrant Crunching is a divergent thinking technique that explores the interaction of
pairs of drivers and the polarized uncertainties associated with them. It is an
effective way of generating a broad set of alternative scenarios, particularly when the
subject under consideration has either very little data associated with it, a high
degree of uncertainty, or both. By generating a broad range of scenarios analysts
can potentially anticipate the unanticipated or reveal “unknown unknowns”. Those
scenarios considered the most challenging or uncertain can be selected from the
range generated and subjected to further more detailed analysis.
Quadrant Crunching can be used to examine generic questions where there is no
time frame attached, or it can be used to generate both short term tactical scenarios
and longer term strategic scenarios with associated time frames. If the subject under
consideration has a specific time frame associated with it, analysts will need to
ensure that the uncertainty associated with the drivers is coherent with the time
frame.
Analysts should note that Quadrant Crunching does not:
Generate indicators and warnings of a scenario occurring (backcasting is the
best methodology for this),
Specifically identify the likelihood of a particular scenario occurring (that is a
judgment for the analyst),
Generate all of the potential scenarios that might occur in the area under
examination (see weaknesses).
Also, Quadrant Crunching is only the start of an analytical process. The real
analytical value is derived from the greater development and analysis of a selected
number of scenarios that the technique develops.
When to use it?
Quadrant Crunching can be used at any stage of an analytical project, but is
particularly useful at the start of a project, when uncertainty or ambiguity is usually
greatest. At this stage it can be used to generate a broad and diverse set of
scenarios that in effect “scope” or bound the analytical workspace i.e. reduce the
uncertainty inherent in the project.
How to do it
As with all analytical techniques, the starting point must be a clearly defined
question. Even if Quadrant Crunching is being used to scope the range of potential
scenarios or outcomes, analysts need to be clear what their objective is when using
the technique.
Once the question or issue to be explored is agreed with the customer, there are
essentially five further steps when Quadrant Crunching:
Generating a set of key drivers,
Identifying the range of uncertainty associated with each driver,
Combining the drivers into 2x2 grids,

Generating the scenarios that result from the combination of drivers in each
quadrant of the 2x2 grids,
Identifying those scenarios of most concern or challenge for future, detailed
analysis.
Generate the Key Drivers: Drivers, sometimes expressed as uncertainties when
Quadrant Crunching, are the issues or forces that shape the future in the area under
consideration. They can either be a generic factor over which no one actor has
influence, or something specific that a key actor can manipulate. They can be
generated via brainstorming, using an environmental scanning acronym such as
STEMPLES1, using a questionnaire before-hand or indeed any other method that is
appropriate.
Similarly to the Cone of Plausibility, the drivers are always framed as a neutral
statement so that they do not impart any bias or contain any inherent assumptions.
For example, if food prices are a driver, the driver is simply food prices, not rising
food prices or high food prices etc.
If a time frame has been specified, it is important that the drivers remain in force and
relevant for the whole of the period under consideration. If a driver becomes
irrelevant part way through the period it should not be used and a new driver that
remains relevant for the full period used.
As each driver will be combined with every other driver to generate a range of
scenarios, it is important to keep the driver set manageable. Ideally no more than 4-5
drivers should be used. The number of scenarios to be generated rises exponentially
with the number of drivers:
2 drivers = 4 scenarios
3 drivers = 12 scenarios
4 drivers = 24 scenarios
5 drivers = 40 scenarios
Identify the range of uncertainty: Having identified the drivers, the next step is to
determine the spectrum of uncertainty associated with each of them. Treat each
driver as though it has two extremes – a good end and a bad end, a hot end and a
cold end etc. Determine what each end of the driver might look like. For example,
food prices might be falling at one end and rising at the other.
If at all possible it is desirable (but not essential) to have similar ranges or spectrums
of uncertainty for each drive. This is to prevent one driver having a disproportionate
impact on the scenarios developed.
Combine the drivers into grids: Once the drivers and their associated spectrums
of uncertainty have been agreed, the next step is to combine them into a series of
2x2 grids as shown. Each driver is combined with every other driver so that all of the
possible combinations of drivers are used to generate scenarios.

1

STEMPLES stands for: Society, Technology, Economy, Military, Politics, Legal, Environmental and Security.

Tips
Quadrant Crunching works best in a facilitated workshop with a diverse set of
participants. If sufficient facilitators are available it is advisable to work in sub groups
with each developing a specific 2X2 grid.
Although it is possible to use Quadrant Crunching with more than 3 drivers, PHIA
has found that 3 is the optimum number to use.
PHIA has found that developing the initial scenarios with a limited number of bullet
points to describe them is the most efficient way to generate scenarios with this
technique. Ideally no more than 6-8 bullets should be used to describe a scenario.
Generating the drivers and their associated polarized uncertainty is key to Quadrant
Crunching. Analysts should strive to identify drivers that are mutually exclusive and
not interdependent one on another.

This guidance note is subject to regular revision and update to reflect developing
best practice and practical experience. For further information on Scenario
Generation, Quadrant Crunching or any other analytical techniques and
methodologies, contact the Professional Head of Intelligence Analysis team:
Team Leader Tradecraft and Academic Outreach Training Open Source Administration -
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ANALYSIS GUIDANCE NOTE
Red Teaming

What is it?
Red teaming is something that everyone does, perhaps without realising it. Have
you ever asked yourself “what would I do in his or her position?” If you have, you
have perhaps unwittingly started to red team the issue.
Red teaming is a term that is widely used in both the public and private sectors,
nationally and internationally. It is sometimes used as a generic, umbrella term for
any challenge technique, which is misleading as red teaming is a specific technique
that sits within the broader family of challenge techniques1. This guidance note
examines red teaming as a stand alone technique within the family of challenge
techniques.
Red teaming is not a new concept. Sun Tzu, (born 544 bc) the famous Chinese
military strategist urged that “to know your enemy you must become your enemy”. In
other words, look at yourself from your enemies perspective, challenge yourself as if
you were he2.
Although the technique has been in use for millennia, the term red teaming was
coined during the cold war, with red being the Soviet Bloc, and blue signifying NATO
or the west.
Broadly speaking, red teaming is now conventionally used in the private sector to
enhance decision making by understanding the options and strategies that a
competitor might employ, and thus how they might seek to gain advantage.
Corporate and business plans can then take account of this.
In military terms, red teaming is usually associated with either challenging (from the
enemy perspective) aspects of a plan, programme or assumptions, to see how the
1

Challenge techniques are also referred to as contrarian analysis, alternative analysis, competitive
analysis and devils advocacy.
2
The terms “poacher turned gamekeeper” and “set a thief to catch a thief” both imply a form of red
teaming activity and both have been in common usage for centuries.

enemy might exploit it, or developing plans and strategies from the enemies
perspective in order to better defend against or defeat them.
Another form of red teaming that is gaining favour in the cyber age is ethical hacking.
Companies, organisations and even Governments set up teams of hackers to try and
break into their own IT and computer systems, with the aim of identifying any
weaknesses and protecting against real hackers.
In the world of intelligence analysis, red teaming is a means of challenging our
conventional wisdom and overcoming biases, in order to better understand how the
subject or adversary we are examining might develop, react etc. The key element
that makes red teaming a vital part of the analysts toolkit is that it forces us to frame
the problem from the protagonists standpoint and thus to challenge our hypotheses
and assumptions and put simply, to “break” our own analysis. By doing this we can
either identify how a protagonist might out manoeuvre us to achieve their objectives,
or identify our own weaknesses before the protagonist does.
Why use it?
Red teaming, properly executed, is an exceptionally strong technique via which
analysts can gain insights into a subject or protagonist that other challenge
techniques cannot deliver. Specifically, by adopting the protagonist’s standpoint and
world view, red teaming helps analysts to counteract their own biases, their
propensity for mirror imaging and to break institutional shackles. It allows analysts to
think the unthinkable; in fact the technique positively encourages analysts to think
the unthinkable, and as a result can generate insights unavailable via other
techniques.
Bias: Bias is a prejudice or predisposition that if unaddressed can lead to distortions
in thinking and analysis. Every human being is subject to their own biases that are
usually formed by factors such as their nationality, upbringing, education, sex,
wealth, age, religion, occupation etc. The list is potentially endless. However, very
few people even acknowledge that they are biased, let alone deliberately put in place
any mitigation for their biases. Organisational bias can also occur, and again, if
unaddressed can skew thinking and analysis. Red teaming, by effectively turning
the analysis around and addressing the issue through a lens other than our own can
help to mitigate against bias.
For example, attribution bias is a cognitive bias that refers to the errors people make
evaluating their own and others behaviours. People tend to attribute positive,
favourable reasoning to themselves and their peers, but with a protagonist people
tend to attribute negative influences as the reasons for a behaviour or decision. We
favor those who share our world view. Red teaming forces us to deliberately change
our world view to that of the protagonist, and hence (probably) attribute different
influences which are positive and coherent with the different world view.
Groupthink: Groupthink occurs when a number of subject matter experts (SMEs)
subconsciously become more concerned with maintaining unanimity of thought and
conclusions that they fail to challenge themselves or their hypotheses in a rigorous
manner. No single member of the group wants to appear as the dissenting member

so eventually the group “thinks” as a single entity. Because red teaming specifically
encourages analysts and SMEs to think the unthinkable, it is a strong counter to
groupthink.
Mirror Imaging: Mirror imaging (also known as the rationality bias) occurs when
analysts credit a protagonist with the same rationality of thought and action as
themselves i.e. “this is what I would do so this is what they will do”. However, the
protagonist is highly unlikely to have the same cultural beliefs and norms as the
analyst, and hence is highly unlikely to behave in the same manner. Projecting the
analyst’s rationality onto the protagonist is a common analytical pitfall. Red teaming
forces the analyst to try to “step through the mirror” and deliberately adopt the
protagonists rationality, thus mitigating mirror imaging.
“Institutional Shackles”: “Institutional shackles” is a way of describing reluctance by
an analyst to challenge an organisations agreed stance on a subject, and the
organisations reluctance to tolerate challenge once it has adopted a position on a
subject. It is the principle of collective responsibility. Analysts may publically
challenge the conclusions of another organisation, but have to defend their own
organisations conclusions even if they privately disagree with them. Red teaming
specifically requires the analyst to challenge agreed conclusions, to adopt a
protagonist’s persona and thought process, and hence is a good technique for
breaking the institutional shackles that can constrain creative and critical thinking.
Although it is possible for a single analyst to red team an issue, red teaming works
best in a facilitated workshop, as people usually find it easier to adopt a different
standpoint in a group. The group provides the challenge and encourages the
creative thinking that are vital for red teaming.
When to use it?
Red teaming can be used at any stage of an analytical project, as specific questions
occur, or to test the validity of our own emerging hypotheses or understanding.
However, with red teaming circumstances should drive its use, not a particular stage
in an analytical project.
As already discussed, red teaming is a means of challenging our conventional
wisdom and overcoming biases, by adopting the protagonist’s world view or
standpoint. It can be employed to best effect when we recognise there are such
significant differences in the rationality and world view of a protagonist that we are
unlikely to gain any insights unless we approach an issue from their perspective.
Their perspective might be driven by their beliefs, objectives, capabilities, moral
constraints etc.
Beliefs: a protagonist may have a radically different set of beliefs which guide how
they behave. For example, they might be political, religious or racial extremists,
driven by a dogma that we simply cannot comprehend. If we try to analyse their
actions or options in the context of our own beliefs we fall into the trap of mirror
imaging. Some protagonists may believe that they have a divine mission and right
that drives their actions, and hence be fanatical in their views and beliefs.

Objectives: Their objectives might be very different from ours. In a democracy, the
norm is to pursue peace, stability, economic growth and security. However, that
might not be the case in states that we usually term “rogue”. For example, regime
survival is critical for Kim Jong-un in North Korea. This is the objective that overrules all else. Others might be driven by ideological expansionism, as was the case
with communism during the Soviet era.
Capabilities: A protagonist may have very different capabilities to ourselves. They
may not be subject to the same international legal and institutional constraints as we
are, or might interpret them in a radically different way. They might have significantly
different military, security or cyber capabilities, and be prepared to use them in
unconventional ways. They may have very little capability, and need to find new and
novel ways of exploiting it to best effect in order to counter a massive over capability
on our part.
Moral constraints: Differing moral codes and constraints can make an action that is
morally acceptable to one party abhorrent to another. A protagonist might be
prepared to countenance mass casualties via a military or terrorist attack, might be
prepared to ignore human rights, might be prepared to assassinate or otherwise
remove opponents, all of which might fall outside of our moral code. Kim Jong-un
has executed close family members. The fact that we cannot countenance
something does not mean that we can ignore the potential for it to happen.
How to do it
Red teaming is a relatively simple technique to employ. As ever, start with a clearly
defined question or aim for the red team to address.
When the question or issue has been set, decide on who will be in the red team.
Participants should have a deep understanding of the issue, and should ideally come
from a variety of organisations. Where possible, invite (for example) diplomats who
have worked in the country, academics or journalists who cover the issue, all of
whom can bring a new perspective to a red team that can often help to mitigate
group think.
Prior to the actual red team, analysts should make two choices. The first is the form
of the red team – role specific or generic?
Some questions and issues are best addressed by a role playing red team. This
type of red team asks the participants to each take on a specific role or personage
and to have the specialist knowledge required for the role. This is the most complex
type of red teaming and requires the greatest briefing and preparation, but is very
well suited to complex questions where a detailed output is required.
Alternatively, the question or issue could be addressed by a generic red team in
which the participants do not take on a specific role but approach the question or
issue collectively e.g. as generic members of the Taliban rather than named
individuals. This type of red teaming is easier to organise and conduct, and is better
suited to generating hypotheses rather than detailed plans.

The second choice is to which analytical technique the red team will employ. It is
important to recognise that to achieve an objective the team must do something
more than simply put themselves in a protagonists place – they must analyse the
issue from the protagonist’s perspective, and this is best done by employing a
structured analytical technique. For example, analysts could conduct a SWOT of
their organisation or their customers’ organisation from the protagonist’s perspective,
specifically to discover any weaknesses or vulnerabilities. Alternatively,
brainstorming from a protagonist’s perspective can be used to generate ideas as to
how a protagonist might exploit a set of circumstances.
Once the form of the red team has been decided, and a technique selected, a red
teaming workshop should be conducted in exactly the same manner as any other
workshop using the selected technique. However, the difficulty with red teaming is
staying “red” throughout the workshop; people have a tendency to revert to their
normal persona and world view. See Tips for ways to keep the workshop “red”.
Output
There are two outputs or deliverables from a red team. The first is the red output –
the view of the question or issue from the protagonist’s standpoint. This should be
recorded as the protagonist would record it, from their standpoint, using their
rhetoric, and should not be in a standard format used by the analyst’s home
organisation. This is to specifically differentiate it from our normal analytical output.
The whole purpose of conducting a red team is to gain an insight into either our own
weaknesses, or how a protagonist might out manoeuvre us to achieve their
objectives. Once we have gained that insight we need to address the issues from our
own perspective, and record the implications as we would for a normal analytical
product. If this second part of the output is not generated, then the whole value of
conducting a red teaming exercise or workshop will be lost.
Strengths
Red teaming has many strengths as an analytical technique. As previously
discussed, it
helps us to overcome bias, both individually and institutionally,
it helps to mitigate against group think,
it helps us to mitigate against mirror imaging,
it helps us to break “institutional shackles” and
identify our own vulnerabilities, hopefully before the protagonist does.
All of the above can help to discover previously unrealized indicators and warnings
opportunities, can identify intelligence gaps and hence drive collection planning.
However, the single greatest strength of red teaming is that it actively forces analysts
to think the unthinkable. By taking analysts out of their own persona, world view and
comfort zone, it provides an unrivalled opportunity for truly creative thinking that can
then overcome what has been referred to as “failures of imagination” – our

propensity to discount a hypotheses because we cannot see how our protagonists
could exploit it.
Weaknesses
The greatest single weakness of red teaming is the people conducting the exercise.
People can never completely submerge their own cultural background when taking
part in a red team, and it takes considerable concentration and effort to sustain the
protagonists viewpoint for any length of time. Our own cultural and personal factors
will inevitably still be present, even if subconsciously (wondering if the car has
passed its MOT, if the kids are ok at school, will I catch the early train home tonight
etc).
Interestingly red teaming, if not conducted rigorously, is also liable to group think but
from our understanding of the protagonist’s standpoint, the red side i.e. we know
he/she/they think like this so that is how we will all think on their behalf. It is as easy
to fall into analytical pitfalls as red as it is in normal circumstances.
The outputs of a red team can be viewed with scepticism by customers who are
unfamiliar with the technique. It can be seen as crystal ball gazing, not “proper”
analysis. Educating the customer about red teaming, its strengths and the reasons
for selecting it as the technique to use can go some way to mitigating this, but history
is littered with examples of customers rejecting the conclusions of a red team, only
for those conclusions to later come true.3
Another weakness with red teaming is the high degree of subject matter expertise
required to provide an insightful outcome. Long standing subject matter experts can
become entrenched in their positions and find it difficult to adopt and maintain a red
persona, thus weakening the red team. However, conducting a red team with people
who are not subject matter experts is unlikely to provide any meaningful insights.
Tips
Running a successful red teaming workshop can be difficult, as the participants not
only have to conduct an analytical exercise, but to do so as someone else. The
following tips are based on practical experience.
Red teaming works best in a facilitated workshop of no more than 6-8 people. The
facilitator should be in role as part of the red team, and should lead the workshop,
specifically keeping other participants in their red role throughout.
Use props to create an environment that helps to engender the red mindset. These
need not be particularly complicated but are little things that help to anchor
participants in their red persona. Props can include:
3

Perhaps the best known of these is the case of Pearl Harbour. In 1932 the US war gamed how a
Japanese attack on Pearl Harbour might take place – effectively via a red team. The attack from
carrier based aircraft was deemed a total success by the umpires, but they concluded that it would be
too dangerous for the Japanese so rejected the possibility of it happening. Japanese sympathisers
provided complete details of the attack to the Japanese Navy who used it as the basis for their attack
th
on the 7 December 1941.

Flags: Simply having a copy of the protagonists’ flag in the room can help to
anchor the participants. Symbology is often important to the protagonist, and
most often the protagonist and the flag are indivisible (ISIL and their black
Flag, Osama Bin Laden and Green Al Qaida flag, Kim Jong-un and the North
Korean flag).
Pictures or photographs: If the protagonist is a charismatic, egotistical or
despotic leader, it is likely that their portraits are a key feature of any meeting
room or gathering place in their environment, so have a copy of their photo in
the red teaming room.
Rhetoric: If the protagonist uses significantly different rhetoric, by employing
that rhetoric in the red teaming workshop it will help to anchor participants.
For example, the US is referred to as “the great Satan” by Iran, so if red
teaming an Iranian issue, use that rhetoric. Likewise, Argentina never refers
to the Falkland Islands, instead calling them the “Islas Malvinas”.
Them and us: Participants should refer to themselves as “we” in the
workshop, and their normal organisations and persona as “they”. This simple
prop anchors participants in the red mindset.
Names: Simply adopting the protagonists’ names and having participants use
these throughout the workshop is another anchor. Giving participants badges
with appropriate names on them is a useful prop.
Maps: If using a map during the red team, use one that the protagonist would
use. For example, ISIL would use a map of their caliphate, not the standard
map of the current region. Argentina will have a map of the Islas Malvinas,
with Argentine place names etc.
If possible, use a room that is not normally used for analytical workshops. Most
analysts will take part in a number of workshops, usually held in the same meeting
rooms, and hence analysts become familiar with the surroundings. This is likely to
(subconsciously) anchor them in their everyday or blue persona.
Conduct the workshop as you think the protagonist would. If you think the
protagonist would sit around a meeting table, do the same. However, if you think a
circle of chairs is how they would conduct the meeting, circle the chairs. In extremis,
if a protagonist is likely to sit cross legged on the floor, consider doing the same.
Plan the workshop so that you can achieve your objectives in a single red team
session so that once in role, participants remain there. If you have to break for
lunch, have the lunch in the workshop. Plan refreshment breaks for the workshop
room. If people pop out for a coffee or sandwich they come out of the red role, and it
is then difficult to pick up the workshop again when you re-convene.

This guidance note is subject to regular revision and update to reflect developing
best practice and practical experience. For further information on Red Teaming or
any other analytical techniques and methodologies, contact the Professional Head of
Intelligence Analysis team:
Team Leader Tradecraft and Academic Outreach Training Open Source Administration -
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ANALYSIS TECHNIQUE GUIDANCE NOTE
SWOT and Advanced SWOT

What is it?
“SWOT“ is the acronym for the analysis of Strengths, Weaknesses, Opportunities
and Threats. SWOT analysis was developed by a group of business analysts
(Edmund Learned, Roland Cristensen, Kenneth Andrews and William Book) in the
1960s, and was described in their book “Business Policy, Texts and Cases” in 1969.
Although originally developed as a business tool it has since become one of the
most widely used and best known structured analytical methodologies and is used
across virtually every analytical discipline.
The concept behind SWOT is to systematically identify the Strengths, Weaknesses,
Opportunities and Threats to the subject under consideration and then to gain an
understanding of how the subject might exploit its Strengths and Opportunities, or
mitigate against its Weaknesses and Threats; effectively identifying how they are
likely to behave in their particular operating environment. This makes SWOT a
comprehensive, 360 degree examination of the subject. In the field of Intelligence
Analysis it is usual to conduct a SWOT on a protagonist, in order to try and identify
how they might behave or react to a certain set of circumstances and is usually
thought of as an environmental scanning technique.
Why use it?
SWOT analysis is an inherently flexible tool that can provide insights into a range of
issues and problems. By considering each element of the SWOT in turn it helps
analysts to identify those factors that can either be exploited (by us or a protagonist)
and those that can be mitigated against. By matching Strengths to Opportunities,
analysts can identify potential positive factors or issues that can be exploited, and by
exploring how to convert Weaknesses and/or Threats into Strengths and/or
Opportunities, analysts can identify how to mitigate against potentially negative
factors or issues. The principles of matching and converting are particularly
applicable to the business environment for which the technique was originally
developed, but are equally applicable in intelligence analysis.

How to do it
As with all analytical techniques, the starting point must be a clearly defined question
or subject; analysts need to be clear what their objective is when using the
technique.
Once the question or issue to be explored is agreed with the customer, SWOT is a
relatively easy and simple technique. It can be used by a single analyst, but is more
commonly (and productively) used as a workshop or group technique. Each
quadrant is developed in turn to produce a list of the Strengths, Weaknesses,
Opportunities and Threats for the protagonist. The workshop or group brainstorm the
subject under consideration and identify the key factors in each quadrant:
Strengths are those qualities or factors that help the subject achieve their
desired goals and are the result of organisational, ideological or other
advantages that the subject or protagonist controls. They can be tangible, for
example financial resources, or intangible, for example public support or
ideological factors. Strengths can be individual or group qualities, and can
relate to specific or general factors that make up the subjects operating
environment. Strengths are specifically factors which the subject or
protagonist has a major influence over – they have complete or nearly
complete control over the development of a particular strength. Strengths are
normally an internal factor (because the subject or protagonist can directly
influence them) and are also usually a current factor in that the subject or
protagonists influence, impact or control is immediate in its effect.
Weaknesses are those qualities or factors that prevent or hinder the subject
in achieving their goals. Again they can be tangible or intangible, individual or
group qualities, and are the result of an organisational, ideological or other
shortcoming that it is within the subject or protagonists capability to change.
Like Strengths, Weaknesses are normally internal, current factors.
Opportunities are presented by the potential emergence of a set of
circumstances favourable to the subject or protagonist and which assist them
in achieving their objectives. They are presented as a result of the
environment within which the subject or protagonist functions, but are factors
over which they can only exercise limited or no control. They can be tangible
factors such as the demise of an opponent, or intangible such as a perceived
shift in public support or ideology. They can also be specific, singular factors
or more generic in their impact on the subject or protagonist’s environment.
Opportunities are usually thought of as a future factor, as they are latent or
emerging, and external as the subject or protagonist can do little to influence
the development of them.
Threats are presented by the potential emergence of a set of circumstances
that are unfavourable the subject or protagonist and as for Opportunities, they
are factors over which they can only exercise limited or no control. Again, they
can be tangible or intangible, specific or generic, and are usually thought of as
future and external factors.

Cons (Weaknesses of the technique)
SWOT analysis relies on the analyst or group of analysts having good subject matter
expertise. Otherwise it is unlikely that meaningful insights will be developed.
SWOT can also be subject to our own biases. If the SWOT is to be meaningful it is
essential that it accurately reflects the capabilities of the subject or protagonist. One
danger with a SWOT from a protagonist’s perspective is that mirror imaging
becomes a factor.
Because SWOT focuses on a singular subject or entity, in situations where there are
multiple actors, with competing agendas, SWOT can oversimplify the situation or
environment.
Whilst it is relatively simple to generate a SWOT, it is often initially difficult to
understand what the grid is actually telling us, as it requires an analyst to read and
digest the contents, and then form a view as to what the contents mean in relation to
the environment, which can be a time consuming process. This is because it is left to
the individual analyst reading the SWOT to subjectively weight the factors in each
quadrant and form an opinion as to their overall impact. Inevitably, analysts will
reach differing conclusions based on their own understanding of the situation.
As a SWOT is conducted on a single entity, if there are multiple actors, analysts
might need to conduct multiple SWOTs so that all actors are covered. However, it is
difficult to compare one SWOT with another, as the subject matter expertise used to
populate the grid may be different, and the subjectivity of any conclusions open to
challenge. SWOT analysis as discussed above is only really suitable for singular
entities.
The SWOT described above makes no differentiation between a “strong” strength
and a “weak” weakness, and likewise for Threats and Opportunities. All elements in
the grid are treated equally hence there is a real possibility that the SWOT can be
misinterpreted. The temptation is to associate quantity with quality i.e. there are 10
Strengths and only 7 Weaknesses so Strengths outweigh Weaknesses.
Tips
SWOT analysis is best conducted in a small facilitated workshop of 6-8 people.
PHIA have found that analysts are usually good at generating Strengths for a
protagonist, and Weaknesses for a friendly entity. Dependant on whether the
subject is a protagonist or friendly entity, it is recommended to start the process
using either Strengths or Weaknesses as they usually take longer to generate but
are the most productive and help generate the content for the rest of the grid.
Start by generating the internal and current half of the grid. This is usually the easier
section to complete as analysts knowledge of the current situation should be
comprehensive. Generating the future and external half of the grid is subject to
greater uncertainty, and can be informed by the internal and current components.

It is possible for a factor to be both a strength and a weakness. For example, a
group may have a charismatic and strong leader which is seen as a strength, but if
leadership rests solely with the individual, it can also be a weakness as they become
a single point of failure. In these circumstances, record the factor in both quadrants
but note the reasons for each quadrant to avoid confusion.
When populating a SWOT grid, try to keep the content simple. If long and
convoluted explanations of a factor are required the grid can become cumbersome
to both populate and use. Bullet points with a few words should be shown on the
grid, and any explanations noted elsewhere.
Advanced SWOT
PHIA have developed an advanced version of a SWOT that is intended to give
analysts the opportunity to nuance the elements in each quadrant, to produce an
output that does not require further subjective analysis and which allows a direct
comparison of different protagonists or actors within a wider context such as a
regional conflict etc.
Because the traditional SWOT described above makes no differentiation between a
“strong” Strength and a “weak” Weakness, and likewise for Threats and
Opportunities, it is left to the individual analyst reading a SWOT grid to subjectively
weight the factors in each quadrant and form an opinion as to their overall impact.
Inevitably, analysts will reach differing conclusions based on their own interpretation
of the situation. There is no specific consideration of the quantity vs. quality aspect of
the information in the grid.
However, if the different elements in each quadrant are nuanced during the
generation of the grid (and agreed by all participants in the workshop), and strong
Strengths and weak Weaknesses etc identified, a scoring system can be introduced
that allows a clearer understanding of the relationships between the different
quadrants.
When generating the elements in each quadrant, analysts can allocate a score to an
element as follows:
1 = a weak element or factor
2 = a moderate element or factor
3 = a strong element or factor
The figures only refer to the strength of the factor, and not the likelihood of a threat
or opportunity being realised.
By allocating a score to each element, a cumulative score for the quadrant can be
calculated and a clearer understanding of the relationships between internal or
external quadrants (Strengths/Weaknesses or Opportunities/Threats) developed. By
using this approach, it is the quality of the elements that matters, not the quantity.

SWOT Scenarios
Once generated, a SWOT can be used to generate four different scenarios. A
separate guidance note will be issued on this.
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