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1 Introduction

1.1 This guidance should be read together with the Code of Practice 
for the Police National Computer (PNC) and the Law Enforcement 
Data Service (LEDS) 2022. The College of Policing has developed 
the Code, in collaboration with the Home Office. This guidance 
supports understanding of the Code, which sets out 10 principles 
for the professional and ethical use of PNC and LEDS. Taken 
together, these documents provide clear guidance to police forces 
and other organisations that access the systems. They also serve 
as a framework and operational context for relevant authorities, 
such as Her Majesty’s Inspectorate of Constabulary and Fire & 
Rescue Services (HMICFRS), to monitor how both systems are 
governed, managed and used. 

1.2 The College of Policing, working with the National Police Chiefs’ 
Council (NPCC) and the Home Office, wants to strengthen public 
confidence in the use of data from PNC and LEDS by:

	� creating the Code to ensure that chief officers have a set of 
clear principles to help them ensure the ethical, fair, diligent 
and impartial use of individuals’ personal information by staff 
within their organisations

	� creating this guidance in sufficient detail that users, 
managers, suppliers, auditors and trainers can determine the 
responsibilities that support those principles and understand 
whether they have been met

	� maintaining the Code, guidance documenation and relevant 
public guidance, (including answers to frequently asked 
questions) in a single, publicly available location online

	� reviewing and refreshing the Code, guidance documenation 
and public guidance regularly to take new developments into 
account

	� documenting and maintaining performance metrics to 
promote improvements
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1.3 The Home Office, through the National Law Enforcement Data 
Programme (NLEDP), has created LEDS to replace PNC. The 
development work on LEDS will, in due course, result in the 
decommissioning of PNC (anticipated in 2025). The NLEDP is 
relocating the multiple existing data sets currently in PNC for 
law enforcement into a new technology platform in LEDS. LEDS 
will be delivered using a product-centric approach. Product-
centricity means delivering discrete products and services, which 
are focused on helping users to achieve an objective or goal, and 
which can be continually improved and updated. Products are 
simpler to deliver and are designed so that they can evolve rapidly 
over time. The first two products to be released will be Drivers 
and Property. Drivers has incorporated the pilot programme for 
accessing driver photographic images at the roadside (known 
as P@RS) and will allow access to Driver and Vehicle Licensing 
Agency (DVLA) data for driver identity and status checks, using 
an interface with the DVLA database. Property will provide checks 
of stolen and found high-value property to enable investigation. 
A small number of ‘pioneer’ forces are using these two products 
from March 2022, with a wider rollout expected in June 2022. 
Other products will follow. As of 2022, the following are in scope.

	� Vehicles – this enables law enforcement officers to create 
and maintain accurate descriptions of vehicles and what law 
enforcement know about them.

	� Person – there are five products currently in the Person 
service domain:

	– wanted person

	– missing person

	– manage criminal record

	– research person

	– frontline person check

	� Audit – this is a crossover product, which will enable auditors 
to have a specific audit access that is more layered than the 
access currently provided via PNC.
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	� Covert – this is a product at an early stage. The target group 
will be specialist covert users operating in covert roles.  

 Both PNC and LEDS will co-exist for some time, and therefore data 
may appear on both in that period, although not all data in each 
system will be replicated. The structure of the LEDS platform will 
allow the addition of further new data sets later. For example, a 
proposed missing persons capability will be created in LEDS.

1.4 The Code is directed towards the head of each organisation, 
and specifically applies to every ‘chief officer’  of a police force 
in England and Wales who has access to PNC and LEDS in 
connection with the discharge of their functions. Legally, every 
chief officer must have regard to the Code in discharging any 
function relating to the management and use of both PNC and 
LEDS, as well as the data that is entered and processed for 
use as law enforcement information. PNC is already used by 
other organisations and LEDS will be, so the Code should be 
applied by other law enforcement agencies who access and use 
information through either system. Some organisations connect 
through an arrangement with ACRO Criminal Record Office 
(ACRO). This guidance aims to provide the whole organisation 
with supporting information and further direction on how to 
comply with the ten principles set out in the Code. These are 
intended to guide those who are responsible for maintaining and 
securing the integrity of PNC and LEDS as systems, and the data 
and information held within them. The Code is complementary 
to the Code of Practice for Police Information and Records 
Management (2022). 

1.5 The guidance is in two parts. Part A covers the general guidance 
and part B supports the 10 principles of the Code by providing 
details on the reasoning behind the principles, as well as what 
responsibilities and actions support each one. This is relevant 
to all organisations that are granted access to PNC and LEDS, 
the managers, members and staff of these organisations, and 
suppliers, auditors and trainers who hold responsibilities to 
support those principles and understand whether they have been 
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met. There is also a glossary of terms used across the Code and 
guidance documents.

1.6 In simple terms, the Code and the guidance provide the ‘what’ to 
do, with other existing documents referenced as existing practice 
guidance. Further documents will be created to elaborate on 
the ‘how’. A comprehensive training programme is in place for 
PNC, and further learning and advice will be delivered to provide 
support to enable forces and other users to comply with the 
principles and responsibilities within the Code and guidance 
while using both PNC and LEDS. The Code of Practice for PNC 
published in 2005 is now considered out of date and will be 
withdrawn at the point the new Code is approved by Parliament. 
The new Code of Practice will then take effect until PNC has 
been decommissioned. Some lead-in time will be allowed to 
enable organisations to ensure that they are compliant with the 
new provisions. The 2005 code only relates to police business 
processes that require interaction with the PNC Names database 
for the purposes of recording the commencement and conclusion 
of process relating to recordable offences. The 2022 Code covers 
all aspects of PNC access, as well as the transition towards full 
use of LEDS.

1.7 PNC has an extensive user manual and set of business rules, 
which will be maintained until PNC is decommissioned. Some 
guidance for each of the LEDS products will be published at first 
technical launch and will be refreshed as the iterative development 
of the system progresses. For LEDS, a set of specific guidance 
documents for each product will be created, together with some 
overarching guidance on common themes. There will also be some 
performance metrics documents for both PNC and LEDS. The 
performance metrics may include training, data quality measures, 
data security and supplier requirements. For example, there were 
specified timeliness targets in the 2005 Code for PNC, which 
will be reconsidered and refreshed. These documents will be 
developed by the Home Office, in conjunction with the NPCC lead 
for PNC and LEDS and NPCC Data Board. They will be based on 
existing metrics and targets (such as the two for PNC), as well as 
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identifying or developing those that are required for operational 
efficiency. The implementation date of the performance metrics 
will be three months after the document is published, unless the 
document says otherwise. 

1.8 Separate guidance is being developed for the public to provide 
information for those interested in how personal information held 
in PNC and/or LEDS is processed by law enforcement. This will 
assist members of the public whose data may be held on PNC 
or LEDS with guidance on how their data could be used, as well 
as how to access their data and to change or delete personal 
information.  
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2 The purpose of the Code and   
 guidance 

2.1  The purpose of the Code and this guidance is to:

	� promote the lawful and fair use of PNC and LEDS and the 
information managed within PNC and LEDS

	� ensure that chief officers adopt consistent practices in using 
the information obtained from both PNC and LEDS

	� support the ethical, fair and diligent use of information 
accessed from PNC and LEDS

 The Code reflects data protection and human rights legislation, 
and also considers the seven principles of public life (‘Nolan 
Principles’) and the Code of Ethics for Policing. The Code has 
been written to be consistent with the data protection principles. 
This guidance should therefore be read together with any relevant 
Information Commissioner’s Office (ICO) guidance on general and 
law enforcement processing, and with the NPCC Data Protection 
Manual, which is currently in review.

2.2  The aim of the Code, taken together with this guidance, is to 
provide public confidence in the legitimacy and integrity of 
information that is available through PNC or LEDS. The stated aim 
of the Code is to do this by:

	� Safeguarding people: Facilitating the appropriate use of 
accurate data by law enforcement agencies to bring offenders 
to justice, prevent crime and protect vulnerable people. This 
includes helping agencies to locate those who are missing 
and to safeguard people who may be vulnerable.

	� Promoting accountability: Ensuring that each activity 
undertaken in relation to PNC or LEDS has a clear line of 
responsibility, so each organisation that uses or supplies 
data can demonstrate that they understand and comply with 
the principles that support the Code. The Code encourages 

https://www.college.police.uk/ethics/code-of-ethics
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transparency in how data gathered and applied for law 
enforcement is used, managed and deleted.

	� Promoting understanding: Enabling greater understanding 
of the legitimate purposes for processing data, including 
personal data, by law enforcement and other agencies. The 
Code uses plain language so that both system users and the 
wider public can be confident in understanding how personal 
data can be appropriately used to support the prevention, 
investigation, detection or prosecution of criminal offences, 
to protect the public and to safeguard vulnerable people. 
Members of the public should feel reassured that the Code 
reinforces specific safeguards for the use of personal data 
by law enforcement to help to protect their data and privacy 
interests.

	� Enabling performance: Continuously improving the value 
of the information accessed and applied from PNC or LEDS 
by promoting better data quality, ensuring the relevance 
of the information and strengthening partnership working 
where information is shared between organisations. This will 
be facilitated by training new users and requiring all user 
organisations to proactively support continuing professional 
development (CPD) among all users.

	� Promoting fairness: The public needs confidence in the 
integrity of data processing by law enforcement and needs 
to have faith that it is compliant with the requirements of 
the law. The processing of personal data must be lawful, fair 
and consistent with data protection principles. Information 
created and retained by law enforcement must be 
proportionate, lawful, accountable, ethical and necessary. The 
Code and the guidance support the mechanisms (training, 
learning, management, audit and inspection) that will ensure 
that personal data is not used in a discriminatory manner. 
The Code will be reviewed regularly so it is consistent with 
evolving human rights, data protection and ethical standards, 
such as the Code of Ethics for Policing.
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2.2  Using data for law enforcement will only be effective if that data 
is of high quality. Section 5 of this guidance provides further detail 
on how ‘high quality’ is defined. Applying the Code, together 
with this guidance, should ensure that a high level of data quality 
is maintained, and encourage better use of data for appropriate 
purposes. The ability of forces to quickly share high-quality data 
ensures that there is a greater chance of identifying patterns 
of behaviour, whether this be serial perpetrators of violence, or 
people who are identified as vulnerable. This is relevant when 
crimes are committed across multiple force boundaries (for 
example, county lines). Sharing access to accurate data nationally 
helps policing, law enforcement and safeguarding agencies 
understand the true nature of the challenges they face, while 
ensuring the safe, effective and efficient deployment of resources. 
This results in public benefits through public protection, crime 
investigation and multiagency safeguarding, as policing can 
become ‘borderless’. Examples of borderless policing include the 
following.

	� Police may search for crimes across county borders.

	� An arresting force can find the relevant offending history of 
an individual throughout the United Kingdom. For example, 
where a person is arrested for stalking and harassment 
offences, data from other forces will identify if this person has 
any previous history of similar offending and if this offending 
is part of a picture of escalation.

	� Data on high-risk offenders shared with probation officers 
can improve the management of risk when individuals are 
returned to their communities or move to another location.

	� Police forces can share data with schools at the earliest 
opportunity to alert them of children who have been exposed 
to domestic abuse or other forms of adverse childhood 
experience.

	–  

	–  
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3  Scope of the Code and     
 guidance

3.1   The Code is directly applicable to the chief officers of those police 
force areas in England and Wales that are subject to section 39A 
of the Police Act 1996. It should be adopted by other police 
forces within the United Kingdom (including the islands of Jersey, 
Guernsey and Isle of Man), as well as law enforcement agencies 
or other agencies who may access PNC or LEDS and selected 
data sets. It is expected that all user organisations that have been 
granted access to the platforms and selected data sets (directly or 
indirectly via ACRO) will commit in writing to follow the standards 
as set out in the Code, and to comply with the responsibilities 
and obligations set out in the relevant sections of this guidance, 
together with the Code of Connection for each system. 

3.2 All applications for access will be subject to a transparent approval 
process, governed by the Police National Computer Information 
Access Panel (PIAP). This is chaired by a representative of the 
NPCC, which acts as a coordinating body for police forces across 
the United Kingdom through an agreement made under section 
22A of the Police Act 1996. This may include applications from 
commercial organisations, given limited access to redacted or 
filtered data for use in applications that support law enforcement 
purposes, such as checking for vehicle fraud. Suppliers of services 
to these organisations will also be subject to data-processing 
contracts that set out their contractual responsibilities under the 
respective Code of Connection. These include: 

	� complying with data protection legislation

	� adhering to the expectations of the Code

	� ensuring that any systems connecting with the platform align 
with current requirements

	� producing timetabled remedial plans where a supplier’s 
product is not compliant with the Code, guidance, 

https://www.legislation.gov.uk/ukpga/1996/16/section/39
https://www.legislation.gov.uk/ukpga/1996/16/section/22
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performance metrics or any defined business rules

	� assist inspections at any time to ensure compliance

3.3  A list of the current organisations that are signing up to the use 
of PNC and LEDS is maintained by the Home Office and available 
online. Part 3 of the Data Protection Act (DPA) 2018 identifies the 
bodies (also known as ‘competent authorities’ – see section 5.2.4) 
that are likely to be processing data for law enforcement purposes 
as including:

	� the police

	� criminal courts

	� prisons

	� non-policing law enforcement

	� any other body that has statutory functions to exercise public 
authority or public powers for law enforcement purposes

3.4  The Code applies to all data processed through either PNC or 
LEDS. It concerns the processing of data for legitimate purposes, 
primarily law enforcement, but also wider policing, safeguarding 
and national security purposes. These purposes are defined in 
section 5.5 of this guidance. PIAP advises on the purposes for 
which data accessed from PNC and/or LEDS may be further 
processed when applications for access are reviewed.

3.5 There is an existing legal framework for the use of information in 
legislation relating to data protection and human rights, which 
identifies certain organisational responsibilities in the processing of 
data. Everyone who has access to personal data is required to use 
it according to the current legislative framework. The Code and 
this guidance highlight the requirements of the Data Protection 
Act (DPA) 2018, the UK General Data Protection Regulation (UK 
GDPR) and the Human Rights Act 1998. Other legislation may be 
referenced where relevant.

3.6  There are certain exemptions to the application of the Code. For 

https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
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example, courts acting in their judicial capacity, and regulatory 
bodies accessing data to oversee data controllers would not 
be covered. Judicial office holders can apply the Code in their 
determinations but are not bound by it. However, courts acting 
in administration of justice – for example, communicating court 
results – are bound by the Code, when they sign up to user 
agreements working through the Ministry of Justice as users 
and suppliers of data into, and from, PNC and LEDS. Regulatory 
bodies, such as the ICO, may access PNC and LEDS in carrying out 
their regulatory duties and will be compliant with data protection 
legislation but not subject to this Code. It is also envisaged that 
there may be rare occasions when emergency services would 
access data to provide emergency care where they cannot obtain 
that person’s consent.

3.7  Chief officers are held responsible for organisational and user 
compliance with the Code and this guidance. For policing, the 
Code applies directly to the chief constable, in relation to a police 
force defined by section 2 of the Police Act 1996. The Act also 
specifies the Commissioner of the Metropolitan Police Service and 
the Commissioner of the City of London Police. 

3.8  Where other organisations are granted access to PNC and 
LEDS, chief officer responsibility extends to those named 
individuals with responsibility for senior management. This 
may be chief officers of other police forces, such as Police 
Scotland or the Ministry of Defence Police, or it may be the chief 
executive officers, chief executives, directors and permanent 
secretaries of those organisations. Those individuals will also be 
held responsible for organisational and user compliance with 
the Code and the guidance.
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4 Information management    
 and the Code of Practice on   
 Police Information and Records  
 Management

4.1 The Code of Practice on Police Information and Records 
Management (PIRM) 2022 sets out seven principles for effective 
police information management. This Code replaced the 
Management of Police Information (MoPI) Code of Practice 2005. 
It broadens the applicability of the original MoPI Code beyond 
records that contain police operational information to include 
police corporate information. For the purposes of PNC and LEDS, 
the operational data that is recorded is also covered by the PIRM 
Code.  

4.2 The PIRM Code highlights the issues that need to be considered 
to comply with the law and manage risk associated with police 
information, and is complementary to the Code of Practice 
for PNC and LEDS. For example, the PIRM Code Principle 6, 
‘Review and retention’, requires chief officers to ‘implement the 
appropriate review and retention procedures and periods in line 
with national guidance, including College information and records 
management APP, guidance relating to specific material (such 
as covert, biometric and evidential material), and any retention 
schedule published by the NPCC’. Principle 7, ‘Disposal’, requires 
chief officers to ‘ensure that retention of information is the product 
of a deliberate and purposive decision rather than a ‘default’ 
position of non-deletion’. This is relevant to PNC and LEDS, as 
the PIRM Code considers that ‘deliberate, purposive retention 
should also be supported by IT systems that enable careful, timely 
decisions to be taken in a way that supports the lawfulness and 
ethical elements of this Code’. The PIRM Code, like the Code 
of Practice for PNC and LEDS, supports compliance with data 
protection legislation that governs the creation, management and 
use of personal data to ensure that the privacy rights of living 
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individuals are upheld. High data-quality standards will ensure 
that a force will be able to fulfil its regulatory and legislative 
obligations.

4.3 A recent decision of the European Court of Human Rights (ECtHR) 
is Catt v the United Kingdom [2019] ECHR 76. This emphasises 
the pivotal importance for police forces in complying with the 
former Code of Practice on the Management of Police Information 
2005 (see paragraph 4.1 above) and the associated APP on 
information management (current). The ECtHR found that there 
had been a violation of Article 8 of the European Convention on 
Human Rights, particularly in respect of proportionality in retaining 
personal information. Subsequently, there has been reference to 
the absence of sufficient safeguards within the current police data 
retention policy and the indefinite retention of personal data in 
the judgment of the ECtHR in the case of Gaughan v the United 
Kingdom [2020] ECHR 144.

4.4 PNC records details of convictions, cautions, reprimands, warnings 
and arrests. The ‘100-year rule’ was established in 2009 by the 
Humberside Case in the Court of Appeal. The Court found the 
100-year policy to be justified and lawful because PNC is used by 
HM Government and the justice sector as the only central register 
of convictions, and for wider purposes other than policing ones, 
including for the purposes of sentencing, setting bail conditions, 
and vetting for appointments to the police and the judiciary. The 
Court acknowledged the strong public interest in the police having 
a complete and accessible database of conviction records for 
these purposes. More recently, the NPCC and the College of Policy 
were successful in defeating a challenge to the 100-year retention 
rule in the case QSA & Ors v SSHD & Ors in the Divisional Court 
in February 2021 (the case known as Broadfoot). This guidance 
reflects current policy and cites the PIRM Code of Practice and 
APP on information management, recently updated in following 
the revised code of practice.

https://www.5rb.com/wp-content/uploads/2013/10/CC-Humberside-v-Information-Commissioner-CA-19-Oct-2009.pdf
https://collegeofpolicinguk-my.sharepoint.com/_forms/default.aspx
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4.5 Retention is different to disclosure. Cautions, reprimands and 
warnings and some convictions become ‘spent’ after a certain 
period of time. Once a record becomes spent, it does not usually 
need to be declared to employers or voluntary organisations. 
When a person applies for a so-called ‘excepted position’, they 
may be required to provide details of their criminal record, both 
spent and unspent, by way of a standard or enhanced criminal 
records check from the Disclosure and Barring Service (DBS), 
Disclosure Scotland or AccessNI. Excepted positions cover, for 
example, work with children or vulnerable adults, or roles in 
certain licensed occupations or positions of trust. The government 
amended the filtering rules that govern what is automatically 
disclosed in February 2021. The new legislation removed 
the requirement for automatic disclosure of youth cautions, 
reprimands and warnings, and removed the ‘multiple conviction’ 
rule, which requires the automatic disclosure of all convictions 
where a person has more than one conviction, regardless of the 
nature of their offence or sentence. Further revised guidance 
has recently been issued on what locally held information should 
be included on an enhanced DBS certificate. The decision as 
to whether local police information should be disclosed on a 
certificate rests with chief officers in forces. Recognising the 
sensitivity of disclosing such information, they must have regard 
to statutory disclosure guidance issued by the Secretary of State, 
which makes clear that such information should be disclosed 
only after careful consideration, and when it is proportionate 
and relevant to the role being applied for. On 22 October 2021, 
ministers approved an updated version of this guidance, revised to 
take account of recent court judgments. This was published on 16 
November 2021.

https://www.gov.uk/government/publications/statutory-disclosure-guidance
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5  Definitions and elaboration

5.1 Data and information
5.1.1 The terms ‘data’ and ‘information’ are often used interchangeably 

(even in the legislation) but they can have specific meanings. 
For the purposes of the Code, the term ‘data’ is used for facts 
or figures that provide the source of information, including 
individuals’ personal data. Once the data is processed (organised, 
structured or presented), it is ‘information’. In other words, 
information is data that has been processed in such a way as to be 
meaningful to the person who receives it. 

5.1.2 The Code refers to both data and information. This echoes the 
responsibilities in law for the data supplied to the systems, the 
processing activity that creates a record, and the format of the 
stored information that can be accessed and eventually removed. 

5.2 Data protection and data processing
5.2.1 Data protection is concerned with the lawful and fair use of 

personal data. ‘Personal data’ means any facts or figures relating 
to an identified or identifiable living individual. Personal data 
and other data obtained and placed on PNC and/or LEDS is 
processed to become policing, law enforcement and safeguarding 
information. In relation to data processing, the Code is intended to 
support compliance with data protection legislation. The UK data 
protection regime is aligned to the UK GDPR and the DPA 2018. 
The DPA 2018 was amended in January 2021. The UK GDPR is a UK 
law that also came into effect in January 2021. It sets out the key 
principles, rights and obligations for most processing of personal 
data in the UK, except for law enforcement and intelligence 
agencies. DPA 2018 (as amended) sits alongside and supplements 
the UK GDPR – for example, by providing exemptions. Part 3 
of the DPA 2018 sets out the separate data protection rules for 
law enforcement. The UK GDPR sets out the regime for data 
processed for other purposes, including wider policing purposes, 

https://ico.org.uk/for-organisations/guide-to-data-protection/
https://ico.org.uk/for-organisations/guide-to-data-protection/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
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such as community and educational activity and safeguarding 
responsibilities. The Code therefore applies to all data processed 
through either PNC or LEDS. The regime takes a flexible, risk-
based approach, which puts the onus on each organisation to 
consider and justify how and why it uses data. The ICO regulates 
data protection in the UK. 

5.2.2 Under the Act, ‘processing’ is the activity that personal data 
is subjected to, including creation, storage, sharing and other 
activities. This includes data processed for law enforcement, 
safeguarding and wider policing purposes (see section 5.3 of 
this guidance). The following table summarises some of the key 
differences between processing under UK GDPR and Part 3 of the 
DPA 2018.

Question UK GDPR Part 3 DPA 2018
What data does 
it apply to?

Most processing 
of personal data, 
known as general 
purposes processing. 
Processing by law 
enforcement bodies 
for general purposes, 
such as human 
resources, will fall 
under Part 2.

Processing of 
personal data for 
law enforcement 
purposes. There are 
additional rules that 
apply to ‘sensitive 
processing’ of some 
specified types of 
particularly sensitive 
data. 

What are the key 
principles?

	� Lawful, fair and 
transparent.

	� Purpose limitation.

	� Data minimisation.

	� Accuracy.

	� Storage limitation.

	� Integrity and 
confidentiality.

	� Accountability.

	� Lawful and fair.

	� Purpose limitation.

	� Data minimisation.

	� Accuracy.

	� Storage limitation.

	� Integrity and 
confidentiality.

https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
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Question UK GDPR Part 3 DPA 2018
What are my 
rights as a data 
subject?

	� The right to be 
informed.

	� The right to access.

	� The right to 
rectification.

	� The right to 
erasure.

	� The right to restrict 
processing.

	� The right to data 
portability.

	� The right to object.

	� The right not 
to be subject 
to automated 
decision-making

	� The right to be 
informed.

	� The right to access.

	� The right to 
rectification.

	� The right to 
erasure.

	� The right to restrict 
processing.

	� The right not 
to be subject 
to automated 
decision-making.

What exceptions 
or exemptions 
apply?

	� The individual 
already has the 
information.

	� Providing the 
information would 
be impossible.

	� Disproportionate 
effort.

	� Would have an 
impact on the 
objectives of the 
processing.

	� Required by law to 
obtain or disclose 
the data.

	� Subject of a 
professional 
secrecy obligation.

As for UK GDPR, plus:

	� Avoid obstructing 
an official or legal 
inquiry.

	� Avoid prejudicing 
prevention, 
detection, 
investigation or 
prosecution of 
criminal offences.

	� Protect public 
security.

	� Protect national 
security.

	� Protect the rights 
and freedoms of 
others.
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Question UK GDPR Part 3 DPA 2018
What 
organisations can 
process data?

Applies to any 
organisation that 
handles personal 
data.

Only applies to 
competent authorities 
(those specified in 
Schedule 7 of the 
DPA 2018, or those 
that have a statutory 
function or public 
powers) processing 
for criminal law 
enforcement 
purposes.

5.2.3 Discussions about data ownership are quite complex. Once 
created, personal data may be processed – for example, shared, 
exchanged and changed – and this brings about responsibilities. 
For data management purposes, the focus is on how the data is 
controlled and who controls it. Under data protection legislation, 
there must be a controller (or possibly joint controllers). The 
data ‘controller’ is defined in the UK GDPR as ‘the natural or legal 
person, public authority, agency or other body which, alone or 
jointly with others, determines the purposes and means of the 
processing of personal data’. For law enforcement processing 
under Part 3 of the DPA 2018, the controller is the ‘competent 
authority’ that, alone or jointly with others, determines the 
purposes and means of the processing of personal data. A 
‘competent authority’ includes the bodies specified in Part 3 of 
the DPA 2018 (see section 3.7 above) or ‘any other person if, and 
to the extent that, they have statutory functions to exercise public 
authority or public powers for the law enforcement purposes’. 

5.2.4  The head of any organisation that determines the purposes and 
means of processing personal data will be the controller. Police 
forces have local systems that feed personal data to PNC and/
or LEDS as national systems. For the shared systems of PNC 
and LEDS, there are more complex relationships. There may be 
multiple individual controllers, and there may be joint controllers 
depending on how data is processed for particular purposes. 
Organisations that supply data to either PNC or LEDS may or may 



Code of Practice for the Police National Computer (PNC)  
and the Law Enforcement Data Service (LEDS) Guidance part A

college.police.uk 20

not retain controller responsibilities of that data when it is held 
on PNC or LEDS. These arrangements are captured in the written 
access agreements. Under arrangement with the police, the NPCC 
has been appointed as a lead joint controller for most police forces 
using PNC and/or LEDS, to act on behalf of their chief officers. 

5.2.5 The processor is the person or organisation that processes the 
data on behalf of the controller. Organisations that process 
personal data by accessing data from PNC and/or LEDS will be 
party to a data-processing contract. This contract sets out the 
extent to which the organisation may access that data and their 
obligations in respect of that data. Some non-policing bodies may 
also be controllers, due to the way in which they interact with the 
systems, while others will be processers. Some data sets will be 
provided from external organisations that will neither control nor 
process data in the shared systems – for example, if they simply 
supply data, such as vehicle insurance details. The responsibilities 
outlined in this guidance may fall between the organisations that 
are controllers, those that are owners and those that are both. 
A list of PNC and LEDS controllers, processors and owners will 
be maintained by the Home Office, together with the rationale 
for that designation. The NPCC (through the information asset 
owner – see section 5.4) will also ensure that current controller 
and joint-controller agreements (JCAs), data-processing contracts 
(DPCs) and memoranda of understanding (MOUs) are in place for 
all controllers (as appropriate), and that data-processing contracts 
are in place for all processors. ICO guidance has more information 
on the relationships outlined in data protection legislation: 
controllers, joint controllers and processors. Each force and many 
of the other organisations will have a data protection officer 
(see 5.4) who provides expert advice and guidance in assisting 
controllers and processers with legal compliance.

5.2.6 Controllers are accountable for ensuring compliance with data 
protection legislation for data that is obtained from PNC and 
LEDS. The management of that data must follow defined policy 
and procedures. Key pieces of legislation govern what data can 
be recorded, the standard it must be recorded against, how that 
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data can be used and how it should be managed. As well as the 
legislation that forms the data protection regime, there is other 
legislation, such as the Criminal Procedure and Investigations Act 
1996 and the Protection of Freedoms Act 2012. Other key pieces 
of policy or guidance include the Code of Practice on Police 
Information and Records Management 2022, which has replaced 
the Code of Practice on the Management of Police Information 
2005. Controllers are always accountable for compliance with data 
protection legislation.

5.2.7 For individuals whose personal data may be processed without 
their consent, there are some legislative protections and rights. 
The UK GDPR and Part 3, Chapter 3 of the DPA 2018 provide the 
following individual rights that must be communicated to data 
subjects in clear and plain language:

	� the right to be informed

	� the right to access

	� the right to rectification

	� the right to erasure or to restrict processing

	� the right to portability (UK GDPR only)

	� the right to object (UK GDPR only)

	� the right not to be subject to automated decision-making 

5.2.8 The terms of the UK GDPR and Part 3 of the DPA 2018 are not 
identical. Both provide exemptions and restrictions that can, 
in some circumstances, be legitimately applied to restrict an 
individual’s rights, but may have different implications. In the 
DPA 2018, for example, subject access rights and the rights to 
rectification, erasure and restriction do not apply to the processing 
of ‘relevant personal data’ during a criminal investigation or 
criminal proceedings. ‘Relevant personal data’ here means 
personal data contained in a judicial decision, or in other 
documents relating to the investigation or proceedings, that are 
created by – or on behalf of – a court or other judicial authority.
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5.2.9 There are additional provisions in data protection legislation that 
apply to the management of ‘sensitive’ personal data. Sensitive 
processing is defined by section 35(8) of the DPA 2018 as:

a. the processing of personal data revealing racial or ethnic 
origin, political opinions, religious or philosophical beliefs or 
trade union membership

b. the processing of genetic data, or of biometric data, for the 
purpose of uniquely identifying an individual

c. the processing of data concerning health

d. the processing of data concerning an individual’s sex life or 
sexual orientation

  The DPA 2018 also requires the controller to have an appropriate 
policy document in force at the time the processing takes 
place. Organisations that access PNC and LEDS must be able 
to demonstrate that such processing is strictly necessary – for 
example, for the administration of justice or for safeguarding 
children or individuals at risk. 

5.2.10 The processing of biometric data constitutes sensitive processing 
under Part 3 of the DPA 2018, and law enforcement organisations 
must ensure that they demonstrate that the processing is strictly 
necessary and satisfies one of the conditions in Schedule 8 of the 
Act or is based on consent. For example, arrest and detention 
provides a lawful basis for taking prints and DNA samples. The 
Protection of Freedoms Act 2012 (PoFA) curtailed the power 
to retain biometric data from suspects who are not charged or 
convicted of any offence. The PoFA also reduced the length of 
time for which data can be retained, with only the data of those 
convicted of the most serious offences being subject to ‘indefinite’ 
retention. 

5.3 Data processing functions
5.3.1 Data processing, as defined in the DPA 2018, is ‘an operation or 

set of operations which is performed on information, or on sets of 
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information’. Broadly speaking, data processing is the collection, 
creation, storage and application of data to produce meaningful 
information. Data processing legislation provides examples of 
activities that might constitute data processing, such as:

	� collection, recording, organisation, structuring or storage

	� adaptation or alteration

	� retrieval, consultation or use

	� disclosure by transmission, dissemination or otherwise making 
available

	� alignment or combination 

	� restriction, erasure or destruction

5.3.2 These functions have been broken down within Part B sections 
3A to 3J of this guidance, and have been assigned responsibilities 
or obligations that describe the required good practice for data 
processing for data contained and accessed either through 
PNC or LEDS. Other supporting functions, such as training and 
securing the data, have been similarly described. Maintaining 
integrity and quality assurance of both the systems, the data and 
the information, run through both the Code and Part B of this 
guidance.

5.4 Data protection roles
5.4.1  There are several roles referenced in this guidance. The 

responsibilities that support adhering to the principles of the Code 
are applicable to both systems and are assigned in a simplified 
manner. This reflects layers of organisational structure: chief 
officer, manager and systems user. A systems user is a particularly 
broad category that could refer to a specific role, such as data 
inputter, or to a data user, such as a frontline officer entering data 
during a shift. Some governance roles are mandated by the data 
protection legislation. These are discussed further in terms of 
systems governance in the next chapter. 
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Management and governance

Senior information risk owner

Mandated role within each police force, determines and sets 
the force appetite for risk, and considers information risk from a 
business – rather than technical – perspective.

Information asset owner

Strategic responsibility for ensuring that information assets are 
handled and managed appropriately.

Data protection officer 

A specialist in data protection, who provides advice and 
guidance on compliance with the legislation. 

Use and insights

Data analyst 
or scientist

Data creator 
or inputter

Data user Data 
compliance

Interprets 
data and 
turns it into 
information.

Enters data 
within a 
national or 
local system 
against 
an agreed 
standard.

Has direct 
access to 
view and use 
data for an 
operational 
or business 
purpose.

Responds 
to any data-
related risk, 
including 
rectification.

5.5  Policing, law enforcement and 
safeguarding purposes

5.5.1 Everyone in law enforcement and policing must maintain legal, 
ethical and professional standards in using data and personal 
information for legitimate purposes. These legitimate purposes 
are defined below as policing, law enforcement and safeguarding 
purposes.

5.5.2 The Code of Practice on Police Information and Records 
Management 2022, which replaced the Code of Practice on the 
Management of Police Information 2005, confirms the definition of 
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policing purposes:

	� protecting life and property

	� preserving order

	� preventing the commission of offences

	� bringing offenders to justice

	� any duty or responsibility of the police arising from common 
or statute law

5.5.3 Under section 31 of the DPA 2018, law enforcement purposes are 
specifically defined as:

   ‘The prevention, investigation, detection or 
prosecution of criminal offences or the execution of 
criminal penalties, including the safeguarding against 
and the prevention of threats to public security.’

5.5.4 The Code addresses policing, wider law enforcement bodies and 
other partner agencies using data accessed through PNC and 
LEDS. The term ‘law enforcement purposes’ encompasses most 
policing purposes as defined above, which are covered by Part 3 of 
the DPA 2018. If the policing purpose falls outside the definition of 
law enforcement purposes – for example, in providing educational 
programmes or supporting communities – processing will be 
governed by the UK GDPR. 

5.5.5 Safeguarding is a widely accepted term that encompasses 
protection of the health, wellbeing and human rights of individuals 
at risk, enabling them to live safely, free from abuse and neglect. 
The term ‘safeguarding purposes’ in the Code reflects the work 
of police and other agencies in protecting the health, wellbeing 
and human rights of individuals at risk. Although subject to the 
UK GDPR, ‘safeguarding purposes’ are not specifically included 
in the definition in section 31 of the DPA 2018, although they are 
increasingly part of wider law enforcement activity. 
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5.5.6 Personal data collected for a law enforcement purpose should not 
be processed for another purpose unless it is authorised by law. 
For example, data about a victim captured as part of an ongoing 
criminal investigation could be used if there is an immediate need 
for support and welfare from other emergency or local support 
services, such as health and social services. System users should 
consult their data protection officers if they have concerns about 
what constitutes being ‘authorised by law’. On an organisational 
level, data protection impact assessments play a key role in 
ensuring that any innovative processing that draws upon data from 
either PNC or LEDS is both necessary and proportionate. Equality 
impact assessments also ensure that further processing does not 
discriminate against those with a protected characteristic. 

5.6 Data quality
5.6.1 Improving and maintaining data quality is one of the significant 

themes that runs through the Code and this guidance, especially 
in part B, sections 3A to 3J. The NPCC are creating a Data Office 
and Data Board to support the National Policing Digital Strategy 
2020-2030. These bodies will look to continue and strengthen a 
lot of the work that has been undertaken to improve data quality 
in policing. Data quality has a specific meaning here. In 2019, 
NLEDP initiated a review of the quality of data that is likely to 
come into LEDS from PNC. The value that data brings to policing, 
law enforcement and other users is dependent on the quality 
of that data as held on the system. It is a clear expectation that 
all user organisations will ensure that data that is inputted or 
uploaded to PNC and/or LEDS is of the highest possible quality. 
While LEDS products are in development, NLEDP will work with 
data controllers to prepare for transfer of data from PNC to 
LEDS, by assisting them in rectifying data where it appears to be 
unlawful or incorrect. The following checklist must be considered 
by chief officers when executing their obligation to comply with 
the principles of the Code:

	� all data shared with national systems must comply with 
national minimum data quality standards
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	� any errors that are identified will be rectified as soon as 
practicable

	� all staff within the organisation understand the importance of 
high data quality and have access to the necessary tools and 
support to achieve this

	� appropriate training is provided to ensure that the highest 
levels of data literacy are achieved and maintained

	� there is a formal, local governance process for the 
management of data quality with clear responsibilities

5.6.2 Six data-quality standards or dimensions have been identified as 
the core data-quality standards and are outlined below. It is critical 
that organisations or individuals who submit or upload data onto 
PNC/and or LEDS follow these national minimum data-quality 
standards, as referenced in the principles of the Code of Practice 
and in part B, section B of this guidance. These are:

	� accuracy

	� integrity

	� timeliness

	� completeness

	� conformity

	� duplication

  The following diagram illustrates the national minimum data 
quality standards.
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5.6.3 These national minimum data-quality standards serve as guidance 
to help forces and other inputting organisations identify how to 
improve the quality of the data being transferred to the national 
systems, or directly inputted. The quality of that data will be 
assessed to ensure that adherence to the required standard and 
organisations will be expected to comply as far as is practicable. 
During the transition to LEDS, the NLEDP will support high quality 
through the following:
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	� providing clarity on what is expected

	� supporting business rules and validation rules for core data 
entities

	� enabling a feedback process to those organisations uploading 

  More detailed guidance will be produced to enable users to input 
data correctly, and for managers and reviewers to identify how to 
apply quality controls. 

5.7   Freedom of information and subject   
access requests 

5.7.1 The Freedom of Information Act 2000 (FOIA) provides any 
person, anywhere in the world, the right to access information 
held by public authorities, subject to certain exemptions. All 
police forces and public organisations using LEDS are separate 
public authorities subject to this Act, as are the College of Policing 
and the Home Office. Guidance from the ICO is available to help 
organisations meet those responsibilities. The FOIA interfaces with 
the DPA 2018. APP on information management provides specific 
guidance on handling such requests in accordance with local 
policies and procedures. 

5.7.2  Data protection legislation protects personal data. In respect of 
processing data for law enforcement, Part 3, Chapter 3 of the DPA 
2018 provides the following individual rights:

	� the right to be informed

	� the right of access (subject access request)

	� the right to rectification

	� the right to erasure or restrict processing

	� the right not to be subject to automated decision-making

5.7.3  Certain other rights under the UK GDPR, such as the right to 
object and the right to data portability, do not transfer to data 

https://www.legislation.gov.uk/ukpga/2000/36/contents
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
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collected under Part 3 of the Act. However, these rights will apply 
to, for example, data collected and processed for safeguarding 
or immigration purposes. Further, there are exemptions and 
restrictions that can, in some circumstances, be legitimately 
applied to prevent individuals from exercising the rights listed 
above when considered under law enforcement purposes. 

5.7.4  Individuals may exercise the legal right to access information held 
about them by making a subject access request (SAR). This can 
be made by phone, in person, verbally or in writing. Requests 
for information held about an individual may require identity 
verification. Historically, for policing, ACRO Criminal Records 
Office has processed data SARs on behalf of most UK police 
forces by agreement. However, this is primarily an organisational 
responsibility. The process for LEDS is under review and NLEDP 
are working to ensure that there is a readily accessible process 
for individuals to exercise their rights in respect of data held 
through LEDS, and to support organisations in meeting their legal 
responsibilities in responding to requests. This will be in scope of 
a new LEDS product ‘Research person’ but development of this 
product is yet to start. Accurate data, coupled with robust and 
reliable processes and procedures by which to manage SARs, 
will result in both a time and financial benefit to the organisation. 
The ICO can take, and has taken, enforcement action against 
organisations (including policing), which includes financial 
penalties for not adhering to strict timelines on which to respond 
to SARs.

5.8 Vetting
5.8.1 As a prerequisite for access to LEDS, all staff and contractors 

within policing and non-police law enforcement or safeguarding 
agencies will be required to have an appropriate level of vetting in 
place, in accordance with the relevant access agreement. This will 
also be determined in accordance with their data access level.

5.8.2 The vetting standards for the police service are determined by the 
Vetting Code of Practice 2017 and College of Policing Authorised 
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Professional Practice (APP) on Vetting 2021. There are two vetting 
regimes in the police service:

	� force vetting – designed to protect police assets

	� national security vetting (NSV) – designed to protect 
government assets

5.8.3  There is some commonality between the threats posed to police 
assets and government assets, but there are differences. The 
two regimes, therefore, have different decision-making criteria 
and the vetting enquiries involved draw on distinct information 
sources. Force vetting levels are applied to all individuals who 
require unsupervised access to police assets (including information, 
systems or premises). Some of these individuals also require access 
to government security classified (GSC) information and, where this 
is the case, the appropriate level of NSV is applied. There are three 
levels of force vetting applicable to the police service:

	� recruitment vetting (RV)

	� management vetting (MV)

	� non-police personnel vetting (NPPV)

5.8.4 The vetting standards for non-police organisations are determined 
by reference to JCAs or DPCs, achieved through applying the 
relevant NPPV or NSV levels. NSV is also the regime that applies 
to any individuals working with or on behalf of a government 
department. Vetting standards will be set in accordance with 
the data access level and must be renewed at the prescribed 
intervals, as laid out in the APP on Vetting (2021). The NPCC issued 
guidance in respect of PNC access by non-police law enforcement 
bodies in 2016, which will guide the levels determined in the data-
sharing agreement.
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6 Governance of PNC and LEDS

6.1  At the time of writing this version of guidance, the final 
governance structures for LEDS as a system are still evolving. 
However, we can describe the key elements that are in place for 
PNC and what is likely for the transition period while LEDS is being 
developed. Existing PNC governance arrangements build upon 
data protection compliance structures and the former Code of 
Practice for PNC (2005). The initial LEDS governance structure 
will run in parallel with the existing PNC governance model while 
LEDS gradually takes over PNC functions. This ensures compliance 
with data protection legislation by implementing the governance 
responsibilities described in the NPCC’s Data Protection Manual 
(the 2019 version is currently under review). A shared national 
senior information risk owner (NSIRO) is appointed through the 
NPCC, together with an information asset owner (IAO) who also 
oversees both systems. A three-pillar approach covers:

	� security

	� access

	� data 

  The diagram below illustrates how the enduring governance 
structure for both systems is evolving.
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6.2 The NLEDP will continue to be managed by the Home Office 
as a delivery agent that supports both system build and 
sustainment structure until LEDS is fully established. There will 
need to be further sustainable structures, such as an equivalent 
or continuation of PIAP, which will oversee access to LEDS, as 
happens with PNC. NLEDP substructures will work with the 
IAO to enable forces to prepare for adoption during the longer-
term transition from PNC to LEDS. There will need to be further 
sustainable structures to sit below the three pillars, which will 
evolve as LEDS products are rolled out. This will include an explicit 
human rights and data ethics strand, with consideration of how 
these matters are included within decision-making. NPCC Data 
Office will support these strands.

6.3  For the purposes of the Code, the Home Office and the NPCC 
hold responsibilities in relation to governance of both PNC and 
LEDS, as well as in providing leadership and direction to the law 
enforcement agencies that access the data within the systems. 
As described in Part B of this guidance, organisations accessing 
the systems will be required to ensure that managers and users of 
the systems are fully supported to undertake appropriate training, 
learning and development for the use of the platforms and data 
and to remain updated. More information will be published in 2022 
as to the mechanisms through which this will be supported, as part 
of the wider adoption support.

6.4  Through the first pillar of the governance framework, both systems 
are continually assessed for compliance to the NPCC’s National 
Policing Community Security Policy to ensure that each system 
is managed within the ‘Cautious’ risk appetite described in the 
NPCC National Information Risk Appetite Statement. To meet 
the needs of law enforcement and public safety outcomes, the 
systems should be compliant with HMG Security Policy Framework 
and apply the National Cyber Security Centre (NCSC) Information 
Security Standards. 

6.5  The Governance and Information Risk Return (GIRR) process 
is applied to monitor the data security arrangements of other 
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systems that will exchange information with both PNC and LEDS. 
The GIRR process is aligned with ISO 27001 and approved by the 
Police Information Assurance Board (PIAB). The Home Office, as 
manager of both systems, will work with the NPCC through the 
Security pillar and will be advised by the Police Digital Service 
(PDS). At the time of writing, the functions of the former National 
Policing Information Risk Management Team (NPIRMT) had been 
absorbed into PDS. PDS will work with police forces to ensure 
compliance with the National Policing Information Risk Assurance 
Policy. Compliance with the GIRR provides a level of assurance 
that information shared between connected organisations, and 
information accessed on national networks and systems, will be 
appropriately protected. Chief officers and chief executive officers 
who use PNC and LEDS are required to review whether their own 
supply systems are fit for purpose, as well as the implications of 
contractual relationships with vendors of those systems. Through 
the GIRR, chief officers of user organisations provide an annual 
assessment of how their internal systems are working and how 
their suppliers are meeting obligations. Supplier systems that 
are not deemed technically suitable, or do not comply with data 
protection legislation requirements, may have connection to PNC 
or LEDS withdrawn. 

6.6 There are other structures that have historically supported PNC 
governance. The Police PNC Policy and Prioritisation Group (P4G) 
meet on a quarterly basis and report into the NPCC Information 
Management & Operational Requirements Coordination 
Committee. It is chaired by the NPCC PNC Portfolio holder, who 
also acts as the IAO for PNC. The role of this group is as follows.

	� Provide a strategic forum for proactive discussion 
regarding implications of forthcoming legislation and other 
environmental changes.

	� Enable discussions between operational policing, 
stakeholders and technical developers for setting policies and 
priorities to address matters raised.

	� Set and monitor the application of policies and standards for 
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the data and use of PNC systems.

	� Oversee co-ordinated business change and technical 
development of PNC systems.

	� Oversee the effective governance across partner agencies 
who use and contribute to PNC data.

	� Provide an appropriate forum for discussion of identified risks 
in PNC information management and identify opportunities to 
reduce these risks and improve data quality.

	� Task the relevant national groups, projects and short-
life working groups (SLWGs) to address these risks and 
contribute to technical or operational developments.

	� Consider recommendations and make decisions on resources 
and funding, to ensure that PNC operational and technical 
changes meet the strategic needs of police forces and the 
wider criminal justice and law enforcement community. 

	� On an annual basis, agree and set the service level and 
availability of PNC.

	� Monitor and report the service level with partners and forces, 
engaging to improve performance as required.

In turn, there are four sub-structures that report into PFG.

	� National PNC Names Group – representatives from PNC 
Regions, PNC Live Services (as supplier), non-police partners 
and stakeholders. Considers co-ordination and communication 
between police and partners who use and contribute PNC data 
and wider issues of PNC improvement and changes.

	� National PNC Property and Vehicles Group – represents 
similar interests in relation to property and vehicles data.

	� Service Level Agreement Manager Group (SLAMG) – oversees 
the operation of PIAP for non-police access to PNC.

	� Interface Working Group – represents connecting 
stakeholders.
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7 Compliance and malpractice

7.1  The Code, together with this guidance, may be considered in a 
court of law and referenced in disciplinary proceedings where it 
is relevant to do so. Breach of specific legal requirements, such as 
compliance with the DPA 2018 or the deletion of DNA profiles and 
fingerprints under the Police and Criminal Evidence Act 1984, as 
amended by the PoFA 2012, should be treated in accordance with 
the relevant legislation. 

7.2  The Code and guidance will be considered by those bodies who 
may seek to hold users to account for data management practice 
in a law enforcement or safeguarding context, such as the ICO. 
The ICO will respond on receipt of a formal complaint or to a self-
referral, as occurs in the event of any breach of data privacy that 
is likely to result in a risk to the rights and freedoms of individuals. 
HMICFRS can use the Code, together with this guidance and any 
associated performance standards, to hold organisations who 
access PNC or LEDS systems to account for their data management 
practice. Through the written access agreements, HMICFRS will 
also have powers to inspect other law enforcement organisations 
that have access to PNC or LEDS. The new Code of Practice will 
require a lead-in period for forces and other organisations to assess 
their levels of compliance and understand where they may need to 
change processes or address deficits. This will be supported by the 
NPCC and NLEDP as part of the transition from PNC to LEDS, and 
further details of that support will be provided in 2022. Adherence 
to national minimum data-quality standards and compliance with 
processes such as those identified by internal and external audit, 
are included within the written access agreements, together with 
specific performance metrics for monitoring. Other bodies, such as 
the Biometrics Commissioner or the Independent Office for Police 
Conduct, will also have an interest in how the Code is applied. As 
LEDS develops, further consideration may be given to additional 
independent oversight arrangements, which will address key issues 
such as consistency in the application of the Code principles by 
LEDS user organisations.
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7.3  Individuals whose data may be contained within PNC or LEDS, 
or concerned parties who believe that there may be evidence of 
breach of the Code, will report those concerns to the appropriate 
party. All complaints about breach of the Code by users should, 
in the first instance, be directed to the relevant police force or the 
identified user organisation. This does not supersede the role of 
the ICO in dealing with concerns raised by members of the public 
about how personal information has been handled within either 
PNC or LEDS. Complaints that may seem to be directed at the 
functionality of the systems should be directed to the Home Office, 
as system manager. For internal complaints, national arrangements 
are being set up as part of the work on sustainment for the Code 
to protect those who express concerns about the misuse of data 
obtained from either PNC or LEDS. Chief officers are expected 
to comply with these national arrangements, alongside their 
statutory obligations in relation to whistleblowing. The existence of 
the local whistleblowing arrangements will be part of the HMICFRS 
inspection regime.
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