
 

Date:     11 March 2022 

Our Reference:  FOIA-2022-012 

 

RE: Freedom of Information Act 2000 Request 

  

I write in response to your Freedom of Information Act 2000 (or ‘FoIA 2000’) request dated 16 January 

2022, for the following information: 

 

1a: The full training produced by the College of Police regarding non-consensual sharing of intimate 

images 

1b: Information regarding when this training was produced, how long it has been available for, and how it 

is made available. 

2a: The full training produced by the College of Police regarding investigations involving messaging 

apps, including end-to-end encrypted apps such as WhatsApp. 

2b: Information regarding when this training was produced, how long it has been available for, and how it 

is made available. 

3a: The full training produced by the College of Police regarding investigations involving collecting 

evidence from internet companies 

3b: Information regarding when this training was produced, how long it has been available for, and how it 

is made available. 

 

Decision 

 

When a request for information is made under FoIA 2000, a public authority has a general duty under 

section 1(1) of the Act to inform an applicant whether the requested information is held. There is then a 

general obligation to communicate that information to the applicant. If a public authority decides that the 

information should not be disclosed because an exemption applies, it must, under section 17(1) cite the 

appropriate section or exemption of the Act and provide an explanation for relying upon it.  



 

It is important to note that a freedom of information request is not a private transaction. Both the request 

itself and any information disclosed are considered suitable for open publication, that is, once access to 

information is granted to one person under the legislation, it is then considered public information and 

must be communicated to any individual should a request be received. In light of this, our responses and 

disclosures are published on our external website at a later date.  

 

Decision 

 

After conducting careful searches relating to your request, I can confirm there is information held in relation 

to your request. I have addressed each part of your request in turn below. 

 

1a: The full training produced by the College of Police regarding non-consensual sharing of 

intimate images 

In relation to the non-consensual sharing of intimate images of adults, our training inputs align with the 

advice in the following Authorised Professional Practice on Revenge Pornography APP 

(pnn.police.uk) 

In addition, we have elements embedded within our domestic abuse training and sexual offences training 

which are linked to relevant behaviour, including coercive control and stalking and harassment. We set 

learning standards within the national curriculum which are licenced to forces for local delivery. 

1b: Information regarding when this training was produced, how long it has been available for, 

and how it is made available. 

The revenge pornography APP was first published in 2016 and was updated in 2021. It is available 

publically through our Authorised Professional Practice website at the above link. 

2a: The full training produced by the College of Police regarding investigations involving 

messaging apps, including end-to-end encrypted apps such as WhatsApp. 

The training captured by this request has been disclosed alongside this letter.  

Disclosure 1 is the transcript from the ‘sex, lies and video sharing’ case study video. It forms part of the 

College’s Digital Policing Foundation 1 programme.  

Disclosure 2 is the script from an e-learning module on how to look at an incident from a digital 

perspective. 

https://editor.app.college.pnn.police.uk/wp-content/uploads/2021/07/COP_Revenge-Pornography-2021.pdf
https://editor.app.college.pnn.police.uk/wp-content/uploads/2021/07/COP_Revenge-Pornography-2021.pdf


Disclosure 3 is a script from one of the episodes of Operation Modify, which focuses on digital policing in 

a missing persons investigation 

Some of the information within the disclosed documents has been withheld under the following 

exemptions, S40 (personal information) and S31 (law enforcement)  

An explanation as to why we consider these exemptions to be engaged can be found at Appendix A. 

In addition to the attached training, please see Digital media investigator programme (DMI) – initial 

module | College of Policing which may be of interest. 

2b: Information regarding when this training was produced, how long it has been available for, 

and how it is made available. 

Disclosure 1, Sex lies and video sharing, was released on 15 April 2020 

Disclosure 2, the digital response, was released on 22 October 2019 

Disclosure 3, Operation Modify, episode 7 MISPER support was released on 8 March 2021 

All of these are available through College Learn 

3a: The full training produced by the College of Police regarding investigations involving 

collecting evidence from internet companies 

The training captured by this request has been disclosed alongside this letter.  

Disclosure 4 is a supporting document for one of the Operation Modify episodes and contains 

information about accessing data from the cloud. 

Disclosure 5 is a supporting document for one of the Operation Modify episodes and contains 

information about Data Mining. 

In addition to the attached training, please see the Communications data investigation | College of 

Policing which may be of interest. 

3b: Information regarding when this training was produced, how long it has been available for, 

and how it is made available. 

Disclosure 4, Episode 3 of Operation Modify, was released on 11 January 2020 

Disclosure 5, Episode 9 of Operation Modify was released on 6 April 2021 

Both of these are available through College Learn 

In addition, the College also holds information on wider investigation training, which may include elements 

that are relevant to the above areas but do not specifically reference them.  

https://www.college.police.uk/career-learning/learning/courses/digital-media-investigator-programme-dmi-initial-module
https://www.college.police.uk/career-learning/learning/courses/digital-media-investigator-programme-dmi-initial-module
https://www.college.police.uk/career-learning/learning/courses/communications-data-investigation
https://www.college.police.uk/career-learning/learning/courses/communications-data-investigation


The Professionalising Investigation Programme (PIP) was implemented in 2003. It provides a structured 

and consistent development and maintenance programme for investigative skills. It delivers the capability 

to conduct professional investigations at all levels in the police service and in other sectors of law 

enforcement.  The PIP structure sets out a incremental learning programme of four levels: 

·         PIP level 1 – priority and volume crime investigations   

·         PIP level 2 – serious and complex investigations   

·         PIP level 3 – major investigations   

·         PIP level 4 – strategic management of highly complex investigations.   

  
Operation Modify is an interactive resource that helps learners develop their understanding of digital 

opportunities for intellifence and investigation, one episode at a time. Relevant elements of the currently 

available Operation Modify episodes have been disclosed as part of this FOI response. Further information 

can be found here. 

 

There is also Authorised Professional Practice (APP) on these areas which may also be of interested and 

can be accessed on our APP website here 

 

Please be advised that the information supplied to you is and continues to be protected by Copyright 

law.  Unless expressly permitted by law, any re-use, adaptation or sharing of College information, in 

whole or in part, requires permission from the College of Policing.  To request permission please contact 

the College’s Copyright and Licensing Team at Copyright&Licensing@college.pnn.police.uk  

  

Information you receive may also include third party owned information. Such information must not be 

reproduced, adapted or shared, in whole or in part, without first obtaining the permission from the third 

party rights holder(s). 

 

I trust this letter answers your questions. Your rights are provided in Appendix B. 

 

Yours sincerely, 

 

Sarah Lawrence | Legal Advisor 

Information Management and Legal Team 

College of Policing 

 

Email:   FOI@college.pnn.police.uk  Website:  www.college.police.uk 

https://collegeofpolicinguk-my.sharepoint.com/personal/sarah_lawrence_college_police_uk/Documents/Put%20your%20digital%20investigative%20skills%20to%20the%20test%20with%20Operation%20Modify%20|%20College%20of%20Policing
https://www.app.college.police.uk/
mailto:Copyright&Licensing@college.pnn.police.uk
mailto:FOI@college.pnn.police.uk
http://www.college.police.uk/


Appendix A 

 

Section 40(2) – Personal information states:  

 

Any information to which a request for information relates is also exempt information if –  

a) it constitutes personal data which do not fall within subsection (1), and  

b) either the first or the second condition below is satisfied”  

 

Under section 40(2) by virtue of section 40(3A)(a), personal data of a third party can be withheld if it 

would breach any of the data protection principles to disclose it.  

 

The two main elements of personal data are that the information must ‘relate’ to a living person and that 

the person must be identifiable. Information will relate to a person if it is about them, linked to them, has 

some biographical significance for them, is used to inform decisions affecting them, or has them as its 

main focus or impacts on them in any way. In this instance, the information ‘relates to’ the name of a 

victim used as part of the case study. Given that the details of the case are included in detail, we 

consider that releasing this personal data may lead to the direct identification of a living individual, and 

would therefore breach data protection principles laid out in the Data Protection Act 2018.  

 

The College has considered whether disclosure of the personal data would breach the first data 

protection principle, which states that ‘Personal data shall be processed fairly and lawfully.’ We are of the 

view that there would be no legitimate expectation on the part of the data subject that the College would 

disclose this information. It is our view that the data subject would have a reasonable expectation that 

this information would not be disclosed and it would not be fair to them to put this information into the 

public domain. We have therefore withheld this information. 

 

Section 31(1) Law Enforcement states: 

 

Information may be exempt under section 31(1) if its disclosure would, or would be likely to, prejudice -  

(a) the prevention or detection of crime,  

(b) the apprehension or prosecution of offenders.  

 

We acknowledge that to disclose information about how police officers are trained and assessed would 

allow the public to better understanding the nature of the work we do and the way in which we support 



policing. It would also help to provide reassurance of the training that police officers receive and the 

subsequent assessment they go through to test that learning. However, while the College is committed 

to being open and transparent, and recognises the public interest in this information, we consider that 

releasing assessment information would undermine the integrity of the training process. In is essential 

that police officers and staff receive appropriate training to ensure that they possess the necessary 

knowledge to effectively undertake their role. Anything that undermines the integrity of that process, and 

their ability to prevent or detect crime or apprehend offenders cannot be said to be in the public interest.  

 

 

 

 

  



Appendix B 

Rights 

 

If you are dissatisfied with the handling procedures or the decision of the College of Policing made under 

the Freedom of Information Act 2000 (the Act) regarding access to information you can request that the 

decision is reviewed internally.  

 

Internal review requests should be made in writing, within forty (40) working days from the date of the 

refusal notice, and addressed to:  FOI team, Central House, Beckwith Knowle, Otley Road, Harrogate, 

North Yorkshire, HG3 1UF or email: FOI@college.pnn.police.uk  

 

In all possible circumstances the College of Policing will aim to respond to your request for internal review 

within 20 working days. 

 

The Information Commissioner 

If, after lodging an internal review request with the College of Policing you are still dissatisfied with the 

decision you may make application to the Information Commissioner for a decision on whether the request 

for information has been dealt with in accordance with the requirements of the Act. 

 

For information on how to make application to the Information Commissioner please visit their website at 

https://ico.org.uk/for-the-public/official-information/. 

 

Alternatively, write to:  

Information Commissioner's Office 

Wycliffe House 

Water Lane 

Wilmslow 

Cheshire 

SK9 5AF 

Phone:  0303 123 1113 

 

 

mailto:FOI@college.pnn.police.uk
https://ico.org.uk/for-the-public/official-information/
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Sex, lies and video sharing - transcript 

**REDACTED s40(2)**: You live in constant fear of this person because they have so much 

control over you. From the outside he seems like such a lovely person, he’s friendly, he’s 

loving, he’s caring. He was like the perfect lifestyle but you know that isn’t actually what’s 

happening. 

Sarra Fotheringham: Welcome to this episode of the College of Policing audio series, part 

of the Digital Policing programme. My name is Sarra Fotheringham and I’m the Policing 

Standards Manager of the Digital and Cyber portfolio at the College of Policing. In this 

episode we’re going to talk about the crimes of revenge porn, abuse, bullying, and stalking 

and harassment, all of which take place online. First we’re going to hear from a victim who is 

subject to online stalking and harassment and her experiences with her husband and with 

the police. This is **REDACTED s40(2)**: ’s story. 

**REDACTED s40(2)**: : I was married for 18 years. I think when we first met he made out 

that he was quite westernised and he was, you know pretty chilled out with the whole thing 

about working and me going back to uni and what I would wear and he painted out that I 

would be very independent but as our relationship continued and I got to know him it 

became more and more of an issue. He started checking up on me as soon as we were 

married so for example if I had a meeting in the middle of town and I hadn’t told him he 

would just happen to drive by. I started to get anonymous text messages about the work that 

I was doing so I was running boxing classes for women in the community. I started to get 

hate mail about that on Facebook. I would get messages saying like ‘you’re bringing 

disrespect to the family,’ ‘it’s shameful what you’re doing we don’t agree with it.’ My parents 

also received phone calls often in the middle of the night saying oh you know ‘control your 

daughter you should be ashamed of what you’re daughter’s doing. She’s encouraging 

women to kick their husbands out.’ All my friends would get text messages saying we know 

where she is, we know what’s she’s doing, we just seen her drive past x, y, z place, tell her 

we’re going to sort her out, she’s not going to get away with living a lifestyle where she’s 

helping all these other women. She’s an embarrassment to our community. 

Whatscan is an app you scan it onto your own phone and then you scan your partner or 

whoever’s phone you wanna hack. WhatsApp has a little scan code and you scan that onto it 

and once you do that you have a copy, an exact copy of their WhatsApp so you can access 
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all their messages, all their conversations. You can send text messages and delete them 

without the person even knowing. He’d pretend to be me, he had access to any conversation 

that I had so he would make up conversations so say if you had a conversation with yourself 

he would have that conversation then screenshot it and say oh look this is what she spoke 

about with so and so but it wouldn’t be me speaking it would be him speaking to himself and 

the whole conversation would be fabricated but somebody looking at the screenshots they 

got no way of knowing whether it’s me or if it’s somebody else they just see the two icons of 

the person’s name and that’s enough for them. He admitted it to other family members, ‘oh 

look what I’ve got, I’ve got recordings of her, I’ve got audio recordings, I’ve got video 

recordings, I’ve got text messages.’ He has got every single conversation I’ve had with him I 

think since about 2013. 

As I was driving listening to UB40 at the time the next thing I just see is this black, square 

box fall out from the rear view mirror and into my lap and I turned it over and I looked at it 

and when I slid it off and saw the chip inside it, a phone chip, I knew there and then that it 

was a tracker that he’d actually placed a tracker in the car. I was so scared because I knew 

he’s got that in there. I had to have cameras installed into my home because he was coming 

in the middle of the night and for my own safety we had all the doors and the locks changed 

and when the security service company came out I just asked the gentleman when I was like 

‘oh can you check for audio devices I’m paranoid that there is devices in my house where 

he’s listening to my conversations,’ and he did a check and he was like, ‘**REDACTED 

s40(2)**:  there’s 13 devices in your home and one of them is actually active.’ 

You think I’ve got family with this person, you know he’s the father of my children I don’t 

want it to be him but obviously as time went on and he confessed to everything he’d done. 

Sarra Fotheringham: So that was **REDACTED s40(2)**: 's story she has been stalked 

and harassed online for years by someone she knew and trusted however other people are 

also vulnerable to this sort of crime. So let's open this up for discussion.  

With me today I have David Jervis, National Training Co-ordinator for the College of Policing 

and Detective Sergeant Charles Edwards, Digital Media Co-ordinator and Digital Hub 

supervisor for Leicestershire Police. 

So Charles, who is vulnerable to being stalked and harassed online?  
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Charles Edwards: There’s really no one out there who isn't vulnerable to this, depending on 

how much they use the internet and how much they engage with people.  You know, this 

could be just to work out where you are, where you're not, your means of communication or 

even, you know, your access to various elements that you use on a day to day basis.  Just 

that one little bit of information could be enough and that's gained from this type of level of 

stalking and harassment unfortunately.  

Sarra Fotheringham: So **REDACTED s40(2)**:  actually was using WhatsApp and she 

mentioned a particular app that her husband used, WhatScan. What other technology is 

being used?  

Charles Edwards: WhatScan is, you know, is quite notorious, especially with the very wide 

use of WhatsApp, but it does rely on having hands onto the device. There are so many 

others ways of keeping an eye on what someone's doing, who they're communicating with, 

just due to fact there's so many things now have gone cloud-based. It's a huge enabler for 

business and for individuals to be able to share their data across a wide area, but it does 

have that inherent risk, that someone can access that. You know, we talk about the 'Find my 

iPhone', the iCloud, the data that's up there - if you haven't got secure passwords, you let 

someone have access to these things, they can know an awful lot about you. So it's about 

managing your understanding of each one and limiting the danger.  

David Jervis: I agree with what Charles is saying. Some of the apps that we're not always 

considering is used against us if we are subject to this type of offence; such as your banking 

apps as already mentioned the 'Find my iPhone'; but also Snapchat has a tracing facility for 

friends to see where all their other friends are and if people have access to that information a 

lot of harm could be caused.  

Charles Edwards: Actually just over sharing could cause you issues. So we talk about 

social media just that idea of, if you haven't got your security settings down, and you were 

over sharing what you're doing, who you're with, you're opening yourself to where people will 

know a lot more about you than they should do. We can talk about security questions 

actually if you're sharing the name of your cat, your favourite colour, your date of birth online, 

you open yourself up to a bit of risk.  

David Jervis:  And I think it was interesting that we talked about trackers in the vehicles. If 

you have a vehicle now that has an app that will tell you where your vehicle is and your 
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routes that you have taken, it's a real opportunity for somebody to understand where you are 

and just having access to that app, the login, the password, to know all of your previous 

routes, and where you currently are, needs consideration around it. Even smartspeakers at 

home, if you've got drop-in facilities on that, if somebody's got access to that, or 

understanding what conversations you've had, what orders you've made through for 

instance your Amazon accounts, what deliveries you're expecting. We need to be aware that 

some of this information could be very useful to those if they are going to go down the 

stalking harassment route.  

Sarra Fotheringham: So I mean we've talked obviously around the stalking and 

harassment, but what other types of internet-facilitated crime are there, Charles?  

Charles Edwards: There's far fewer crimes that aren't enabled through the use of the 

internet you know from everything from sexting, so the old school where people use to talk to 

each other in a sexual manner. We talk about the cyber-enabled blackmail, so the sextortion 

as is called, the revenge porns. You know, these are happening on such a bigger basis 

because people are creating this media, they're sharing it. It's getting shared out of their 

range of control. And then you go on to the kind of the very well-known the child sexual 

exploitation, the grooming. You know gone are the days where actually someone would 

have to meet someone in person to try and create that contact offence. Now there's people 

out there who are sending thousands of thousands of messages to vulnerable people just 

trying to get that one person who's willing to respond. 

David Jervis: And thinking about the people who are vulnerable clearly through the gaming 

systems now, the young children, the school children, young adults who are online daily 

involved in speaking to people all over the world and very often it's the children 

understanding that just because they are safe in their living rooms, just making them aware 

of some of the dangers that are involved that they're only speaking to friends who they know 

and not speaking to strangers. And so it's really important looking at some of the vulnerable 

groups of schoolchildren, young adults, even students online as well how are they protecting 

themselves?  
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Charles Edwards: And that's a really interesting thing for myself being in the cybercrime 

world is that we always assumed it's going to be the elderly, the people that weren't used to 

using this technology, that were going to be putting themselves at risk, where someone's 

isolation is preyed upon, to be able to get that hook in to then get details off them. But we 

found, more and more, it's the students who have grown up with technology, and with that, 

have a certain arrogance that, you know, they know better. But also they have so many 

different applications, so many different programs. For passwords, they make them simple 

and put themselves at risk.  

Sarra Fotheringham: So what crime prevention advice would you give police officers and 

staff around safeguarding people who may be vulnerable to this type of online crime, David? 

David Jervis: I think first of all for the frontline officer who is going to the initial call or 

incident they're going to be dealing with, is have an understanding themselves of the 

capabilities, the legislation, and how they can properly advise the victims of this offence and 

giving the victims the confidence that the officer knows what they're talking about, knows the 

services and advice that they're giving is practical.  

Charles Edwards: And I think that's a really key thing is that we expect if a police officer 

comes into our house around a burglary and gives the advice, then actually we'll trust them. 

We know they know what they're talking about. You know, lock the windows, do different 

things, put alarms on. We don't have that level of confidence in the police. Many members of 

the public don't because we don't believe they know what they're talking about yet. So part 

of the officer's role, part of the force's role is to really increase that confidence. But exactly 

what Dave says, don't be afraid to say, you will find out for them at a later date. There's too 

much for any one person to know. Every single force now has a Cyber Protect Officer and 

might be a member of staff, might be an officer. They will have enough information to give 

you those real key messages. Get those messages across there and signpost to the right 

places. There's so many organisations out there that are very good, and have better 

resourced and better knowledge that we do at the moment - so use them. You know, talk 

about the National Cyber Security Centre, talk about Get Safe Online. So it's around making 

sure we do the right thing for the right people. And it has to be through the frontline officers 

knowing the key messages; keeping your passwords safe; the 2-step verification; the 

reviewing your applications.  
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David Jervis: I absolutely agree on that, and just also for the officers attending is, have an 

understanding locally within your own force, who your Comms Data Units are, because 

they're the people who are going help you approach the telecommunications operators for 

getting data back to investigate some of these crimes and, and what the processes are for 

that, what the legal responsibilities are, and to make them aware that we can get this data 

from some of these companies to assist the investigation. 

Charles Edwards: Yeah I think the one thing that really stands out for me for the, the 

failings in the case we just heard around the case study is, actually we're still working in silo. 

You know we have cybercrime units, we have Digital media investigators who have some 

superb knowledge, but they're not dealing with every offence that comes under this, they 

can't do, there's not enough of them. So we need domestic violence, we need CSE teams, 

we need the rape investigation teams to make sure they're tapping into that free resource. 

So just use what you've got locally, exactly what Dave said.  

Sarra Fotheringham: So what further support is available for survivors and victims of these 

type of crimes, Charles?   

Charles Edwards: So I think the real thing to understand here that, you know, survivors and 

victims, unfortunately it's often not the only time they're affected by these things. So we need 

to empower them, we need to educate them as well to make sure they are aware of what 

they can do to protect themselves. We've mentioned Get Safe Online, we've mentioned 

National Cyber Security Centre. Child Exploitation and Online Protection is a big one, but 

actually all this is wrapped up nicely in the Victim's Code - about how we support victims, 

about the updates they get, about what we've got locally and nationally to support them. We 

can't always give the information there and then, but what we can do is, we can give people 

the opportunity to look after themselves and support them in doing so.  

Sarra Fotheringham: Thank you to our panel today. There is a supporting document for this 

audio within the Digital Policing programme which covers all the key points discussed today 

and details of the support agencies mentioned. Thank you to **REDACTED s40(2)**:  for 

sharing her story with us and to you for listening.   

 

 



                               
 

 
 

 

 

Script 
Module title: The digital response 

  
 

Curriculum Code: IVSTX435 
Course ID: CoP_DS_466 

Version: 1.3 
Date: 03/07/2019 

 

Module description 

This e-learning module covers how to look at an incident from a digital perspective. From the 

initial call to arriving at a crime scene, this module looks at applying a digital investigative 
mindset, advising users on capturing online content and giving security advice, digital 

hygiene, searching a digital scene, recording and collating devices and introduces digital 

specialist roles.  

Module duration 

20 minutes. 
 

E-learning script 

Page 1 
 
Screen Num: 1 

Objective(s) covered by this screen 

1.4 Influences of technology and devices in a policing context 

a) First point of contact, social media etc. 

d)   Community engagement 

3.  Describe the ways in which technology may be used in every day policing 

3.1 How technology may be used in a policing context 

a) Community engagement 

b) Managing incidents (instant messaging, public appeals for information etc.) 

c) Enhancing investigations (device location, attributions etc.) 

d) Enhancing communications 

Screen title: Recognising digital elements 
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Component type: Text graphic 

Text on screen Graphics description 

Welcome to the Digital Policing: The digital response course  
 

Glossary of terms 
Some key words and terms are marked with an *asterisk* (as the example shows here)  on 

page 1 and 2. These  are explained in a glossary at the end of Page 2 if required. 

Technology has had a huge impact on policing and it 
changes every day.  

Break into rows with text and 
icon graphic. 

No graphic for this row 

We use technology as a first point of contact through social 
media and police now engage with the public directly via 

their own accounts. 

GRAPHIC 1 
Icon graphic – police officer 

using smartphone. Social media 
icons around smartphone. 

We manage incidents using *instant messaging* 

through tablets and smartphones. We do public appeals 
with digital campaigns. 

GRAPHIC 2 

Icon graphic – Desktop monitor 
with police webpage, 

smartphone with instant 

messages. 

Investigations are enhanced because we can use location 

data to link activity to devices and sometimes individuals. 
 

GRAPHIC 3 

Icon graphic – House with 
cellular tower next to it. Radio 

frequency waves pointing 

towards the house. 

Every crime now has some digital element but not all data 

is relevant. So how do we recognise what’s relevant and 

proportionate data? 

Text in call-out box. 

 
 
 
Screen Num: 2 

Objective(s) covered by this screen 

3.2 Considerations in the use of technology within policing 

a) Legal restrictions on investigatory use of technology 

b) Digital footprint, personal and work devices 

6.4. Forensic considerations for crime scenes involving digital devices  
 
a. What is and is not possible  

b. Forensic strategy (including proportionality, objective setting etc.)  

c. Legislation and policy governing search and seizure of devices  

d. ACPO Principles of Computer Based Digital Evidence  

 
Screen title: Investigative mindset 

Component type: Hotspot 

Text on screen Graphics description 
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Whatever your role in an investigation, applying an 
investigative mindset, while adhering to the *four 

Principles of Computer-Based Digital Evidence*, will 

assist with providing evidential data and help protect it 
from changing, getting lost or generating unwanted 

information.  
 

Click all the options to find out more 

 

Hotspot 1 – Understanding the source 

Ask yourself: 

 

• What are the aims and objectives of the 

investigation?  

• What is being investigated? 

• What is likely to further the investigation? 

GRAPHIC 5 

Question mark icon. 

Hotspot 2 – Planning & preparation 

Whether it’s a real time or planned operation, consider the 

National Decision Model (NDM) and ask yourself: 
 

• What data needs to be gathered, how do I get it 

and where is it stored? 

• What are the risks and threats when gathering the 
data? 

• Can the data be lost, corrupted or overwritten? 

• Is it proportionate to acquire all data on a device or 

from a service provider? 

• Which legal powers and policies do I need to obtain 
or preserve the data? Investigatory Powers Act 

(IPA), Police and Criminal Evidence Act (PACE), 

Data Protection Act (DPA), *Preservation or 
Production Orders*.  

 
These are the minimum powers and policies you should 

be considering and you should refer to local policies 

and procedures. 

GRAPHIC 6 

Question mark icon turning 
into a lightbulb icon 

Hotspot 3 – Examination 

The forensic strategy maximises the potential for material 

to be recovered during a crime scene examination in an 
effective and efficient manner. This can provide information 

that can be used in interviews or allow you to prioritise 
lines of enquiry. Ask yourself: 

 

• What can I realistically examine? 

• Which specialist roles need to be involved from an 

early stage so we can secure relevant, proportional 
and best evidence?  

 
It is important to prioritise as essential data may be 

lost if not acted on immediately: for example, a 

router’s data records may only be kept for a few 
hours. 

GRAPHIC 7 

Lightbulb icon 

Hotspot 4 – Recording & Collation 

Make a record of devices and services that can provide data 
based on the incident.  

 

GRAPHIC 8 
Lightbulb icon with filament 
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Even if you don’t know what is relevant, this information 
can be passed on to a specialist who will know and can 

extract key evidence. 

Hotspot 5 – Evaluation 

Ask yourself: 

 

• Did the data recovered aid the investigation? 

• Did I request and receive the right data?  

• Do I understand the data I’ve received? 

• Am I overwhelmed by the amount of data 

recovered?  
 

• Continual evaluation and reflection of why we did 

what we did, based on the information we had at 
the time, make our investigations more successful. 

GRAPHIC 9 

Lightbulb icon lit up 

 

Screen Num: 3 

Objective(s) covered by this screen 

 

Screen title: The report 

Component type: Text graphic 

Text on screen Graphics description 

Lena Nowak contacts the police to say her ex-partner, 

Karen Lewis, has been harassing her. 

 
Karen has allegedly set up fake social media accounts and 

sent threatening messages to Lena.  
 

Lena also says Karen has stolen a tablet device belonging 

to her. 
 

You advise her that an officer will be in touch to discuss 
the incidents.   

 

GRAPHIC 10 

Male call handler taking call 

from Lena. 
 

 
 

Screen Num: 4 

Objective(s) covered by this screen 

7.1 Digital evidence opportunities – Internet, intelligence and investigations  
 
a. Advice on obtaining screen shots  

b. Awareness of archiving tools  

c. Capture online content  

d. Tracking stolen devices  

f. Email header preservation 

Screen title: The report – question 
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Component type: Multiple choice question (MCQ) – Multi answer 

Text on screen Graphics description 

**REDACTED s31** 
 
Screen Num: 5 

Objective(s) covered by this screen 

Screen title: The initial digital response 

Component type: Interactive bullets 

7.1 Digital evidence opportunities – Internet, intelligence and investigations  
 
a. Advice on obtaining screen shots  

b. Awareness of archiving tools  

c. Capture online content  

d. Tracking stolen devices  

e. Internet telephony and its uses 

f. Email header preservation  
Text on screen Graphics description 

At an early stage of an incident you should be considering 
sources of data and what you can do to help capture and 

preserve potential evidence. 

 
These considerations are device and *operating 

system*-dependent (Apple iOS, Android etc.) 
 

Ask the user what device they have and a quick internet 
search should provide details on advising the user how to 

capture this data if they’re unsure.  

 
Let’s take a look at these considerations in more depth.  

 
Click each option to learn more 

GRAPHIC 11 
Question mark icon with 

caption “Understanding the 

source” 
 

GRAPHIC 12 
Camera, files, email, locked 

mobile phone and computer 
monitor icons 

 

Two columns of three bullet 
points. 

 
 

 

1 Capturing online content 

Screenshots and *screen recordings* are images of data shown on a computer or mobile 

device. Screenshots can be invaluable as live data can be easily deleted and irretrievable.  

 
Other tools also capture online content like a screenshot utility such as Microsoft Office 

snipping tool and Windows Problem Steps Recorder. Iphone and Microsoft also have screen 
recorder functionality as do web browsers like Chrome and Firefox. 
 
The user should perform this function and forward the data to police. 

2. Archiving functionality 

Social media posts and messages can be archived. Tools are available to sort, send and file 
messages and posts from accounts.  

 
Popular social media sites have sharing options on their posts that allow users to send it to 

others by email, instant message, text etc. Twitter, for example, has the ability to ‘Mail 
Tweet,’ where the account owner can email specific messages to a chosen email address.  
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To send it to the police, advise the caller to use an online file transfer tool, like Dropbox or 

Google Drive, a memory stick or card or email link. 

 
Retrieval of this data might differ from force-to-force and you may need help of a digital 

specialist. 

3. IP and MAC addresses 

An Internet Protocol (IP) address identifies a connection to a network.  

This could be an external IP address allocated by Communication Service Providers or an 

internal IP address which is assigned by the router through the devices connected to its 
network. 

Every server, router and any device will be allocated an IP address when it connects to the 
internet. 

A Media Access Control (MAC) address is a hardware identification number that uniquely 
identifies each device on a network. The MAC address is manufactured into every network 
card and cannot be easily changed. 

Identifying these addresses can prove when a device connected to a network and what the 

device was. 

4. VoIP 

*Voice Over Internet Protocol (VoIP)* is technology that allows you to make telephone 

calls over a broadband internet connection such as FaceTime or Skype. Calls are made using 
a data session through an application. 

 

Asking if there is a record of the call or identifiers such as account web addess (URL), 
usernames or email addresses linked the call can provide early potential evidence.  

5. Email header preservation 

This is the information embedded into every email message. It contains details to ensure the 
message gets to its intended recipient correctly.  

 
It may provide information on where the email started by showing the source IP address, 

how the user accessed the account and the software used including the web mail provider.  

 
It should be noted that some email providers may remove some of this information, for 

example, Google (Gmail) remove the source IP within the header information.    
 

To preserve the email header, advise the user not to forward the email as this changes the 

pathway/route of the original email. Send the email as an attachment instead. 

6. Security advice 

At this stage it is helpful to give the caller some advice on securing their online security and 

privacy settings. 
 

Organisations like the National Cyber Security Centre (NCSC) and CyberAware.gov.uk will give 
you and the victim advice on how to protect themselves online. 

 
Page 2 
 

Screen Num: 1 

Objective(s) covered by this screen 

 

Screen title: Further report 
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Component type: Text graphic 

Text on screen Graphics description 

Lena, the alleged victim, contacts the police again to say 

her ex-partner Karen has gained entry into the home they 
once shared together and has attacked her. 

 

Officers are despatched to the house and a call has been 
put out to find Karen. 

GRAPHIC 13 

Lena sat against a book case 
looking scared. There is a 

router on the book case. 

 
 
Screen Num: 2 

Objective(s) covered by this screen 

3.2 Considerations in the use of technology within policing 

a) Digital footprint, personal and work devices 

b) Professional standards 

 

6.3. Good practice for protection of the crime scene, including  
 
a. Digital hygiene  

b. Wi-Fi connectivity  

c. Indicators of digital devices when searching premises, vehicles and persons  

d. Digital witnesses  

e. Securing devices ensuring evidence is not corrupted, lost or deleted  

f. Interactions (e.g. interaction with any device, including vehicles can affect the 
output) 

Screen title: Digital hygiene 

Component type: Video 

Text on screen Graphics description 

Even before attending an incident with a digital element, it 

is essential that you plan and prepare. 
This video has audio. Closed captions and transcript are 

available. 
 

Click Play to learn more. 

 
 

 

 

GRAPHIC 14 
Question mark icon turning into 

lightbulb icon with words 
‘Planning and preparation’ to 

show mindset principles used 

here. 
 

Video text Graphics description 

Screen 1 

During the planning and preparation stage you need to 
think about digital hygiene. 

 

Title screen: Question mark 
icon turning into lightbulb icon 

with  words ‘Planning and 

preparation’. 

Screen 2 

When you think of hygiene, you probably think of 

Cloth wipes away title screen to 

reveal white screen. 
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cleanliness. 

Screen 3 
At a crime scene, you wouldn’t wipe away fingerprints, but 

it is possible that data might be erased just by your 
personal devices being turned on at the crime scene. 

 
This is why digital hygiene is important. 

Fingerprints appear, cloth 
wipes fingerprints away. 

 
Cuts to officer standing in a 

room containing digital devices 
and holding taking out a mobile 

phone, 1’s and 0’s binary code 

disappearing around them as 
they use the phone. 

Screen 4 

Before attending a crime scene, you need to be thinking 
about minimising the risk and threat to data loss, 

corruption and to your own searchable data. 

Officer walks to next screen. 

Officer thinking whislt holding 
mobile phone. 

Screen 5 

PC Atherton attends an incident at a pub. His personal 

phone is on. 

Fades to officer in pub with 

mobile phone in hand. Mobile 

indicates ‘On’ 

Screen 6 

His phone automatically connects to the pub’s free wifi 

because previously he connected to that service provider’s 
wifi. 

Show wifi symbols as mobile 

connects to router behind the 

bar. 

Screen 7 
PC Atherton has now left behind searchable data on the 

pub’s router about his mobile device. 

 

Show inside router a record log 
with list of IP addresses. 

Highlight one belonging to PC 

Atherton. 

Screen 8 

PC Atherton also searches on his personal social media 

account for a victim to see if there is any relevant 
information. 

PC Atherton searching 

Facebook style page for a 

person. 

Screen 9 
Thanks to location services and Geo tags, this search has 

now logged on his social media account the location of the 

incident and a name he had searched. 

Name of pub and victim’s 
appear on mobile phone. 

Screen 10 

Social media may now start to send friend suggestions to 

PC Atherton’s personal account for the victim and people 
who frequent the pub, possibly even the suspect. 

Suspectcomes up on mobile 

phone as a friend suggestion. 

Screen 11 

Depending on PC Atherton’s privacy settings on social 
media, the suspect may also be able to see what the PC is 

doing. 

Split screen: 1) shows PC 

Atherton’s on mobile phone 
checked in at The Crown Pub 

2) A silhouette of someone on 
a PC viewing his check in.  

Screen 12 

PC Atherton should also be aware that smart devices are 
listening and watching.  

 
Smartspeakers are always listening, waiting for wake 

commands. These commands can be changed so it pays to 

be vigilant and be professional as they can record 
conversations. 

Show PC Atherton talking to 

another officer and a 
smartspeaker listening.  

Screen 13  
CCTV and motion detection devices can also pick up PC 

Atherton’s movements and may alert people that he is at 

the scene. 
 

Split screen: 1) Two officers 
talking in the pub 2) Silhouette 

of someone watching them 

through on a screen through 
CCTV. 
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Again this calls for professionalism as these digital 
witnesses can record what you say and do. 

Screen 14 

To minimise the risk and threat to you, data loss and 
corruption, think about your digital footprint. 

PC Atherton walks away leaving 

a set of  footprints, an icon 
representing different digital 

devices appears above each 
footprint. 

Screen 15 

Do not use your own personal devices to search for 
information on a case. It can make your own data 

vulnerable and searchable. 

 
Use your force issued device. 

PC Atherton holding personal 

mobile phone, ‘not allowed 
symbol (road sign) appears 

over it.  

 
PC Atherton takes out their 

force issued device and tick 
appears above it.  

 

Screen 16 
Turn your personal devices off or put them in airplane 

mode before attending a scene. 

Show PC Atherton going into 
their pocket and turning mobile 

phone off before entering the 
pub.  

Screen 17 

When at the scene, you need to understand what devices 
need to be examined and what can be turned off and 

seized. 

PC Atherton inside pub. PC 

Atherton looking at a laptop on 
the bar that indicates it is 

turned on.  
 

Password, files and website 

symbols appear above laptop. 
PC Atherton turns off the laptio 

and the symbols show the  ‘not 
allowed symbol  

Screen 18 

Be aware of what devices could be listening and recording 
you. 

Smartspeaker listening and 

CCTC watching. 

Screen 19 

Consult a digital specialist if you are unsure. 

PC Atherton talking to another 

person (digital specialist) 

Screen 20 

A bit of planning in this area can protect you and the data. 

Icons for digital devices appear 

over the background of a police 

badge. Symbols: social media, 
password, smartphone, laptop, 

search bar, email attachment, 
website, location pin, CCTV.. 

 
 
 
Screen Num: 3 

Objective(s) covered by this screen 

 

Screen title: The incident 

Component type: Carousel 

Text on screen Graphics description 

At Lena’s house, officers discover more details about the 

incident. 
 

Click the arrows to find out more. 
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Box 1 

Lena posted on social media the day before the alleged 

incident that she is in a new relationship. 

GRAPHIC 15 

 

Lena Nowak on her 
smartphone next to an image 

of her Facebook page 
displaying her newnew 

relationship status:  

 
Lena Nowak  

 
Relationship: 

In a relationship with Louise 
Jacobs 

Box 2 

Lena says she started to receive threatening messages 

from social media accounts allegedly from her friends. Her 
friends have confirmed that these aren’t their accounts. 

GRAPHIC 16 

Lena looking upset. Messages 
on social media under new 

relationship status. 

Box 3  

Thanks to the advice of the police call hander, Lena 

screenshot those messages. The messages and accounts 
have now been deleted.  

GRAPHIC 17 

Lena using her smartphone. 
Screenshots of messages with 

icon indicating that Lena has 

saved a screenshot of the 
messages. 

Box 4 

When Lena arrived back from a friend’s house she says 
Karen was in her house and attacked her in the living room. 

GRAPHIC 18 
Karen looking angry in living 

room and arguing with Lena. 

Box 5 

Officers despatched to talk to Karen confirm they have 

found her and she denies being at Lena’s house for weeks 

and doesn’t know anything about any threatening 
messages or a missing tablet device. 

GRAPHIC 19 

Karen talking to police officer 

with puzzled look on her face. 

 
 
Screen Num: 4 

Objective(s) covered by this screen 

 6.2 Identification of digital devices which may be involved in any investigation 

6.3. Good practice for protection of the crime scene, including  
 
b. Wi-Fi connectivity  

c. Indicators of digital devices when searching premises, vehicles and persons  

d. Digital witnesses  

Screen title: Search of the scene 
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Component type: Hotspot 

Text on screen Graphics description 

Searches are conducted at Karen’s, the alleged suspect’s 

home, and at Lena’s home.  

 
Thinking about a search of the scene from a digital aspect, 

what should you be looking for?  
 

 Click all the numbers to learn more (desktop) 

Select all the numbers to learn more (mobile) 

 

GRAPHIC 21 

 
 

Light bulb icon with words 
words ‘Examination’ to show 

mindset principles used here. 

 
Image of Living room with 

hotspots: 
 

1. Internet of Things – 

points wall 
2. Devices – Laptop 

 
3. Passwords/PINS – 

Tablet with PIN 
number screen. Digital 

witness – Smartspeaker 

 
4. Wifi – Router 

 
5. Volatile data – Router 

 

  

Hotspot 1 – Internet of Things 
Think what could connect to the internet at the scene.  
 
Are there devices that may return potential data that could 
prove Karen, our suspect, was or wasn’t at Lena’s home at 
the time of the assault? 
 

GRAPHIC 22 

No graphic 

Hotspot 2 – Devices 

Karen could have contacted Lena through instant 

messaging, social media, VoIP etc. on devices such as 
tablets, laptops, smartphones.  

 
What devices could have been used to set up fake accounts 

and send the messages? 
 

Could these devices have location services that show when 

and where a device has been? This could prove or disprove 
Karen’s alibi that she was at home. 

 
If a search uncovers an old memory stick at the back of 

drawer it might be relevant in an historical fraud case but 

it’s unlikely to be much use in the investigation of an 
assault or harassment. 

 

GRAPHIC 23 

Laptop  

Hotspot 3 – Password/PINs 

Ask for passwords and PIN numbers to devices. It takes 

digital forensics time and tactics to access these devices 

GRAPHIC 24 

Tablet device 
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without the passwords.  
 

If you are searching the scene where there is a locked 

cupboard it’s reasonable to ask for the key. Asking for 
passwords and PIN numbers is the same principle and 

saves valuable time. 
 

Hotspot 4 – Wifi 

Wifi is the technology that allows desktop, laptop, mobile 
phone or tablet devices to connect to the router (the 

*access point*) without the need for a physical wired 

connection.  
 

Devices and access points can keep records of their 
connections to each other. Did any of Karen’s devices 

connect to the wifi in her own home or Lena’s home at the 
time of the alleged offence? 

 

Logs may show when a device connected to a router 
(arrived) and when it disconnected (left.) 

GRAPHIC 25 
Wifi symbol 

 

Hotspot 5 – Volatile data 

Volatile data is any data stored in a device’s memory that 
will be lost or corrupted when the computer loses power or 

is turned off.  
 

It is also time critical data that could be lost if records are 

deleted or overwritten. 
 

If Karen connected to her router at either her own home or 
at Lena’s home, log records can show this but the data 

might only be available for a few days or until the router is 

reset or even turned off. 

GRAPHIC 26 
Router 

 

Hotspot 6 – Digital witnesses 

Digital witnesses such as CCTV and smartspeakers could be 

watching and listening when turned on.  
 

Could they have picked up movements and conversations 
at the times these incidents occurred? 

 

GRAPHIC 27 

Smartspeaker 

 
 
Screen Num: 5 

Objective(s) covered by this screen 

6.2 Identification of digital devices which may be involved in any investigation 

Screen title: Recording and collating 

Component type: Text graphic 

Text on screen Graphics description 

When attending a scene, records must be kept in relation 

to digital evidence.  

 

This could include photographs, diagrams of equipment 

locations, details provided, persons present and any actions 

taken at the scene. 

 

 
GRAPHIC 28 

Lightbulb with filament icon  

with words ‘Recording and 
collation’ to show mindset 

principles used here.  
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Consider these areas: 

 
Split bullet points into two 

columns with a graphics 

adjacent. 

• Telephones, computers and devices 

• Apps 

• Smartwatches and fitness trackers 

• Storage devices 

• Vehicle data 

• Cameras and webcams 

 

GRAPHIC 29 

Car, mobile phone, wifi symbol, 
smartphone, smartwatch, 

storage device 

• Communications data 

• Internet searches 

• CCTV and ANPR 

• Wifi 

• Routers 

 

GRAPHIC 30 

Wifi symbol, CCTV, router, car 

with magnifying glass icon, 
website with magnifying glass 

icon 

 
Screen Num: 6 

Objective(s) covered by this screen 

6.5. Specialist roles and assistance available for investigations involving digital 
devices, including:  
a. In-force experts/Single Points of Contact (SPOCs)  

b.-. Digital Media Investigators  

c. Cyber Crime Unit 

Screen title: Specialist roles 

Component type: Interactive bullet 

Text on screen Graphics description 

As technology changes it can be difficult to know which 

devices might be useful to a case and how to capture 

information without compromising it. 

 

If you are uncertain, there are specialist roles you should 

consult. These may be blended roles or named differently 

in your organisation. 

 

Let’s take a look at these roles in more depth. 

 

Click all the images to find outmore. 

Graphics of four people. All in 
civilian outfits. Click on the 

person for pop up text. 
 

GRAPHIC 31 

Male with bald head and beard 
 

GRAPHIC 33 
Female with headband and 

earrings 
 

GRAPHIC 35 

Male with glasses 
 

GRAPHIC 37 
Male with short hair 

Bullet 1 – Digital Media Investigators 

DMIs are trained staff who support major crime, incidents, 

operations or any investigation that requires specialist 
digital investigative assistance.  

 

GRAPHIC 32 

Male with bald head and beard 
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They advise investigations, gather intelligence and develop 
strategies to collect digital technology and maximise data 

acquisition opportunities. 

 

Bullet 2 – Experts/CDI SPOCs 

Communications Data Investigators (CDI) and in-house 

experts such as Radio Frequency Propagation Surveying 
(RFPS) Technicians, Internet Intelligence and Investigation 

(III) practitioners are responsible for the lawful acquisition 
of communications data, in accordance with the 

Investigatory Powers Act 2016. 

 
They also provide specialist advice to life at risk, proactive 

and reactive investigations, crimes in action and intelligence 
operations. 

 

GRAPHIC 34 

Female with headband and 
earrings 

 

Bullet 3 – Digital/Cyber Investigation Units 

Forces may have independent or combined cyber and 

digital investigation units. These units focus on: 

 

• Cyber dependent crimes – where digital systems 
are the target of attacks such as using malware to 

blackmail a company’s IT infrastructure or stealing 
their data 

• Digital investigations covering all digital data 

acquisitions 

• Supporting digital forensics if there is trained 
capability within the unit 

GRAPHIC 36 

Male with glasses 

 

Card 4 – Digital Forensics Unit (Hi-tech crime) 

Digital forensics investigators or Hi-Tech Crime units 

specialise in the acquisition, processing and evaluation of 
data obtained from digital devices.  

 
These individuals are experts in their field and are 

accredited in the use of a variety of forensic software tools 
to ensure that the best evidence is identified and presented 

in accordance with the current guidelines. 

 

GRAPHIC 38 

Male with short hair 

 
 
Screen Num: 7 

Objective(s) covered by this screen 

 

Screen title: Resolution 

Component type: Carousel 

Text on screen Graphics description 

By applying a digital investigative mindset throughout this 
case police were able to collect digital evidence that 

resulted in an arrest. 

 
Click the arrows to find out more. 

 

 
 

GRAPHIC 39 

Shining lightbulb icon with  
words ‘Evaluation’ to show 

mindset principles used here.  
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Box 1 

By getting Lena to screenshot the threatening messages 
from her devices before they were deleted, police had 

evidence of the threats occurring and usernames of the 
accounts. 

GRAPHIC 40 
Lena organising digital 

screenshot icons into folder 

Box 2 

An examination of Karen’s devices found that she had 

created several social media accounts with the aim of 

sending threatening messages to Lena. The IP address 

linked to Karen.  

GRAPHIC 41 
Karen on a laptop creating fake 

social media accounts, image 

of a social media sign-up 
screen behind her. 

Box 3 

Through the tracker app on Lena’s tablet, police traced the 

stolen device to Karen’s home. 

 

GRAPHIC 42 
Karen on laptop.Tablet with 

Tracker icon pinging to show 
it’s on and the location of 

Lena’s tablet on a map. 

Box 4 

An examination of Lena’s router log records at the scene, 

done by a trained DMI, identified Karen’s smartphone 

connected in Lena’s home at the time of the assault.  

GRAPHIC 43 

Router on the bookshelf. List of 

IP addresses. One highlighted 
as Karen’s. 

Box 5  

A subsequent examination of the router log records at 

Karen’s home showed that her phone disconnected from 

her home wifi because she was out of range. This where 

she claimed to be at the time of the assault.  

GRAPHIC 44 

Karen on laptop at her house, 
router on shelf behind her. Log 

shows that Karen’s device 
disconnected.  

Box 6  

Karen was arrested and charged. GRAPHIC 45 

Karen being arrested. 

 
 
Screen Num: 8 

Objective(s) covered by this screen 

6.2 Identification of digital devices which may be involved in any investigation 

Screen title: Summary 

Component type: Text graphic 

Text on screen Graphics description 

You have reached the end of the Digital Policing – The 

Digital Response module. 

 

A glossary of terms used in this module can be found 

below. 

 

You may now exit the module.  

 

 

Glossary 
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Screen Num: 9 

Objective(s) covered by this screen 

 

Screen title: Glossary 

Component type: Text  

Access point 

An access point is a networking device which can be connected to via an Ethernet cable or 

wifi that then allows the device onto a network.  

Instant Messaging 
Encrypted messages sent over the internet instantly. Examples are WhatsApp and Facebook 
Messenger. 

Geotags 

Process of adding geographical identification data to photographs or videos, websites, 
text messages etc. 
 
This data usually consists of latitude and longitude coordinates. Geotags may sometimes 
include altitude, bearing distance, place names or time stamps.  

Locations data 

Definition 

Information collected by a network or service about where the user’s device is or was located.  

National Decision Model 

Definition 

The National Decision Model (NDM) is a decision-making framework used by the police. Each 
component provides the user with an area for focus and consideration. 

 

 
Graphic: Diagram with Code of Ethics in centre, surrounded by:  

1. Information 

2. Assessment 

3. Powers & Policy 
4. Options 

5. Action & Review 
 

Operating systems 

Definition 
An operating system is an interface that manages computer hardware and software. This can 

be found in devices such as smartphones, tablets, laptops etc. Examples of operating systems 

include Apple iOS, Android, Microsoft Windows. 

Preservation Order 
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Definition 
A preservation order is where the police ask a Telecommunications or Postal Operator or 

service provider to freeze an account to preserve and prevent the deletion of data.  

Principles of Computer-Based Digital Evidence  
Principle 1 – Data Integrity 

No action taken by law enforcement agencies, persons employed within those agencies or 
their agents should change original data which may subsequently be relied upon in court. 

Authorised Digital Forensics examinations may well change the data. This is fully documented 

in the Digital Forensics Case File. 
     

Principle 2 – Competent person 
In circumstances where a person finds it necessary to access original data, that person must 

be competent to do so and be able to give evidence explaining the relevance and the 

implications of their actions. 
 

Principle 3 – Audit trail 
An audit trail or other record of all processes applied to digital evidence should be created 

and preserved. An independent third party should be able to examine those processes and 
achieve the same result. 

 

Principle 4 – Person in charge 
The person in charge of the investigation has overall responsibility for ensuring that the law 

and these principles are adhered to. 

Production Order 

Legal process to undertake asking network to provide the content.  Judge would sign an 

order for a network to produce the data. 

Screen Recorders 

A Screen Recorder is a tool that enables you to capture any area of a screen either as a still 

image (screenshot) or a video file. 

 
 



 

 

Script 

Operation Modify 
Episode 07. Missing Persons 
Support 

  

brightwavegroup.com 



 2/20 
COP104_Script template.dotx 

 

Learning Outcomes 
1. Identify the digital methods that informants such as family members can use 

themselves to help locate a missing person 

1. Mobile Apps 

2. Social networks 

2. Explain what digital connectivity opportunities are available when trying to 

locate a missing person 

1. What might be available from the family router that could assist a 

Missing Person enquiry 

2. What might be available from wifi and mobile data that could assist a 

Missing Person enquiry  

3. Identify initial investigating officer actions with regard to digital opportunities 

to help trace a missing person 

3.1 Golden hour principles 

• conduct initial searches of relevant premises, the extent and nature of 

the search should be recorded 

• conduct PNC/PND name checks  

• consider securing electronic devices, computers, and other 

documentation, (e.g., diaries, financial records and notes) and obtain 

details of usernames and passwords 

• obtain photos of the missing person; these should ideally be a current 

likeness of the missing person and obtained in a digital format 

• obtain details of the individual’s mobile phone and if they have it with 

them; consider referral to specialist support agency  

• obtain details of any vehicles that they may have access to and place 

markers on relevant vehicles on the PNC without delay 

*The bolded ones are covered in the narrative while others are supplementary 

 

07_1_0_110 – Episode Catchup Photostory 

DESCRIPTION 

This pop-up screen appears before the scenes to 

remind/update the learner of the story so far. The 

screen is made up of several frames, each with 

some text and a graphic, which learners can 

more forward or backwards through using arrow 

buttons. 

SCREEN TITLE (5 WORDS MAX) 

The story so far 
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FRAME 1 

FRAME 1 TEXT (75 WORDS MAX) 

You’ve been working on a case involving Mia Zmuda, who is in custody in connection with 

modern slavery offences. 

You uncovered a lot of valuable evidence that has helped specialists to identify the faces of 

some of Mia’s accomplices and victims. 

FRAME 1 GRAPHIC 

Illustration of Mia in the nail bar from episode 1 

FRAME 2 

FRAME 2 TEXT (75 WORDS MAX) 

But today, you’ve been asked to investigate something else. A 15-year-old girl, Katelyn, has 

been reported missing by her father, Geoff, after she did not come home last night. 

FRAME 2 GRAPHIC 

Photo of Katelyn 

FRAME 3 

FRAME 3 TEXT (75 WORDS MAX) 

Katelyn’s father reported her missing this morning. He explained that Katelyn sent him a text 

last night saying that she was staying with her friend.  

Geoff hadn’t been worried at first, but when he called Katelyn’s friend in the morning, she 

said she hadn’t seen or heard from Katelyn in a while, despite them being very close. 

FRAME 3 GRAPHIC 

Illustration of Geoff 

07_1_0_120 – Briefing – Dialogue 

DESCRIPTION 

This screen is the first 'in-game' screen. A non-

playable character briefs the player character on 

the current situation and the scene that they will 

be exploring. 
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CHARACTER PROFILE GRAPHIC 

PC Sophie Saunders 

CHARACTER DIALOGUE TEXT (100 WORDS MAX) 

We need to act fast! The skills you’ve used in other investigations will be useful here too, 

especially when it comes to digital devices. 

Golden hour principles apply to reports of a missing person (MISPER). We need to examine 

the relevant intelligence and evidence as quickly and thoroughly as we can. To make the 

most of what we see in front of us, ensure you pay close attention to both digital and non-

digital evidence and take notes. 

BUTTON TEXT 

OK 

07_1_0_130 – Briefing – Dialogue 

DESCRIPTION 

This screen is the first 'in-game' screen. A non-

playable character briefs the player character on 

the current situation and the scene that they will 

be exploring. 

CHARACTER PROFILE GRAPHIC 

PC Sophie Saunders 

CHARACTER DIALOGUE TEXT (100 WORDS MAX) 

We’ve already carried out a physical search of Geoff and Katelyn’s home. As with any 

missing person investigation, this is a priority action. Now we can begin enquiring about 

digital and other opportunities. 

Geoff has also provided a recent digital photo of his daughter, as well as her phone number. 

Let’s go and talk to him. 

BUTTON TEXT 
OK 
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07_1_0_125 – Alert – Speech Bubble Tape 

DESCRIPTION

 

 

This screen is the first 'in-game' screen. A non-playable character briefs the player character 

on the current situation and the scene that they will be exploring. 

TEXT (100 WORDS MAX) 

Make sure you take a good look around each scene. Pay attention and take your time when 

answering questions because every piece of evidence counts! 
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BUTTON 

OK 

07_2_0_100 – Scene – Geoff’s hallway 

DESCRIPTION 

This screen shows an in-game location that the 

learner can explore. There are several hotspots 

(some hidden) which can lead to pop-up 

interaction screens, or to other locations. Some 

hotspots are unlocked when the learner first 

visits, others can be unlocked through the course 

of the episode. 

GRAPHIC 

Geoff’s hallway: Geoff is standing in front of you. Behind him, you can see a table with a 

smartphone and a router. There’s also a door leading to his daughter’s bedroom. 

INTRO TEXT (20 WORDS MAX) 

Take advantage of the golden hour principles and review what’s in front of you. 

07_2_1_*** – Item – Geoff 

ITEM SCREEN TITLE (5 WORDS MAX) 

Geoff 

07_2_1_100 – Dialogue 

DESCRIPTION 

In this screen, a character talks, but the player 

character has no opportunity to respond. This 

can be used for feedback from branching MCQ 

screens, or where a character gives information 

without an MCQ screen. 

CHARACTER GRAPHIC 

Geoff 
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DIALOGUE (75 WORDS MAX) 

I’ve spoken to Katelyn’s closest friends and none of them know where she is. She’s never 

done anything like this before. I don’t know what to do! 

She has been spending a lot more time online lately, and is constantly talking about the new 

apps she’s using. 

Wherever she’s gone, she’s taken her phone with her, but I haven’t been able to contact her. 

07_2_1_110 – Environment MCQ 

DESCRIPTION 

In this interaction, the player character has to 

make a choice of one of up to three courses of 

action. Depending on the learner's choice they 

may gain points or lose momentum, or be 

routed to another screen. 

GRAPHIC 

Geoff 

TEXT (ONLY USE IF THE BELOW IS OVER 250 CHARACTERS) 

N/A 

QUESTION TEXT (250 CHARACTERS MAX) 

There are several reasonable lines of inquiry here. 

Given the digital focus of your task, what do you want to do first? 

***REDACTED S31 

GENERIC FEEDBACK TEXT 

Katelyn’s father has already told us that she is spending a lot of time online. It is important to 

get a sense of what she does online and to figure out which apps she uses to communicate. 
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07_2_1_115 – Environment 

DESCRIPTION 

This screen describes the scene. Some 

screens of this type show pieces of evidence, 

some on which can be collected once the item 

is completed. 

GRAPHIC 

Illustration of a phone with a question mark icon 

TEXT (75 WORDS MAX) 

Many apps use geolocation. We may be able to use one of them to locate the phone, and 

hopefully Katelyn along with it. 

Finding out what type of phone Katelyn has, and which operating system she is using, could 

help to identify what apps are on the phone to assist in locating her device. 

KNOWLEDGE RESOURCES PROMPT 

You can find out more information about the golden hour and apps that can help 

locate a phone in the Resources. 

07_2_1_120 – Dialogue 

DESCRIPTION 

In this screen, a character talks, but the player 

character has no opportunity to respond. This 

can be used for feedback from branching MCQ 

screens, or where a character gives information 

without an MCQ screen. 

CHARACTER GRAPHIC 

Geoff 

DIALOGUE (75 WORDS MAX) 

Katelyn used to watch a lot of videos online. Lately, she always seems to be playing this new 

game.  
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However, whenever I try to talk to her about it, she doesn’t want to discuss it. 

She doesn’t talk much. She’s always on her phone or borrowing my tablet. 

07_2_1_130 – Environment MCQ 

DESCRIPTION 

In this interaction, the player character has to 

make a choice of one of up to three courses of 

action. Depending on the learner’s choice they 

may gain points or lose momentum, or be 

routed to another screen. 

GRAPHIC 

Illustration of a phone with a gaming app home screen  

TEXT (ONLY USE IF THE BELOW IS OVER 250 CHARACTERS) 

N/A 

QUESTION TEXT (250 CHARACTERS MAX) 

Some apps are not primarily designed for messaging but may include a communication 

feature. Katelyn could have been using this game to message someone. 

What do you want to do? 

ANSWER OPTIONS 

**REDACTED S31 

07_2_1_140 – Dialogue 

DESCRIPTION 

In this screen, a character talks, but the player 

character has no opportunity to respond. This 

can be used for feedback from branching MCQ 

screens, or where a character gives information 

without an MCQ screen. 
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CHARACTER GRAPHIC 

PC Sophie Saunders 

DIALOGUE (75 WORDS MAX) 

It seems that spending so much time using apps and playing games is out of character for 

Katelyn. She may have been communicating with someone online. 

We need to assess risk based on that and, if necessary, contact a specialist unit dealing with 

safeguarding and other public protection issues for further guidance. 

Geoff also mentioned that he has a tablet that Katelyn often borrows. We should look at that 

too. 

KNOWLEDGE RESOURCES PROMPT 

You can find out more information about the National Decision Model (NDM) in the 

Resources 

07_2_2_*** – Item – Geoff’s phone 

ITEM SCREEN TITLE (5 WORDS MAX) 

Geoff’s phone 

07_2_2_100 – Environment MCQ 

DESCRIPTION 

In this interaction, the player character has to 

make a choice of one of up to three courses of 

action. Depending on the learner's choice they 

may gain points or lose momentum, or be 

routed to another screen. 

GRAPHIC 

Smartphone with a messaging app open (if there is not enough space for all these messages 

then cut it off from the top so Geoff’s messages can be seen) 

Message 1 (from Katelyn, 19:00)  

Hi dad, I’m staying at Becky’s tonight so won’t need dinner. See you tomorrow! 

Message 2 (from Geoff, 08:25)  

Hi love, what time are you coming home? 
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Message 3 (from Geoff, 10:02)  

It’s ok if you want to stay out for a bit, can you please just let me know where you are? 

Message 3 (from Geoff 11:49)  

Katelyn, please call me. I’m getting worried. 

TEXT (ONLY USE IF THE BELOW IS OVER 250 CHARACTERS) 

Geoff tells you that the last message he received from Katelyn was at 7pm last night, when 

she let him know that she wouldn’t need any dinner as she was staying over at a friend’s 

place. 

QUESTION TEXT (250 CHARACTERS MAX) 

Geoff tells you that he has sent her several messages since then but hasn’t received a reply. 

What do you want to ask Geoff next? 

ANSWER OPTIONS 

***REDACTED S31 

 
07_8_2_110 – Message 

DESCRIPTION 

This is a message from a character. It is 

triggered by completing a certain hotspot item, 

and pops up automatically in the scene once 

this item has been completed. It can also be 

accessed again from a tab in the mobile phone 

menu. 

MESSAGE NAME (START OF MESSAGE, UP TO 19 CHARACTERS) 

Did you notice … 

CHARACTER PROFILE GRAPHIC 

PC Sophie Saunders 

MESSAGE TEXT  

Did you notice that this messaging app has read receipts for each message? They show that 

all Geoff’s messages have been read. If Katelyn still has her phone with her, she’s choosing 

not to reply. 
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We’ll try calling her, but it’s important to limit our calls. We don’t want to scare her off! It’s 

probably better to text her from an organisationally approved device. 

07_2_3_*** – Item – Router 

ITEM SCREEN TITLE (5 WORDS MAX) 

Router 

07_2_3_100 – Environment 

DESCRIPTION 

This screen describes the scene. Some 

screens of this type show pieces of evidence, 

some on which can be collected once the item 

is completed. 

GRAPHIC 

Illustration of the router on the table 

TEXT (75 WORDS MAX) 

Before contacting a Digital Media Investigator (DMI) to access Geoff’s router, consider a risk 

assessment to determine whether it is necessary. 

A router could give us an indication of whether Katelyn has been using any devices we 

haven’t found yet, or if any friends have visited her here. 

07_2_3_110 – Environment 

DESCRIPTION 

This screen describes the scene. Some 

screens of this type show pieces of evidence, 

some on which can be collected once the item 

is completed. 

GRAPHIC 

Illustration of the router on the table 
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TEXT (75 WORDS MAX) 

Revisiting the data held on this router could be a useful line of einquiry later in the case. If 

Katelyn doesn’t want to be found, she may come back home and leave again when Geoff 

isn’t around. The router may capture a record of this if her device connects to it. 

KNOWLEDGE RESOURCES PROMPT 

You can find out more information about risk assessments in the Resources. 

07_2_0_110 – Scene – Katelyn’s bedroom 

DESCRIPTION 

This screen shows an in-game location that the 

learner can explore. There are several hotspots 

(some hidden) which can lead to pop-up 

interaction screens, or to other locations. Some 

hotspots are unlocked when the learner first 

visits, others can be unlocked through the course 

of the episode. 

GRAPHIC 

Katelyn’s bedroom: The room has a desk and a bed. The door back to the hallway is open. 

There’s a tablet on the bed and a mobile charger plugged into the wall next to a bedside 

table. There are posters on the walls and a small pile of promotional flyers on the desk.  

INTRO TEXT (PROMPT) 

Take advantage of the golden hour principles and review what’s in front of you. 

07_2_4_*** – Item – Geoff’s tablet 

ITEM SCREEN TITLE (5 WORDS MAX) 

Geoff’s tablet 

07_2_4_100 – Environment MCQ 

DESCRIPTION 

In this interaction, the player character has to 

make a choice of one of up to three courses of 

action. Depending on the learner's choice they 

may gain points or lose momentum, or be 

routed to another screen. 
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GRAPHIC 

Illustration of the tablet on the bed 

TEXT (ONLY USE IF THE BELOW IS OVER 250 CHARACTERS) 

Geoff tells you this is his tablet, and that Katelyn often uses it. He unlocks it and opens the 

game that Katelyn has been playing. 

QUESTION TEXT (250 CHARACTERS MAX) 

Katelyn’s account logs in automatically and, as Geoff explores the app, you notice that she 

has been spending a lot of time on private chat. 

What do you want to do? 

ANSWER OPTIONS 

**REDACTED S31 

 

07_2_4_110 – Dialogue 

DESCRIPTION 

In this screen, a character talks, but the player 

character has no opportunity to respond. This 

can be used for feedback from branching MCQ 

screens, or where a character gives information 

without an MCQ screen. 

CHARACTER GRAPHIC 

PC Sophie Saunders 

DIALOGUE (75 WORDS MAX) 

Geoff’s tablet has numerous apps on it that he says Katelyn has been using. Apps can give 

us information about the different devices and wifi networks that have been used to access 

the account. 

We know that the messages Geoff sent to Katelyn in the messaging app have been seen on 

her phone. A specialist might be able to use the information contained within this tablet to 

identify the Internet Protocol (IP) address of the location where they were accessed. 
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Mobile apps like this are good sources of communication and location. It might take some 

time to get this information through the provider, but we should still record it as an 

opportunity. 

07_2_4_120 – Environment 

DESCRIPTION 

This screen describes the scene. Some 

screens of this type show pieces of evidence, 

some on which can be collected once the item 

is completed. 

GRAPHIC 

Illustration of the same tablet, this time with the notifications tab pulled down from the top of 

the screen. An unread message can be seen from someone called Sebastian (message text 

below). 

MESSAGE TEXT 

Are you still OK to meet later at the party? 

TEXT (75 WORDS MAX) 

Geoff pulls down the notifications tab on his tablet and shows you an unread message from 

someone called Sebastian, which was sent last night. 

Geoff tells you that he was not aware of a party and has never heard Katelyn mention the 

name Sebastian. 

07_2_4_130 – Dialogue 

DESCRIPTION 

In this screen, a character talks, but the player 

character has no opportunity to respond. This 

can be used for feedback from branching MCQ 

screens, or where a character gives information 

without an MCQ screen. 

CHARACTER GRAPHIC 

PC Sophie Saunders 
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DIALOGUE (75 WORDS MAX) 

Assessing what Geoff has told us indicates that Katelyn could be in danger. We need to 

review the risks involved, starting with finding out who Sebastian is. Hopefully that will give 

us a clue as to where Katelyn has gone. 

We’ll put out a media appeal on the force’s social media account and consider other 

accounts that Katelyn may use frequently.  

It’s important to get Katelyn’s friends to share our post so as to increase the chances that 

she will see it. I’m sure Geoff can help us with that. 

07_2_5_*** – Item – Phone charger 

ITEM SCREEN TITLE (5 WORDS MAX) 

Phone charger 

07_2_5_100 – Dialogue 

DESCRIPTION 

In this screen, a character talks, but the player 

character has no opportunity to respond. This 

can be used for feedback from branching MCQ 

screens, or where a character gives information 

without an MCQ screen. 

CHARACTER GRAPHIC 

PC Sophie Saunders 

DIALOGUE (75 WORDS MAX) 

Katelyn hasn’t taken her mobile phone charger with her, which suggests that she wasn’t 

planning on staying out for long. Her phone might be running out of battery. 

There’s another charger here too – it looks like it could be for a smartwatch. Maybe she’s still 

wearing it. If we can find out which app it’s connected to, it might give us an indication of her 

whereabouts. 

07_2_6_*** – Item – Promotional flyer for Mia’s Nail Bar 

ITEM SCREEN TITLE (5 WORDS MAX) 

Promotional flyer for Mia’s Nail Bar 



 17/20 
COP104_Script template.dotx 

 

07_7_6_100 – Bonus Item 

DESCRIPTION 

When the learner clicks on a special hidden 

hotspot within one of the scenes, a small pop-

up appears, and they collect a hidden bonus 

item and points. 

BONUS ITEM GRAPHIC 

Illustration of a promotional flyer for Mia’s Nail Bar. 

TEXT (25 WORDS MAX) 

It looks like Katelyn has been visiting Mia’s Nail Bar. This flyer is offering a 10% discount to 

repeat customers. 

07_2_7_*** – What happened next? 

ITEM SCREEN TITLE (5 WORDS MAX) 

What happened next? 

07_8_7_100 – Message 

DESCRIPTION 

This is a message from a character. It is 

triggered by completing a certain hotspot item, 

and pops up automatically in the scene once 

this item has been completed. It can also be 

accessed again from a tab in the mobile phone 

menu. 

MESSAGE NAME (START OF MESSAGE, UP TO 19 CHARACTERS) 

Great work today … 

CHARACTER PROFILE GRAPHIC 

PC Sophie Saunders 

MESSAGE TEXT  

Great work today. We really took advantage of the golden hour and made the most of the 

digital opportunities that we had. We have some promising leads and hopefully Katelyn will 

be found soon. 
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We’ve done all we can here. Let’s go back to the station and see if there’s anything else we 

can do to help find her. 

07_2_7_110 – Photostory 

DESCRIPTION 

This summary screen will work in the same way 

as ‘The Story So Far’ summary screens, and will 

allow learners to see the outcome of this case, as 

we will not be revisiting it in future episodes. 

SCREEN TITLE (5 WORDS MAX) 

What happened next? 

FRAME 1 

FRAME 1 TEXT (75 WORDS MAX) 

Thanks for all your hard work on this case. Responding quickly and asking the right 

questions during the golden hour made all the difference. 

I have some good news – Katelyn has been found! 

FRAME 1 GRAPHIC 

Sergeant Jasmine Allen in the police station (not the debrief background, the office) 

FRAME 2 

FRAME 2 TEXT (75 WORDS MAX) 

As soon as you provided the details of Katelyn’s phone, I contacted the Communications 

Data Investigations – Single Point of Contact (CDI-SPoC) to ‘ping’ the phone using location-

based services (LBS) and get the location data. 

They were able to identify the area where the device was last live before it ran out of battery, 

and we found the location of the party nearby.  

FRAME 2 GRAPHIC 

Illustration of Katelyn’s phone 
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FRAME 3 

FRAME 3 TEXT (75 WORDS MAX) 

Before we could begin to search that location for Katelyn, she came back of her own accord. 

She’d met a man online and had been communicating with him via the messaging function in 

her game app. 

The man, who called himself Sebastian, had been giving Katelyn many gifts and 

compliments. 

FRAME 3 GRAPHIC 

Illustration of the messaging app in the game. Messages read:  

Sebastian: Did you like my gift? 

Katelyn: I love it! 

Sebastian: It suits you. I think you’re beautiful. Can’t wait to meet you. 

FRAME 4 

FRAME 4 TEXT (75 WORDS MAX) 

She went to the party to meet Sebastian in person but, when she arrived, she realised that 

he was not 15 years old as he had claimed. 

Katelyn left the party but didn’t want to go home as she had lied to her father. She knew that 

he would be upset and wanted to avoid a difficult conversation. 

FRAME 4 GRAPHIC 

Illustration of a girl walking alone at night  

FRAME 5 

FRAME 5 TEXT (75 WORDS MAX) 

Her friend Christine Casey was home alone, so Katelyn spent the night at her place. 

She didn’t realise that her father had reported her missing until she saw the post you shared 

on social media. 

FRAME 5 GRAPHIC 

Illustration of a social media post asking for information with the photo of Katelyn 

Frame 6 

FRAME 6 TEXT (75 WORDS MAX) 

Katelyn’s friend Christine is the daughter of Mia’s neighbour, Mary, who you spoke to in 

relation to the incidents at Mia’s Nail Bar. 
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Although there is no reason to suspect that these two cases are related, it’s worth keeping 

this link in mind. 

FRAME 6 GRAPHIC 

Illustration of Mary from episode 3 

07_3_0_*** – Debrief 

07_3_0_100 – Debrief Introduction 

DESCRIPTION 

Once all the items in the scenes have been 

visited, a pop-up appears, with a character 

telling the learner that the investigation stage 

is complete and to continue to the debrief. 

CHARACTER PROFILE GRAPHIC 

PC Sophie Saunders 

CHARACTER DIALOGUE TEXT 

I’m so glad that Katelyn has been found safe and well! It’s amazing how much of a difference 

acting quickly and efficiently to gather the right information can make. 

It’s time to head to the debrief. Do you need to review your records of the scene first? I saw 

something familiar in Katelyn’s room, a promotion for a business we know well. Did you spot 

that too? 

Sergeant Allen will want to know that we maximised the golden hour principles and made the 

most of the digital opportunities to trace Katelyn. If you need to revisit any of the resources, it 

might be a good idea to do that first. You can return to the debrief when you’re ready via the 

phone icon.  

BUTTON TEXT 

Review Scene 

BUTTON TEXT 

Start Debrief 

07_3_0_110 – Debrief Question – MCQ Multi  

**REDACTED S31 






	Structure Bookmarks
	Date:     11 March 2022 
	Date:     11 March 2022 
	Our Reference:  FOIA-2022-012 
	 
	RE: Freedom of Information Act 2000 Request 
	  
	I write in response to your Freedom of Information Act 2000 (or ‘FoIA 2000’) request dated 16 January 2022, for the following information: 
	 
	1a: The full training produced by the College of Police regarding non-consensual sharing of intimate images 
	1b: Information regarding when this training was produced, how long it has been available for, and how it is made available. 
	2a: The full training produced by the College of Police regarding investigations involving messaging apps, including end-to-end encrypted apps such as WhatsApp. 
	2b: Information regarding when this training was produced, how long it has been available for, and how it is made available. 
	3a: The full training produced by the College of Police regarding investigations involving collecting evidence from internet companies 
	3b: Information regarding when this training was produced, how long it has been available for, and how it is made available. 
	 
	Decision 
	 
	When a request for information is made under FoIA 2000, a public authority has a general duty under section 1(1) of the Act to inform an applicant whether the requested information is held. There is then a general obligation to communicate that information to the applicant. If a public authority decides that the information should not be disclosed because an exemption applies, it must, under section 17(1) cite the appropriate section or exemption of the Act and provide an explanation for relying upon it.  
	 
	It is important to note that a freedom of information request is not a private transaction. Both the request itself and any information disclosed are considered suitable for open publication, that is, once access to information is granted to one person under the legislation, it is then considered public information and must be communicated to any individual should a request be received. In light of this, our responses and disclosures are published on our external website at a later date.  
	 
	Decision 
	 
	After conducting careful searches relating to your request, I can confirm there is information held in relation to your request. I have addressed each part of your request in turn below. 
	 
	1a: The full training produced by the College of Police regarding non-consensual sharing of intimate images 
	In relation to the non-consensual sharing of intimate images of adults, our training inputs align with the advice in the following Authorised Professional Practice on 
	In relation to the non-consensual sharing of intimate images of adults, our training inputs align with the advice in the following Authorised Professional Practice on 
	Revenge Pornography APP (pnn.police.uk)
	Revenge Pornography APP (pnn.police.uk)

	 

	In addition, we have elements embedded within our domestic abuse training and sexual offences training which are linked to relevant behaviour, including coercive control and stalking and harassment. We set learning standards within the national curriculum which are licenced to forces for local delivery. 
	1b: Information regarding when this training was produced, how long it has been available for, and how it is made available. 
	The revenge pornography APP was first published in 2016 and was updated in 2021. It is available publically through our Authorised Professional Practice website at the above link. 
	2a: The full training produced by the College of Police regarding investigations involving messaging apps, including end-to-end encrypted apps such as WhatsApp. 
	The training captured by this request has been disclosed alongside this letter.  
	Disclosure 1 is the transcript from the ‘sex, lies and video sharing’ case study video. It forms part of the College’s Digital Policing Foundation 1 programme.  
	Disclosure 2 is the script from an e-learning module on how to look at an incident from a digital perspective. 
	Disclosure 3 is a script from one of the episodes of Operation Modify, which focuses on digital policing in a missing persons investigation 
	Some of the information within the disclosed documents has been withheld under the following exemptions, S40 (personal information) and S31 (law enforcement)  
	An explanation as to why we consider these exemptions to be engaged can be found at Appendix A. 
	In addition to the attached training, please see 
	In addition to the attached training, please see 
	Digital media investigator programme (DMI) – initial module | College of Policing
	Digital media investigator programme (DMI) – initial module | College of Policing

	 which may be of interest. 

	2b: Information regarding when this training was produced, how long it has been available for, and how it is made available. 
	Disclosure 1, Sex lies and video sharing, was released on 15 April 2020 
	Disclosure 2, the digital response, was released on 22 October 2019 
	Disclosure 3, Operation Modify, episode 7 MISPER support was released on 8 March 2021 
	All of these are available through College Learn 
	3a: The full training produced by the College of Police regarding investigations involving collecting evidence from internet companies 
	The training captured by this request has been disclosed alongside this letter.  
	Disclosure 4 is a supporting document for one of the Operation Modify episodes and contains information about accessing data from the cloud. 
	Disclosure 5 is a supporting document for one of the Operation Modify episodes and contains information about Data Mining. 
	In addition to the attached training, please see the 
	In addition to the attached training, please see the 
	Communications data investigation | College of Policing
	Communications data investigation | College of Policing

	 which may be of interest. 

	3b: Information regarding when this training was produced, how long it has been available for, and how it is made available. 
	Disclosure 4, Episode 3 of Operation Modify, was released on 11 January 2020 
	Disclosure 5, Episode 9 of Operation Modify was released on 6 April 2021 
	Both of these are available through College Learn 
	In addition, the College also holds information on wider investigation training, which may include elements that are relevant to the above areas but do not specifically reference them.  
	The Professionalising Investigation Programme (PIP) was implemented in 2003. It provides a structured and consistent development and maintenance programme for investigative skills. It delivers the capability to conduct professional investigations at all levels in the police service and in other sectors of law enforcement.  The PIP structure sets out a incremental learning programme of four levels: 
	·         PIP level 1 – priority and volume crime investigations   
	·         PIP level 2 – serious and complex investigations   
	·         PIP level 3 – major investigations   
	·         PIP level 4 – strategic management of highly complex investigations.   
	  
	Operation Modify is an interactive resource that helps learners develop their understanding of digital opportunities for intellifence and investigation, one episode at a time. Relevant elements of the currently available Operation Modify episodes have been disclosed as part of this FOI response. Further information can be found 
	Operation Modify is an interactive resource that helps learners develop their understanding of digital opportunities for intellifence and investigation, one episode at a time. Relevant elements of the currently available Operation Modify episodes have been disclosed as part of this FOI response. Further information can be found 
	here
	here

	. 

	 
	There is also Authorised Professional Practice (APP) on these areas which may also be of interested and can be accessed on our APP website 
	There is also Authorised Professional Practice (APP) on these areas which may also be of interested and can be accessed on our APP website 
	here
	here

	 

	 
	Please be advised that t
	Please be advised that t
	he information supplied to you is and continues to be protected by Copyright law.  Unless expressly permitted by law, any re-use, adaptation or sharing of College information, in whole or in part, requires permission from the College of Policing.  To request permission please contact the College’s Copyright and Licensing Team at 
	Copyright&Licensing@college.pnn.police.uk
	Copyright&Licensing@college.pnn.police.uk

	  

	  
	Information you receive may also include third party owned information. Such information must not be reproduced, adapted or shared, in whole or in part, without first obtaining the permission from the third party rights holder(s). 
	 
	I trust this letter answers your questions. Your rights are provided in Appendix B. 
	 
	Yours sincerely, 
	 
	Sarah Lawrence | Legal Advisor 
	Information Management and Legal Team 
	College of Policing 
	 
	Email:   
	Email:   
	FOI@college.pnn.police.uk
	FOI@college.pnn.police.uk

	  Website:  
	www.college.police.uk
	www.college.police.uk

	 

	Appendix A 
	 
	Section 40(2) – Personal information states:  
	 
	Any information to which a request for information relates is also exempt information if –  
	a) it constitutes personal data which do not fall within subsection (1), and  
	b) either the first or the second condition below is satisfied”  
	 
	Under section 40(2) by virtue of section 40(3A)(a), personal data of a third party can be withheld if it would breach any of the data protection principles to disclose it.  
	 
	The two main elements of personal data are that the information must ‘relate’ to a living person and that the person must be identifiable. Information will relate to a person if it is about them, linked to them, has some biographical significance for them, is used to inform decisions affecting them, or has them as its main focus or impacts on them in any way. In this instance, the information ‘relates to’ the name of a victim used as part of the case study. Given that the details of the case are included in
	 
	The College has considered whether disclosure of the personal data would breach the first data protection principle, which states that ‘Personal data shall be processed fairly and lawfully.’ We are of the view that there would be no legitimate expectation on the part of the data subject that the College would disclose this information. It is our view that the data subject would have a reasonable expectation that this information would not be disclosed and it would not be fair to them to put this information
	 
	Section 31(1) Law Enforcement states: 
	 
	Information may be exempt under section 31(1) if its disclosure would, or would be likely to, prejudice -  
	(a) the prevention or detection of crime,  
	(b) the apprehension or prosecution of offenders.  
	 
	We acknowledge that to disclose information about how police officers are trained and assessed would allow the public to better understanding the nature of the work we do and the way in which we support 
	policing. It would also help to provide reassurance of the training that police officers receive and the subsequent assessment they go through to test that learning. However, while the College is committed to being open and transparent, and recognises the public interest in this information, we consider that releasing assessment information would undermine the integrity of the training process. In is essential that police officers and staff receive appropriate training to ensure that they possess the necess
	 
	 
	 
	 
	  
	Appendix B 
	Rights 
	 
	If you are dissatisfied with the handling procedures or the decision of the College of Policing made under the Freedom of Information Act 2000 (the Act) regarding access to information you can request that the decision is reviewed internally.  
	 
	Internal review requests should be made in writing, within forty (40) working days from the date of the refusal notice, and addressed to:  FOI team, Central House, Beckwith Knowle, Otley Road, Harrogate, North Yorkshire, HG3 1UF or email: 
	Internal review requests should be made in writing, within forty (40) working days from the date of the refusal notice, and addressed to:  FOI team, Central House, Beckwith Knowle, Otley Road, Harrogate, North Yorkshire, HG3 1UF or email: 
	FOI@college.pnn.police.uk
	FOI@college.pnn.police.uk

	  

	 
	In all possible circumstances the College of Policing will aim to respond to your request for internal review within 20 working days. 
	 
	The Information Commissioner 
	If, after lodging an internal review request with the College of Policing you are still dissatisfied with the decision you may make application to the Information Commissioner for a decision on whether the request for information has been dealt with in accordance with the requirements of the Act. 
	 
	For information on how to make application to the Information Commissioner please visit their website at 
	For information on how to make application to the Information Commissioner please visit their website at 
	https://ico.org.uk/for-the-public/official-information/
	https://ico.org.uk/for-the-public/official-information/

	. 

	 
	Alternatively, write to:  
	Information Commissioner's Office 
	Wycliffe House 
	Water Lane 
	Wilmslow 
	Cheshire 
	SK9 5AF 
	Phone:  0303 123 1113 
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	Script 
	Module title: The digital response 
	  
	 
	Curriculum Code: IVSTX435 
	Course ID: CoP_DS_466 
	Version: 1.3 
	Date: 03/07/2019 
	 
	Module description 
	This e-learning module covers how to look at an incident from a digital perspective. From the initial call to arriving at a crime scene, this module looks at applying a digital investigative mindset, advising users on capturing online content and giving security advice, digital hygiene, searching a digital scene, recording and collating devices and introduces digital specialist roles.  
	Module duration 
	20 minutes. 
	 
	E-learning script 
	Page 1 
	 
	Screen Num: 1 
	Screen Num: 1 
	Screen Num: 1 
	Screen Num: 1 
	Screen Num: 1 


	Objective(s) covered by this screen 
	Objective(s) covered by this screen 
	Objective(s) covered by this screen 


	1.4 Influences of technology and devices in a policing context 
	1.4 Influences of technology and devices in a policing context 
	1.4 Influences of technology and devices in a policing context 
	a) First point of contact, social media etc. 
	a) First point of contact, social media etc. 
	a) First point of contact, social media etc. 


	d)   Community engagement 
	3.  Describe the ways in which technology may be used in every day policing 
	3.1 How technology may be used in a policing context 
	a) Community engagement 
	a) Community engagement 
	a) Community engagement 

	b) Managing incidents (instant messaging, public appeals for information etc.) 
	b) Managing incidents (instant messaging, public appeals for information etc.) 

	c) Enhancing investigations (device location, attributions etc.) 
	c) Enhancing investigations (device location, attributions etc.) 

	d) Enhancing communications 
	d) Enhancing communications 




	Screen title: Recognising digital elements 
	Screen title: Recognising digital elements 
	Screen title: Recognising digital elements 




	Component type: Text graphic 
	Component type: Text graphic 
	Component type: Text graphic 
	Component type: Text graphic 
	Component type: Text graphic 



	Text on screen 
	Text on screen 
	Text on screen 
	Text on screen 

	Graphics description 
	Graphics description 


	Welcome to the Digital Policing: The digital response course  
	Welcome to the Digital Policing: The digital response course  
	Welcome to the Digital Policing: The digital response course  
	 
	Glossary of terms 
	Some key words and terms are marked with an *asterisk* (as the example shows here)  on page 1 and 2. These  are explained in a glossary at the end of Page 2 if required. 


	Technology has had a huge impact on policing and it changes every day.  
	Technology has had a huge impact on policing and it changes every day.  
	Technology has had a huge impact on policing and it changes every day.  

	Break into rows with text and icon graphic. 
	Break into rows with text and icon graphic. 
	No graphic for this row 


	We use technology as a first point of contact through social media and police now engage with the public directly via their own accounts. 
	We use technology as a first point of contact through social media and police now engage with the public directly via their own accounts. 
	We use technology as a first point of contact through social media and police now engage with the public directly via their own accounts. 

	GRAPHIC 1 
	GRAPHIC 1 
	Icon graphic – police officer using smartphone. Social media icons around smartphone. 


	We manage incidents using *instant messaging* through tablets and smartphones. We do public appeals with digital campaigns. 
	We manage incidents using *instant messaging* through tablets and smartphones. We do public appeals with digital campaigns. 
	We manage incidents using *instant messaging* through tablets and smartphones. We do public appeals with digital campaigns. 

	GRAPHIC 2 
	GRAPHIC 2 
	Icon graphic – Desktop monitor with police webpage, smartphone with instant messages. 


	Investigations are enhanced because we can use location data to link activity to devices and sometimes individuals. 
	Investigations are enhanced because we can use location data to link activity to devices and sometimes individuals. 
	Investigations are enhanced because we can use location data to link activity to devices and sometimes individuals. 
	 

	GRAPHIC 3 
	GRAPHIC 3 
	Icon graphic – House with cellular tower next to it. Radio frequency waves pointing towards the house. 


	Every crime now has some digital element but not all data is relevant. So how do we recognise what’s relevant and proportionate data? 
	Every crime now has some digital element but not all data is relevant. So how do we recognise what’s relevant and proportionate data? 
	Every crime now has some digital element but not all data is relevant. So how do we recognise what’s relevant and proportionate data? 

	Text in call-out box. 
	Text in call-out box. 




	 
	 
	 
	Screen Num: 2 
	Screen Num: 2 
	Screen Num: 2 
	Screen Num: 2 
	Screen Num: 2 


	Objective(s) covered by this screen 
	Objective(s) covered by this screen 
	Objective(s) covered by this screen 


	3.2 Considerations in the use of technology within policing 
	3.2 Considerations in the use of technology within policing 
	3.2 Considerations in the use of technology within policing 
	a) Legal restrictions on investigatory use of technology 
	a) Legal restrictions on investigatory use of technology 
	a) Legal restrictions on investigatory use of technology 

	b) Digital footprint, personal and work devices 
	b) Digital footprint, personal and work devices 


	6.4. Forensic considerations for crime scenes involving digital devices  
	 
	a. What is and is not possible  
	b. Forensic strategy (including proportionality, objective setting etc.)  
	c. Legislation and policy governing search and seizure of devices  
	d. ACPO Principles of Computer Based Digital Evidence  
	 


	Screen title: Investigative mindset 
	Screen title: Investigative mindset 
	Screen title: Investigative mindset 


	Component type: Hotspot 
	Component type: Hotspot 
	Component type: Hotspot 



	Text on screen 
	Text on screen 
	Text on screen 
	Text on screen 

	Graphics description 
	Graphics description 




	Whatever your role in an investigation, applying an investigative mindset, while adhering to the *four Principles of Computer-Based Digital Evidence*, will assist with providing evidential data and help protect it from changing, getting lost or generating unwanted information.  
	Whatever your role in an investigation, applying an investigative mindset, while adhering to the *four Principles of Computer-Based Digital Evidence*, will assist with providing evidential data and help protect it from changing, getting lost or generating unwanted information.  
	Whatever your role in an investigation, applying an investigative mindset, while adhering to the *four Principles of Computer-Based Digital Evidence*, will assist with providing evidential data and help protect it from changing, getting lost or generating unwanted information.  
	Whatever your role in an investigation, applying an investigative mindset, while adhering to the *four Principles of Computer-Based Digital Evidence*, will assist with providing evidential data and help protect it from changing, getting lost or generating unwanted information.  
	Whatever your role in an investigation, applying an investigative mindset, while adhering to the *four Principles of Computer-Based Digital Evidence*, will assist with providing evidential data and help protect it from changing, getting lost or generating unwanted information.  
	 
	Click all the options to find out more 

	 
	 


	Hotspot 1 – Understanding the source 
	Hotspot 1 – Understanding the source 
	Hotspot 1 – Understanding the source 


	Ask yourself: 
	Ask yourself: 
	Ask yourself: 
	 
	• What are the aims and objectives of the investigation?  
	• What are the aims and objectives of the investigation?  
	• What are the aims and objectives of the investigation?  

	• What is being investigated? 
	• What is being investigated? 

	• What is likely to further the investigation? 
	• What is likely to further the investigation? 



	GRAPHIC 5 
	GRAPHIC 5 
	Question mark icon. 


	Hotspot 2 – Planning & preparation 
	Hotspot 2 – Planning & preparation 
	Hotspot 2 – Planning & preparation 


	Whether it’s a real time or planned operation, consider the National Decision Model (NDM) and ask yourself: 
	Whether it’s a real time or planned operation, consider the National Decision Model (NDM) and ask yourself: 
	Whether it’s a real time or planned operation, consider the National Decision Model (NDM) and ask yourself: 
	 
	• What data needs to be gathered, how do I get it and where is it stored? 
	• What data needs to be gathered, how do I get it and where is it stored? 
	• What data needs to be gathered, how do I get it and where is it stored? 

	• What are the risks and threats when gathering the data? 
	• What are the risks and threats when gathering the data? 

	• Can the data be lost, corrupted or overwritten? 
	• Can the data be lost, corrupted or overwritten? 

	• Is it proportionate to acquire all data on a device or from a service provider? 
	• Is it proportionate to acquire all data on a device or from a service provider? 

	• Which legal powers and policies do I need to obtain or preserve the data? Investigatory Powers Act (IPA), Police and Criminal Evidence Act (PACE), Data Protection Act (DPA), *Preservation or Production Orders*.  
	• Which legal powers and policies do I need to obtain or preserve the data? Investigatory Powers Act (IPA), Police and Criminal Evidence Act (PACE), Data Protection Act (DPA), *Preservation or Production Orders*.  


	 
	These are the minimum powers and policies you should be considering and you should refer to local policies and procedures. 

	GRAPHIC 6 
	GRAPHIC 6 
	Question mark icon turning into a lightbulb icon 


	Hotspot 3 – Examination 
	Hotspot 3 – Examination 
	Hotspot 3 – Examination 


	The forensic strategy maximises the potential for material to be recovered during a crime scene examination in an effective and efficient manner. This can provide information that can be used in interviews or allow you to prioritise lines of enquiry. Ask yourself: 
	The forensic strategy maximises the potential for material to be recovered during a crime scene examination in an effective and efficient manner. This can provide information that can be used in interviews or allow you to prioritise lines of enquiry. Ask yourself: 
	The forensic strategy maximises the potential for material to be recovered during a crime scene examination in an effective and efficient manner. This can provide information that can be used in interviews or allow you to prioritise lines of enquiry. Ask yourself: 
	 
	• What can I realistically examine? 
	• What can I realistically examine? 
	• What can I realistically examine? 

	• Which specialist roles need to be involved from an early stage so we can secure relevant, proportional and best evidence?  
	• Which specialist roles need to be involved from an early stage so we can secure relevant, proportional and best evidence?  


	 
	It is important to prioritise as essential data may be lost if not acted on immediately: for example, a router’s data records may only be kept for a few hours. 

	GRAPHIC 7 
	GRAPHIC 7 
	Lightbulb icon 


	Hotspot 4 – Recording & Collation 
	Hotspot 4 – Recording & Collation 
	Hotspot 4 – Recording & Collation 


	Make a record of devices and services that can provide data based on the incident.  
	Make a record of devices and services that can provide data based on the incident.  
	Make a record of devices and services that can provide data based on the incident.  
	 

	GRAPHIC 8 
	GRAPHIC 8 
	Lightbulb icon with filament 
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	Even if you don’t know what is relevant, this information can be passed on to a specialist who will know and can extract key evidence. 
	Even if you don’t know what is relevant, this information can be passed on to a specialist who will know and can extract key evidence. 


	Hotspot 5 – Evaluation 
	Hotspot 5 – Evaluation 
	Hotspot 5 – Evaluation 


	Ask yourself: 
	Ask yourself: 
	Ask yourself: 
	 
	• Did the data recovered aid the investigation? 
	• Did the data recovered aid the investigation? 
	• Did the data recovered aid the investigation? 

	• Did I request and receive the right data?  
	• Did I request and receive the right data?  

	• Do I understand the data I’ve received? 
	• Do I understand the data I’ve received? 

	• Am I overwhelmed by the amount of data recovered?  
	• Am I overwhelmed by the amount of data recovered?  


	 
	• Continual evaluation and reflection of why we did what we did, based on the information we had at the time, make our investigations more successful. 
	• Continual evaluation and reflection of why we did what we did, based on the information we had at the time, make our investigations more successful. 
	• Continual evaluation and reflection of why we did what we did, based on the information we had at the time, make our investigations more successful. 
	• Continual evaluation and reflection of why we did what we did, based on the information we had at the time, make our investigations more successful. 
	7.1 Digital evidence opportunities – Internet, intelligence and investigations  
	7.1 Digital evidence opportunities – Internet, intelligence and investigations  
	7.1 Digital evidence opportunities – Internet, intelligence and investigations  

	7.1 Digital evidence opportunities – Internet, intelligence and investigations  
	7.1 Digital evidence opportunities – Internet, intelligence and investigations  






	GRAPHIC 9 
	GRAPHIC 9 
	Lightbulb icon lit up 




	 
	Screen Num: 3 
	Screen Num: 3 
	Screen Num: 3 
	Screen Num: 3 
	Screen Num: 3 


	Objective(s) covered by this screen 
	Objective(s) covered by this screen 
	Objective(s) covered by this screen 


	 
	 
	 


	Screen title: The report 
	Screen title: The report 
	Screen title: The report 


	Component type: Text graphic 
	Component type: Text graphic 
	Component type: Text graphic 



	Text on screen 
	Text on screen 
	Text on screen 
	Text on screen 

	Graphics description 
	Graphics description 


	Lena Nowak contacts the police to say her ex-partner, Karen Lewis, has been harassing her. 
	Lena Nowak contacts the police to say her ex-partner, Karen Lewis, has been harassing her. 
	Lena Nowak contacts the police to say her ex-partner, Karen Lewis, has been harassing her. 
	 
	Karen has allegedly set up fake social media accounts and sent threatening messages to Lena.  
	 
	Lena also says Karen has stolen a tablet device belonging to her. 
	 
	You advise her that an officer will be in touch to discuss the incidents.   
	 

	GRAPHIC 10 
	GRAPHIC 10 
	Male call handler taking call from Lena. 
	 




	 
	 
	Screen Num: 4 
	Screen Num: 4 
	Screen Num: 4 
	Screen Num: 4 
	Screen Num: 4 


	Objective(s) covered by this screen 
	Objective(s) covered by this screen 
	Objective(s) covered by this screen 


	 
	 
	 
	a. Advice on obtaining screen shots  
	b. Awareness of archiving tools  
	c. Capture online content  
	d. Tracking stolen devices  
	f. Email header preservation 


	Screen title: The report – question 
	Screen title: The report – question 
	Screen title: The report – question 




	Component type: Multiple choice question (MCQ) – Multi answer 
	Component type: Multiple choice question (MCQ) – Multi answer 
	Component type: Multiple choice question (MCQ) – Multi answer 
	Component type: Multiple choice question (MCQ) – Multi answer 
	Component type: Multiple choice question (MCQ) – Multi answer 



	Text on screen 
	Text on screen 
	Text on screen 
	Text on screen 

	Graphics description 
	Graphics description 




	**REDACTED s31** 
	 
	Screen Num: 5 
	Screen Num: 5 
	Screen Num: 5 
	Screen Num: 5 
	Screen Num: 5 


	Objective(s) covered by this screen 
	Objective(s) covered by this screen 
	Objective(s) covered by this screen 


	Screen title: The initial digital response 
	Screen title: The initial digital response 
	Screen title: The initial digital response 


	Component type: Interactive bullets 
	Component type: Interactive bullets 
	Component type: Interactive bullets 


	 
	 
	 
	a. Advice on obtaining screen shots  
	b. Awareness of archiving tools  
	c. Capture online content  
	d. Tracking stolen devices  
	e. Internet telephony and its uses 
	f. Email header preservation  



	Text on screen 
	Text on screen 
	Text on screen 
	Text on screen 

	Graphics description 
	Graphics description 


	At an early stage of an incident you should be considering sources of data and what you can do to help capture and preserve potential evidence. 
	At an early stage of an incident you should be considering sources of data and what you can do to help capture and preserve potential evidence. 
	At an early stage of an incident you should be considering sources of data and what you can do to help capture and preserve potential evidence. 
	 
	These considerations are device and *operating system*-dependent (Apple iOS, Android etc.) 
	 
	Ask the user what device they have and a quick internet search should provide details on advising the user how to capture this data if they’re unsure.  
	 
	Let’s take a look at these considerations in more depth.  
	 
	Click each option to learn more 

	GRAPHIC 11 
	GRAPHIC 11 
	Question mark icon with caption “Understanding the source” 
	 
	GRAPHIC 12 
	Camera, files, email, locked mobile phone and computer monitor icons 
	 
	Two columns of three bullet points. 
	 
	 
	 


	1 Capturing online content 
	1 Capturing online content 
	1 Capturing online content 


	Screenshots and *screen recordings* are images of data shown on a computer or mobile device. Screenshots can be invaluable as live data can be easily deleted and irretrievable.  
	Screenshots and *screen recordings* are images of data shown on a computer or mobile device. Screenshots can be invaluable as live data can be easily deleted and irretrievable.  
	Screenshots and *screen recordings* are images of data shown on a computer or mobile device. Screenshots can be invaluable as live data can be easily deleted and irretrievable.  
	 
	Other tools also capture online content like a screenshot utility such as Microsoft Office snipping tool and Windows Problem Steps Recorder. Iphone and Microsoft also have screen recorder functionality as do web browsers like Chrome and Firefox. 
	 
	The user should perform this function and forward the data to police. 


	2. Archiving functionality 
	2. Archiving functionality 
	2. Archiving functionality 


	Social media posts and messages can be archived. Tools are available to sort, send and file messages and posts from accounts.  
	Social media posts and messages can be archived. Tools are available to sort, send and file messages and posts from accounts.  
	Social media posts and messages can be archived. Tools are available to sort, send and file messages and posts from accounts.  
	 
	Popular social media sites have sharing options on their posts that allow users to send it to others by email, instant message, text etc. Twitter, for example, has the ability to ‘Mail Tweet,’ where the account owner can email specific messages to a chosen email address.  




	 
	 
	 
	 
	 
	To send it to the police, advise the caller to use an online file transfer tool, like Dropbox or Google Drive, a memory stick or card or email link. 
	 
	Retrieval of this data might differ from force-to-force and you may need help of a digital specialist. 


	3. IP and MAC addresses 
	3. IP and MAC addresses 
	3. IP and MAC addresses 


	An Internet Protocol (IP) address identifies a connection to a network.  
	An Internet Protocol (IP) address identifies a connection to a network.  
	An Internet Protocol (IP) address identifies a connection to a network.  
	This could be an external IP address allocated by Communication Service Providers or an internal IP address which is assigned by the router through the devices connected to its network. 
	Every server, router and any device will be allocated an IP address when it connects to the internet. 
	A Media Access Control (MAC) address is a hardware identification number that uniquely identifies each device on a network. The MAC address is manufactured into every network card and cannot be easily changed. 
	Identifying these addresses can prove when a device connected to a network and what the device was. 


	4. VoIP 
	4. VoIP 
	4. VoIP 


	*Voice Over Internet Protocol (VoIP)* is technology that allows you to make telephone calls over a broadband internet connection such as FaceTime or Skype. Calls are made using a data session through an application. 
	*Voice Over Internet Protocol (VoIP)* is technology that allows you to make telephone calls over a broadband internet connection such as FaceTime or Skype. Calls are made using a data session through an application. 
	*Voice Over Internet Protocol (VoIP)* is technology that allows you to make telephone calls over a broadband internet connection such as FaceTime or Skype. Calls are made using a data session through an application. 
	 
	Asking if there is a record of the call or identifiers such as account web addess (URL), usernames or email addresses linked the call can provide early potential evidence.  


	5. Email header preservation 
	5. Email header preservation 
	5. Email header preservation 


	This is the information embedded into every email message. It contains details to ensure the message gets to its intended recipient correctly.  
	This is the information embedded into every email message. It contains details to ensure the message gets to its intended recipient correctly.  
	This is the information embedded into every email message. It contains details to ensure the message gets to its intended recipient correctly.  
	 
	It may provide information on where the email started by showing the source IP address, how the user accessed the account and the software used including the web mail provider.  
	 
	It should be noted that some email providers may remove some of this information, for example, Google (Gmail) remove the source IP within the header information.    
	 
	To preserve the email header, advise the user not to forward the email as this changes the pathway/route of the original email. Send the email as an attachment instead. 


	6. Security advice 
	6. Security advice 
	6. Security advice 
	6. Security advice 
	6. Security advice 




	At this stage it is helpful to give the caller some advice on securing their online security and privacy settings. 
	At this stage it is helpful to give the caller some advice on securing their online security and privacy settings. 
	At this stage it is helpful to give the caller some advice on securing their online security and privacy settings. 
	 
	Organisations like the National Cyber Security Centre (NCSC) and CyberAware.gov.uk will give you and the victim advice on how to protect themselves online. 
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	Screen Num: 1 
	Screen Num: 1 
	Screen Num: 1 
	Screen Num: 1 


	Objective(s) covered by this screen 
	Objective(s) covered by this screen 
	Objective(s) covered by this screen 


	 
	 
	 


	Screen title: Further report 
	Screen title: Further report 
	Screen title: Further report 




	Component type: Text graphic 
	Component type: Text graphic 
	Component type: Text graphic 
	Component type: Text graphic 
	Component type: Text graphic 



	Text on screen 
	Text on screen 
	Text on screen 
	Text on screen 

	Graphics description 
	Graphics description 


	Lena, the alleged victim, contacts the police again to say her ex-partner Karen has gained entry into the home they once shared together and has attacked her. 
	Lena, the alleged victim, contacts the police again to say her ex-partner Karen has gained entry into the home they once shared together and has attacked her. 
	Lena, the alleged victim, contacts the police again to say her ex-partner Karen has gained entry into the home they once shared together and has attacked her. 
	 
	Officers are despatched to the house and a call has been put out to find Karen. 

	GRAPHIC 13 
	GRAPHIC 13 
	Lena sat against a book case looking scared. There is a router on the book case. 




	 
	 
	Screen Num: 2 
	Screen Num: 2 
	Screen Num: 2 
	Screen Num: 2 
	Screen Num: 2 


	Objective(s) covered by this screen 
	Objective(s) covered by this screen 
	Objective(s) covered by this screen 


	3.2 Considerations in the use of technology within policing 
	3.2 Considerations in the use of technology within policing 
	3.2 Considerations in the use of technology within policing 
	a) Digital footprint, personal and work devices 
	a) Digital footprint, personal and work devices 
	a) Digital footprint, personal and work devices 

	b) Professional standards 
	b) Professional standards 


	 
	6.3. Good practice for protection of the crime scene, including  
	 
	a. Digital hygiene  
	b. Wi-Fi connectivity  
	c. Indicators of digital devices when searching premises, vehicles and persons  
	d. Digital witnesses  
	e. Securing devices ensuring evidence is not corrupted, lost or deleted  
	f. Interactions (e.g. interaction with any device, including vehicles can affect the output) 


	Screen title: Digital hygiene 
	Screen title: Digital hygiene 
	Screen title: Digital hygiene 


	Component type: Video 
	Component type: Video 
	Component type: Video 



	Text on screen 
	Text on screen 
	Text on screen 
	Text on screen 

	Graphics description 
	Graphics description 


	Even before attending an incident with a digital element, it is essential that you plan and prepare. 
	Even before attending an incident with a digital element, it is essential that you plan and prepare. 
	Even before attending an incident with a digital element, it is essential that you plan and prepare. 
	This video has audio. Closed captions and transcript are available. 
	 
	Click Play to learn more. 
	 
	 
	 

	 
	 
	GRAPHIC 14 
	Question mark icon turning into lightbulb icon with words ‘Planning and preparation’ to show mindset principles used here. 
	 


	Video text 
	Video text 
	Video text 

	Graphics description 
	Graphics description 


	Screen 1 
	Screen 1 
	Screen 1 
	During the planning and preparation stage you need to think about digital hygiene. 

	 
	 
	Title screen: Question mark icon turning into lightbulb icon with  words ‘Planning and preparation’. 


	Screen 2 
	Screen 2 
	Screen 2 
	When you think of hygiene, you probably think of 

	Cloth wipes away title screen to reveal white screen. 
	Cloth wipes away title screen to reveal white screen. 
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	cleanliness. 
	cleanliness. 


	Screen 3 
	Screen 3 
	Screen 3 
	At a crime scene, you wouldn’t wipe away fingerprints, but it is possible that data might be erased just by your personal devices being turned on at the crime scene. 
	 
	This is why digital hygiene is important. 

	Fingerprints appear, cloth wipes fingerprints away. 
	Fingerprints appear, cloth wipes fingerprints away. 
	 
	Cuts to officer standing in a room containing digital devices and holding taking out a mobile phone, 1’s and 0’s binary code disappearing around them as they use the phone. 


	Screen 4 
	Screen 4 
	Screen 4 
	Before attending a crime scene, you need to be thinking about minimising the risk and threat to data loss, corruption and to your own searchable data. 

	Officer walks to next screen. Officer thinking whislt holding mobile phone. 
	Officer walks to next screen. Officer thinking whislt holding mobile phone. 


	Screen 5 
	Screen 5 
	Screen 5 
	PC Atherton attends an incident at a pub. His personal phone is on. 

	Fades to officer in pub with mobile phone in hand. Mobile indicates ‘On’ 
	Fades to officer in pub with mobile phone in hand. Mobile indicates ‘On’ 


	Screen 6 
	Screen 6 
	Screen 6 
	His phone automatically connects to the pub’s free wifi because previously he connected to that service provider’s wifi. 

	Show wifi symbols as mobile connects to router behind the bar. 
	Show wifi symbols as mobile connects to router behind the bar. 


	Screen 7 
	Screen 7 
	Screen 7 
	PC Atherton has now left behind searchable data on the pub’s router about his mobile device. 
	 

	Show inside router a record log with list of IP addresses. Highlight one belonging to PC Atherton. 
	Show inside router a record log with list of IP addresses. Highlight one belonging to PC Atherton. 


	Screen 8 
	Screen 8 
	Screen 8 
	PC Atherton also searches on his personal social media account for a victim to see if there is any relevant information. 

	PC Atherton searching Facebook style page for a person. 
	PC Atherton searching Facebook style page for a person. 


	Screen 9 
	Screen 9 
	Screen 9 
	Thanks to location services and Geo tags, this search has now logged on his social media account the location of the incident and a name he had searched. 

	Name of pub and victim’s appear on mobile phone. 
	Name of pub and victim’s appear on mobile phone. 


	Screen 10 
	Screen 10 
	Screen 10 
	Social media may now start to send friend suggestions to PC Atherton’s personal account for the victim and people who frequent the pub, possibly even the suspect. 

	Suspectcomes up on mobile phone as a friend suggestion. 
	Suspectcomes up on mobile phone as a friend suggestion. 


	Screen 11 
	Screen 11 
	Screen 11 
	Depending on PC Atherton’s privacy settings on social media, the suspect may also be able to see what the PC is doing. 

	Split screen: 1) shows PC Atherton’s on mobile phone checked in at The Crown Pub 2) A silhouette of someone on a PC viewing his check in.  
	Split screen: 1) shows PC Atherton’s on mobile phone checked in at The Crown Pub 2) A silhouette of someone on a PC viewing his check in.  


	Screen 12 
	Screen 12 
	Screen 12 
	PC Atherton should also be aware that smart devices are listening and watching.  
	 
	Smartspeakers are always listening, waiting for wake commands. These commands can be changed so it pays to be vigilant and be professional as they can record conversations. 

	Show PC Atherton talking to another officer and a smartspeaker listening.  
	Show PC Atherton talking to another officer and a smartspeaker listening.  


	Screen 13  
	Screen 13  
	Screen 13  
	CCTV and motion detection devices can also pick up PC Atherton’s movements and may alert people that he is at the scene. 
	 

	Split screen: 1) Two officers talking in the pub 2) Silhouette of someone watching them through on a screen through CCTV. 
	Split screen: 1) Two officers talking in the pub 2) Silhouette of someone watching them through on a screen through CCTV. 
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	Again this calls for professionalism as these digital witnesses can record what you say and do. 
	Again this calls for professionalism as these digital witnesses can record what you say and do. 


	Screen 14 
	Screen 14 
	Screen 14 
	To minimise the risk and threat to you, data loss and corruption, think about your digital footprint. 

	PC Atherton walks away leaving a set of  footprints, an icon representing different digital devices appears above each footprint. 
	PC Atherton walks away leaving a set of  footprints, an icon representing different digital devices appears above each footprint. 


	Screen 15 
	Screen 15 
	Screen 15 
	Do not use your own personal devices to search for information on a case. It can make your own data vulnerable and searchable. 
	 
	Use your force issued device. 

	PC Atherton holding personal mobile phone, ‘not allowed symbol (road sign) appears over it.  
	PC Atherton holding personal mobile phone, ‘not allowed symbol (road sign) appears over it.  
	 
	PC Atherton takes out their force issued device and tick appears above it.  
	 


	Screen 16 
	Screen 16 
	Screen 16 
	Turn your personal devices off or put them in airplane mode before attending a scene. 

	Show PC Atherton going into their pocket and turning mobile phone off before entering the pub.  
	Show PC Atherton going into their pocket and turning mobile phone off before entering the pub.  


	Screen 17 
	Screen 17 
	Screen 17 
	When at the scene, you need to understand what devices need to be examined and what can be turned off and seized. 

	PC Atherton inside pub. PC Atherton looking at a laptop on the bar that indicates it is turned on.  
	PC Atherton inside pub. PC Atherton looking at a laptop on the bar that indicates it is turned on.  
	 
	Password, files and website symbols appear above laptop. PC Atherton turns off the laptio and the symbols show the  ‘not allowed symbol  


	Screen 18 
	Screen 18 
	Screen 18 
	Be aware of what devices could be listening and recording you. 

	Smartspeaker listening and CCTC watching. 
	Smartspeaker listening and CCTC watching. 


	Screen 19 
	Screen 19 
	Screen 19 
	Consult a digital specialist if you are unsure. 

	PC Atherton talking to another person (digital specialist) 
	PC Atherton talking to another person (digital specialist) 


	Screen 20 
	Screen 20 
	Screen 20 
	A bit of planning in this area can protect you and the data. 

	Icons for digital devices appear over the background of a police badge. Symbols: social media, password, smartphone, laptop, search bar, email attachment, website, location pin, CCTV.. 
	Icons for digital devices appear over the background of a police badge. Symbols: social media, password, smartphone, laptop, search bar, email attachment, website, location pin, CCTV.. 




	 
	 
	 
	Screen Num: 3 
	Screen Num: 3 
	Screen Num: 3 
	Screen Num: 3 
	Screen Num: 3 


	Objective(s) covered by this screen 
	Objective(s) covered by this screen 
	Objective(s) covered by this screen 


	 
	 
	 


	Screen title: The incident 
	Screen title: The incident 
	Screen title: The incident 


	Component type: Carousel 
	Component type: Carousel 
	Component type: Carousel 



	Text on screen 
	Text on screen 
	Text on screen 
	Text on screen 

	Graphics description 
	Graphics description 


	At Lena’s house, officers discover more details about the incident. 
	At Lena’s house, officers discover more details about the incident. 
	At Lena’s house, officers discover more details about the incident. 
	 
	Click the arrows to find out more. 
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	Box 1 
	Box 1 
	Box 1 


	Lena posted on social media the day before the alleged incident that she is in a new relationship. 
	Lena posted on social media the day before the alleged incident that she is in a new relationship. 
	Lena posted on social media the day before the alleged incident that she is in a new relationship. 

	GRAPHIC 15 
	GRAPHIC 15 
	 
	Lena Nowak on her smartphone next to an image of her Facebook page displaying her newnew relationship status:  
	 
	Lena Nowak  
	 
	Relationship: 
	In a relationship with Louise Jacobs 


	Box 2 
	Box 2 
	Box 2 


	Lena says she started to receive threatening messages from social media accounts allegedly from her friends. Her friends have confirmed that these aren’t their accounts. 
	Lena says she started to receive threatening messages from social media accounts allegedly from her friends. Her friends have confirmed that these aren’t their accounts. 
	Lena says she started to receive threatening messages from social media accounts allegedly from her friends. Her friends have confirmed that these aren’t their accounts. 

	GRAPHIC 16 
	GRAPHIC 16 
	Lena looking upset. Messages on social media under new relationship status. 


	Box 3 
	Box 3 
	Box 3 

	 
	 


	Thanks to the advice of the police call hander, Lena screenshot those messages. The messages and accounts have now been deleted.  
	Thanks to the advice of the police call hander, Lena screenshot those messages. The messages and accounts have now been deleted.  
	Thanks to the advice of the police call hander, Lena screenshot those messages. The messages and accounts have now been deleted.  

	GRAPHIC 17 
	GRAPHIC 17 
	Lena using her smartphone. Screenshots of messages with icon indicating that Lena has saved a screenshot of the messages. 


	Box 4 
	Box 4 
	Box 4 


	When Lena arrived back from a friend’s house she says Karen was in her house and attacked her in the living room. 
	When Lena arrived back from a friend’s house she says Karen was in her house and attacked her in the living room. 
	When Lena arrived back from a friend’s house she says Karen was in her house and attacked her in the living room. 

	GRAPHIC 18 
	GRAPHIC 18 
	Karen looking angry in living room and arguing with Lena. 


	Box 5 
	Box 5 
	Box 5 


	Officers despatched to talk to Karen confirm they have found her and she denies being at Lena’s house for weeks and doesn’t know anything about any threatening messages or a missing tablet device. 
	Officers despatched to talk to Karen confirm they have found her and she denies being at Lena’s house for weeks and doesn’t know anything about any threatening messages or a missing tablet device. 
	Officers despatched to talk to Karen confirm they have found her and she denies being at Lena’s house for weeks and doesn’t know anything about any threatening messages or a missing tablet device. 

	GRAPHIC 19 
	GRAPHIC 19 
	Karen talking to police officer with puzzled look on her face. 




	 
	 
	Screen Num: 4 
	Screen Num: 4 
	Screen Num: 4 
	Screen Num: 4 
	Screen Num: 4 


	Objective(s) covered by this screen 
	Objective(s) covered by this screen 
	Objective(s) covered by this screen 


	 6.2 Identification of digital devices which may be involved in any investigation 
	 6.2 Identification of digital devices which may be involved in any investigation 
	 6.2 Identification of digital devices which may be involved in any investigation 
	6.3. Good practice for protection of the crime scene, including  
	 
	b. Wi-Fi connectivity  
	c. Indicators of digital devices when searching premises, vehicles and persons  
	d. Digital witnesses  


	Screen title: Search of the scene 
	Screen title: Search of the scene 
	Screen title: Search of the scene 




	Component type: Hotspot 
	Component type: Hotspot 
	Component type: Hotspot 
	Component type: Hotspot 
	Component type: Hotspot 



	Text on screen 
	Text on screen 
	Text on screen 
	Text on screen 

	Graphics description 
	Graphics description 


	Searches are conducted at Karen’s, the alleged suspect’s home, and at Lena’s home.  
	Searches are conducted at Karen’s, the alleged suspect’s home, and at Lena’s home.  
	Searches are conducted at Karen’s, the alleged suspect’s home, and at Lena’s home.  
	 
	Thinking about a search of the scene from a digital aspect, what should you be looking for?  
	 
	 Click all the numbers to learn more (desktop) 
	Select all the numbers to learn more (mobile) 

	 
	 
	GRAPHIC 21 
	 
	 
	Light bulb icon with words words ‘Examination’ to show mindset principles used here. 
	 
	Image of Living room with hotspots: 
	 
	1. Internet of Things – points wall 
	1. Internet of Things – points wall 
	1. Internet of Things – points wall 

	2. Devices – Laptop 
	2. Devices – Laptop 


	 
	3. Passwords/PINS – Tablet with PIN number screen. Digital witness – Smartspeaker 
	3. Passwords/PINS – Tablet with PIN number screen. Digital witness – Smartspeaker 
	3. Passwords/PINS – Tablet with PIN number screen. Digital witness – Smartspeaker 


	 
	4. Wifi – Router 
	4. Wifi – Router 
	4. Wifi – Router 


	 
	5. Volatile data – Router 
	5. Volatile data – Router 
	5. Volatile data – Router 


	 
	  


	Hotspot 1 – Internet of Things 
	Hotspot 1 – Internet of Things 
	Hotspot 1 – Internet of Things 


	Think what could connect to the internet at the scene.  
	Think what could connect to the internet at the scene.  
	Think what could connect to the internet at the scene.  
	 
	Are there devices that may return potential data that could prove Karen, our suspect, was or wasn’t at Lena’s home at the time of the assault? 
	 

	GRAPHIC 22 
	GRAPHIC 22 
	No graphic 


	Hotspot 2 – Devices 
	Hotspot 2 – Devices 
	Hotspot 2 – Devices 


	Karen could have contacted Lena through instant messaging, social media, VoIP etc. on devices such as tablets, laptops, smartphones.  
	Karen could have contacted Lena through instant messaging, social media, VoIP etc. on devices such as tablets, laptops, smartphones.  
	Karen could have contacted Lena through instant messaging, social media, VoIP etc. on devices such as tablets, laptops, smartphones.  
	 
	What devices could have been used to set up fake accounts and send the messages? 
	 
	Could these devices have location services that show when and where a device has been? This could prove or disprove Karen’s alibi that she was at home. 
	 
	If a search uncovers an old memory stick at the back of drawer it might be relevant in an historical fraud case but it’s unlikely to be much use in the investigation of an assault or harassment. 
	 

	GRAPHIC 23 
	GRAPHIC 23 
	Laptop  


	Hotspot 3 – Password/PINs 
	Hotspot 3 – Password/PINs 
	Hotspot 3 – Password/PINs 


	Ask for passwords and PIN numbers to devices. It takes digital forensics time and tactics to access these devices 
	Ask for passwords and PIN numbers to devices. It takes digital forensics time and tactics to access these devices 
	Ask for passwords and PIN numbers to devices. It takes digital forensics time and tactics to access these devices 

	GRAPHIC 24 
	GRAPHIC 24 
	Tablet device 
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	without the passwords.  
	without the passwords.  
	 
	If you are searching the scene where there is a locked cupboard it’s reasonable to ask for the key. Asking for passwords and PIN numbers is the same principle and saves valuable time. 
	 


	Hotspot 4 – Wifi 
	Hotspot 4 – Wifi 
	Hotspot 4 – Wifi 


	Wifi is the technology that allows desktop, laptop, mobile phone or tablet devices to connect to the router (the *access point*) without the need for a physical wired connection.  
	Wifi is the technology that allows desktop, laptop, mobile phone or tablet devices to connect to the router (the *access point*) without the need for a physical wired connection.  
	Wifi is the technology that allows desktop, laptop, mobile phone or tablet devices to connect to the router (the *access point*) without the need for a physical wired connection.  
	 
	Devices and access points can keep records of their connections to each other. Did any of Karen’s devices connect to the wifi in her own home or Lena’s home at the time of the alleged offence? 
	 
	Logs may show when a device connected to a router (arrived) and when it disconnected (left.) 

	GRAPHIC 25 
	GRAPHIC 25 
	Wifi symbol 
	 


	Hotspot 5 – Volatile data 
	Hotspot 5 – Volatile data 
	Hotspot 5 – Volatile data 


	Volatile data is any data stored in a device’s memory that will be lost or corrupted when the computer loses power or is turned off.  
	Volatile data is any data stored in a device’s memory that will be lost or corrupted when the computer loses power or is turned off.  
	Volatile data is any data stored in a device’s memory that will be lost or corrupted when the computer loses power or is turned off.  
	 
	It is also time critical data that could be lost if records are deleted or overwritten. 
	 
	If Karen connected to her router at either her own home or at Lena’s home, log records can show this but the data might only be available for a few days or until the router is reset or even turned off. 

	GRAPHIC 26 
	GRAPHIC 26 
	Router 
	 


	Hotspot 6 – Digital witnesses 
	Hotspot 6 – Digital witnesses 
	Hotspot 6 – Digital witnesses 


	Digital witnesses such as CCTV and smartspeakers could be watching and listening when turned on.  
	Digital witnesses such as CCTV and smartspeakers could be watching and listening when turned on.  
	Digital witnesses such as CCTV and smartspeakers could be watching and listening when turned on.  
	 
	Could they have picked up movements and conversations at the times these incidents occurred? 
	 

	GRAPHIC 27 
	GRAPHIC 27 
	Smartspeaker 




	 
	 
	Screen Num: 5 
	Screen Num: 5 
	Screen Num: 5 
	Screen Num: 5 
	Screen Num: 5 


	Objective(s) covered by this screen 
	Objective(s) covered by this screen 
	Objective(s) covered by this screen 


	6.2 Identification of digital devices which may be involved in any investigation 
	6.2 Identification of digital devices which may be involved in any investigation 
	6.2 Identification of digital devices which may be involved in any investigation 


	Screen title: Recording and collating 
	Screen title: Recording and collating 
	Screen title: Recording and collating 


	Component type: Text graphic 
	Component type: Text graphic 
	Component type: Text graphic 



	Text on screen 
	Text on screen 
	Text on screen 
	Text on screen 

	Graphics description 
	Graphics description 


	When attending a scene, records must be kept in relation to digital evidence.  
	When attending a scene, records must be kept in relation to digital evidence.  
	When attending a scene, records must be kept in relation to digital evidence.  
	 
	This could include photographs, diagrams of equipment locations, details provided, persons present and any actions taken at the scene. 

	 
	 
	 
	GRAPHIC 28 
	Lightbulb with filament icon  with words ‘Recording and collation’ to show mindset principles used here.  




	 
	 
	 
	 
	 
	Consider these areas: 

	 
	 
	Split bullet points into two columns with a graphics adjacent. 


	• Telephones, computers and devices 
	• Telephones, computers and devices 
	• Telephones, computers and devices 
	• Telephones, computers and devices 
	• Telephones, computers and devices 

	• Apps 
	• Apps 

	• Smartwatches and fitness trackers 
	• Smartwatches and fitness trackers 

	• Storage devices 
	• Storage devices 

	• Vehicle data 
	• Vehicle data 

	• Cameras and webcams 
	• Cameras and webcams 


	 

	GRAPHIC 29 
	GRAPHIC 29 
	Car, mobile phone, wifi symbol, smartphone, smartwatch, storage device 


	• Communications data 
	• Communications data 
	• Communications data 
	• Communications data 
	• Communications data 

	• Internet searches 
	• Internet searches 

	• CCTV and ANPR 
	• CCTV and ANPR 

	• Wifi 
	• Wifi 

	• Routers 
	• Routers 


	 

	GRAPHIC 30 
	GRAPHIC 30 
	Wifi symbol, CCTV, router, car with magnifying glass icon, website with magnifying glass icon 




	 
	Screen Num: 6 
	Screen Num: 6 
	Screen Num: 6 
	Screen Num: 6 
	Screen Num: 6 


	Objective(s) covered by this screen 
	Objective(s) covered by this screen 
	Objective(s) covered by this screen 


	6.5. Specialist roles and assistance available for investigations involving digital devices, including:  
	6.5. Specialist roles and assistance available for investigations involving digital devices, including:  
	6.5. Specialist roles and assistance available for investigations involving digital devices, including:  
	a. In-force experts/Single Points of Contact (SPOCs)  
	b.-. Digital Media Investigators  
	c. Cyber Crime Unit 


	Screen title: Specialist roles 
	Screen title: Specialist roles 
	Screen title: Specialist roles 


	Component type: Interactive bullet 
	Component type: Interactive bullet 
	Component type: Interactive bullet 



	Text on screen 
	Text on screen 
	Text on screen 
	Text on screen 

	Graphics description 
	Graphics description 


	As technology changes it can be difficult to know which devices might be useful to a case and how to capture information without compromising it. 
	As technology changes it can be difficult to know which devices might be useful to a case and how to capture information without compromising it. 
	As technology changes it can be difficult to know which devices might be useful to a case and how to capture information without compromising it. 
	 
	If you are uncertain, there are specialist roles you should consult. These may be blended roles or named differently in your organisation. 
	 
	Let’s take a look at these roles in more depth. 
	 
	Click all the images to find outmore. 

	Graphics of four people. All in civilian outfits. Click on the person for pop up text. 
	Graphics of four people. All in civilian outfits. Click on the person for pop up text. 
	 
	GRAPHIC 31 
	Male with bald head and beard 
	 
	GRAPHIC 33 
	Female with headband and earrings 
	 
	GRAPHIC 35 
	Male with glasses 
	 
	GRAPHIC 37 
	Male with short hair 


	Bullet 1 – Digital Media Investigators 
	Bullet 1 – Digital Media Investigators 
	Bullet 1 – Digital Media Investigators 


	DMIs are trained staff who support major crime, incidents, operations or any investigation that requires specialist digital investigative assistance.  
	DMIs are trained staff who support major crime, incidents, operations or any investigation that requires specialist digital investigative assistance.  
	DMIs are trained staff who support major crime, incidents, operations or any investigation that requires specialist digital investigative assistance.  
	 

	GRAPHIC 32 
	GRAPHIC 32 
	Male with bald head and beard 
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	They advise investigations, gather intelligence and develop strategies to collect digital technology and maximise data acquisition opportunities. 
	They advise investigations, gather intelligence and develop strategies to collect digital technology and maximise data acquisition opportunities. 
	 


	Bullet 2 – Experts/CDI SPOCs 
	Bullet 2 – Experts/CDI SPOCs 
	Bullet 2 – Experts/CDI SPOCs 


	Communications Data Investigators (CDI) and in-house experts such as Radio Frequency Propagation Surveying (RFPS) Technicians, Internet Intelligence and Investigation (III) practitioners are responsible for the lawful acquisition of communications data, in accordance with the Investigatory Powers Act 2016. 
	Communications Data Investigators (CDI) and in-house experts such as Radio Frequency Propagation Surveying (RFPS) Technicians, Internet Intelligence and Investigation (III) practitioners are responsible for the lawful acquisition of communications data, in accordance with the Investigatory Powers Act 2016. 
	Communications Data Investigators (CDI) and in-house experts such as Radio Frequency Propagation Surveying (RFPS) Technicians, Internet Intelligence and Investigation (III) practitioners are responsible for the lawful acquisition of communications data, in accordance with the Investigatory Powers Act 2016. 
	 
	They also provide specialist advice to life at risk, proactive and reactive investigations, crimes in action and intelligence operations. 
	 

	GRAPHIC 34 
	GRAPHIC 34 
	Female with headband and earrings 
	 


	Bullet 3 – Digital/Cyber Investigation Units 
	Bullet 3 – Digital/Cyber Investigation Units 
	Bullet 3 – Digital/Cyber Investigation Units 


	Forces may have independent or combined cyber and digital investigation units. These units focus on: 
	Forces may have independent or combined cyber and digital investigation units. These units focus on: 
	Forces may have independent or combined cyber and digital investigation units. These units focus on: 
	 
	• Cyber dependent crimes – where digital systems are the target of attacks such as using malware to blackmail a company’s IT infrastructure or stealing their data 
	• Cyber dependent crimes – where digital systems are the target of attacks such as using malware to blackmail a company’s IT infrastructure or stealing their data 
	• Cyber dependent crimes – where digital systems are the target of attacks such as using malware to blackmail a company’s IT infrastructure or stealing their data 

	• Digital investigations covering all digital data acquisitions 
	• Digital investigations covering all digital data acquisitions 

	• Supporting digital forensics if there is trained capability within the unit 
	• Supporting digital forensics if there is trained capability within the unit 



	GRAPHIC 36 
	GRAPHIC 36 
	Male with glasses 
	 


	Card 4 – Digital Forensics Unit (Hi-tech crime) 
	Card 4 – Digital Forensics Unit (Hi-tech crime) 
	Card 4 – Digital Forensics Unit (Hi-tech crime) 


	Digital forensics investigators or Hi-Tech Crime units specialise in the acquisition, processing and evaluation of data obtained from digital devices.  
	Digital forensics investigators or Hi-Tech Crime units specialise in the acquisition, processing and evaluation of data obtained from digital devices.  
	Digital forensics investigators or Hi-Tech Crime units specialise in the acquisition, processing and evaluation of data obtained from digital devices.  
	 
	These individuals are experts in their field and are accredited in the use of a variety of forensic software tools to ensure that the best evidence is identified and presented in accordance with the current guidelines. 
	 

	GRAPHIC 38 
	GRAPHIC 38 
	Male with short hair 




	 
	 
	Screen Num: 7 
	Screen Num: 7 
	Screen Num: 7 
	Screen Num: 7 
	Screen Num: 7 


	Objective(s) covered by this screen 
	Objective(s) covered by this screen 
	Objective(s) covered by this screen 


	 
	 
	 


	Screen title: Resolution 
	Screen title: Resolution 
	Screen title: Resolution 


	Component type: Carousel 
	Component type: Carousel 
	Component type: Carousel 



	Text on screen 
	Text on screen 
	Text on screen 
	Text on screen 

	Graphics description 
	Graphics description 


	By applying a digital investigative mindset throughout this case police were able to collect digital evidence that resulted in an arrest. 
	By applying a digital investigative mindset throughout this case police were able to collect digital evidence that resulted in an arrest. 
	By applying a digital investigative mindset throughout this case police were able to collect digital evidence that resulted in an arrest. 
	 
	Click the arrows to find out more. 
	 

	 
	 
	 
	GRAPHIC 39 
	Shining lightbulb icon with  words ‘Evaluation’ to show mindset principles used here.  
	 
	 




	Box 1 
	Box 1 
	Box 1 
	Box 1 
	Box 1 



	By getting Lena to screenshot the threatening messages from her devices before they were deleted, police had evidence of the threats occurring and usernames of the accounts. 
	By getting Lena to screenshot the threatening messages from her devices before they were deleted, police had evidence of the threats occurring and usernames of the accounts. 
	By getting Lena to screenshot the threatening messages from her devices before they were deleted, police had evidence of the threats occurring and usernames of the accounts. 
	By getting Lena to screenshot the threatening messages from her devices before they were deleted, police had evidence of the threats occurring and usernames of the accounts. 

	GRAPHIC 40 
	GRAPHIC 40 
	Lena organising digital screenshot icons into folder 


	Box 2 
	Box 2 
	Box 2 


	An examination of Karen’s devices found that she had created several social media accounts with the aim of sending threatening messages to Lena. The IP address linked to Karen.  
	An examination of Karen’s devices found that she had created several social media accounts with the aim of sending threatening messages to Lena. The IP address linked to Karen.  
	An examination of Karen’s devices found that she had created several social media accounts with the aim of sending threatening messages to Lena. The IP address linked to Karen.  

	GRAPHIC 41 
	GRAPHIC 41 
	Karen on a laptop creating fake social media accounts, image of a social media sign-up screen behind her. 


	Box 3 
	Box 3 
	Box 3 


	Through the tracker app on Lena’s tablet, police traced the stolen device to Karen’s home. 
	Through the tracker app on Lena’s tablet, police traced the stolen device to Karen’s home. 
	Through the tracker app on Lena’s tablet, police traced the stolen device to Karen’s home. 
	 

	GRAPHIC 42 
	GRAPHIC 42 
	Karen on laptop.Tablet with Tracker icon pinging to show it’s on and the location of Lena’s tablet on a map. 


	Box 4 
	Box 4 
	Box 4 


	An examination of Lena’s router log records at the scene, done by a trained DMI, identified Karen’s smartphone connected in Lena’s home at the time of the assault.  
	An examination of Lena’s router log records at the scene, done by a trained DMI, identified Karen’s smartphone connected in Lena’s home at the time of the assault.  
	An examination of Lena’s router log records at the scene, done by a trained DMI, identified Karen’s smartphone connected in Lena’s home at the time of the assault.  

	GRAPHIC 43 
	GRAPHIC 43 
	Router on the bookshelf. List of IP addresses. One highlighted as Karen’s. 


	Box 5 
	Box 5 
	Box 5 

	 
	 


	A subsequent examination of the router log records at Karen’s home showed that her phone disconnected from her home wifi because she was out of range. This where she claimed to be at the time of the assault.  
	A subsequent examination of the router log records at Karen’s home showed that her phone disconnected from her home wifi because she was out of range. This where she claimed to be at the time of the assault.  
	A subsequent examination of the router log records at Karen’s home showed that her phone disconnected from her home wifi because she was out of range. This where she claimed to be at the time of the assault.  

	GRAPHIC 44 
	GRAPHIC 44 
	Karen on laptop at her house, router on shelf behind her. Log shows that Karen’s device disconnected.  


	Box 6 
	Box 6 
	Box 6 

	 
	 


	Karen was arrested and charged. 
	Karen was arrested and charged. 
	Karen was arrested and charged. 

	GRAPHIC 45 
	GRAPHIC 45 
	Karen being arrested. 




	 
	 
	Screen Num: 8 
	Screen Num: 8 
	Screen Num: 8 
	Screen Num: 8 
	Screen Num: 8 


	Objective(s) covered by this screen 
	Objective(s) covered by this screen 
	Objective(s) covered by this screen 


	6.2 Identification of digital devices which may be involved in any investigation 
	6.2 Identification of digital devices which may be involved in any investigation 
	6.2 Identification of digital devices which may be involved in any investigation 


	Screen title: Summary 
	Screen title: Summary 
	Screen title: Summary 


	Component type: Text graphic 
	Component type: Text graphic 
	Component type: Text graphic 



	Text on screen 
	Text on screen 
	Text on screen 
	Text on screen 

	Graphics description 
	Graphics description 


	You have reached the end of the Digital Policing – The Digital Response module. 
	You have reached the end of the Digital Policing – The Digital Response module. 
	You have reached the end of the Digital Policing – The Digital Response module. 
	 
	A glossary of terms used in this module can be found below. 
	 
	You may now exit the module.  

	 
	 




	 
	Glossary 
	 
	 
	Screen Num: 9 
	Screen Num: 9 
	Screen Num: 9 
	Screen Num: 9 
	Screen Num: 9 


	Objective(s) covered by this screen 
	Objective(s) covered by this screen 
	Objective(s) covered by this screen 


	 
	 
	 


	Screen title: Glossary 
	Screen title: Glossary 
	Screen title: Glossary 


	Component type: Text  
	Component type: Text  
	Component type: Text  


	Access point 
	Access point 
	Access point 


	An access point is a networking device which can be connected to via an Ethernet cable or wifi that then allows the device onto a network.  
	An access point is a networking device which can be connected to via an Ethernet cable or wifi that then allows the device onto a network.  
	An access point is a networking device which can be connected to via an Ethernet cable or wifi that then allows the device onto a network.  


	Instant Messaging 
	Instant Messaging 
	Instant Messaging 


	Encrypted messages sent over the internet instantly. Examples are WhatsApp and Facebook Messenger. 
	Encrypted messages sent over the internet instantly. Examples are WhatsApp and Facebook Messenger. 
	Encrypted messages sent over the internet instantly. Examples are WhatsApp and Facebook Messenger. 


	Geotags 
	Geotags 
	Geotags 


	Process of adding geographical identification data to photographs or videos, websites, text messages etc. 
	Process of adding geographical identification data to photographs or videos, websites, text messages etc. 
	Process of adding geographical identification data to photographs or videos, websites, text messages etc. 
	 
	This data usually consists of latitude and longitude coordinates. Geotags may sometimes include altitude, bearing distance, place names or time stamps.  


	Locations data 
	Locations data 
	Locations data 


	Definition 
	Definition 
	Definition 
	Information collected by a network or service about where the user’s device is or was located.  


	National Decision Model 
	National Decision Model 
	National Decision Model 


	Definition 
	Definition 
	Definition 
	The National Decision Model (NDM) is a decision-making framework used by the police. Each component provides the user with an area for focus and consideration. 
	 
	 
	Figure
	Graphic: Diagram with Code of Ethics in centre, surrounded by:  
	1. Information 
	1. Information 
	1. Information 

	2. Assessment 
	2. Assessment 

	3. Powers & Policy 
	3. Powers & Policy 

	4. Options 
	4. Options 

	5. Action & Review 
	5. Action & Review 


	 


	Operating systems 
	Operating systems 
	Operating systems 


	Definition 
	Definition 
	Definition 
	An operating system is an interface that manages computer hardware and software. This can be found in devices such as smartphones, tablets, laptops etc. Examples of operating systems include Apple iOS, Android, Microsoft Windows. 


	Preservation Order 
	Preservation Order 
	Preservation Order 




	Definition 
	Definition 
	Definition 
	Definition 
	Definition 
	A preservation order is where the police ask a Telecommunications or Postal Operator or service provider to freeze an account to preserve and prevent the deletion of data.  


	Principles of Computer-Based Digital Evidence  
	Principles of Computer-Based Digital Evidence  
	Principles of Computer-Based Digital Evidence  


	Principle 1 – Data Integrity 
	Principle 1 – Data Integrity 
	Principle 1 – Data Integrity 
	No action taken by law enforcement agencies, persons employed within those agencies or their agents should change original data which may subsequently be relied upon in court. Authorised Digital Forensics examinations may well change the data. This is fully documented in the Digital Forensics Case File. 
	     
	Principle 2 – Competent person 
	In circumstances where a person finds it necessary to access original data, that person must be competent to do so and be able to give evidence explaining the relevance and the implications of their actions. 
	 
	Principle 3 – Audit trail 
	An audit trail or other record of all processes applied to digital evidence should be created and preserved. An independent third party should be able to examine those processes and achieve the same result. 
	 
	Principle 4 – Person in charge 
	The person in charge of the investigation has overall responsibility for ensuring that the law and these principles are adhered to. 


	Production Order 
	Production Order 
	Production Order 


	Legal process to undertake asking network to provide the content.  Judge would sign an order for a network to produce the data. 
	Legal process to undertake asking network to provide the content.  Judge would sign an order for a network to produce the data. 
	Legal process to undertake asking network to provide the content.  Judge would sign an order for a network to produce the data. 


	Screen Recorders 
	Screen Recorders 
	Screen Recorders 


	A Screen Recorder is a tool that enables you to capture any area of a screen either as a still image (screenshot) or a video file. 
	A Screen Recorder is a tool that enables you to capture any area of a screen either as a still image (screenshot) or a video file. 
	A Screen Recorder is a tool that enables you to capture any area of a screen either as a still image (screenshot) or a video file. 
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	Script
	Script
	 

	Operation Modify
	Operation Modify
	 
	Episode 07. Missing Persons Support
	 

	  

	Figure
	Learning Outcomes 
	Span
	brightwavegroup.com
	brightwavegroup.com
	brightwavegroup.com
	 


	1. Identify the digital methods that informants such as family members can use themselves to help locate a missing person 
	1. Identify the digital methods that informants such as family members can use themselves to help locate a missing person 
	1. Identify the digital methods that informants such as family members can use themselves to help locate a missing person 
	1. Identify the digital methods that informants such as family members can use themselves to help locate a missing person 
	1. Mobile Apps 
	1. Mobile Apps 
	1. Mobile Apps 

	2. Social networks 
	2. Social networks 




	2. Explain what digital connectivity opportunities are available when trying to locate a missing person 
	2. Explain what digital connectivity opportunities are available when trying to locate a missing person 
	2. Explain what digital connectivity opportunities are available when trying to locate a missing person 
	1. What might be available from the family router that could assist a Missing Person enquiry 
	1. What might be available from the family router that could assist a Missing Person enquiry 
	1. What might be available from the family router that could assist a Missing Person enquiry 

	2. What might be available from wifi and mobile data that could assist a Missing Person enquiry  
	2. What might be available from wifi and mobile data that could assist a Missing Person enquiry  




	3. Identify initial investigating officer actions with regard to digital opportunities to help trace a missing person 3.1 Golden hour principles 
	3. Identify initial investigating officer actions with regard to digital opportunities to help trace a missing person 3.1 Golden hour principles 

	• conduct initial searches of relevant premises, the extent and nature of the search should be recorded 
	• conduct initial searches of relevant premises, the extent and nature of the search should be recorded 

	• conduct PNC/PND name checks  
	• conduct PNC/PND name checks  

	• consider securing electronic devices, computers, and other documentation, (e.g., diaries, financial records and notes) and obtain details of usernames and passwords 
	• consider securing electronic devices, computers, and other documentation, (e.g., diaries, financial records and notes) and obtain details of usernames and passwords 

	• obtain photos of the missing person; these should ideally be a current likeness of the missing person and obtained in a digital format 
	• obtain photos of the missing person; these should ideally be a current likeness of the missing person and obtained in a digital format 

	• obtain details of the individual’s mobile phone and if they have it with them; consider referral to specialist support agency  
	• obtain details of the individual’s mobile phone and if they have it with them; consider referral to specialist support agency  

	• obtain details of any vehicles that they may have access to and place markers on relevant vehicles on the PNC without delay 
	• obtain details of any vehicles that they may have access to and place markers on relevant vehicles on the PNC without delay 


	Span
	Span
	Span
	Span
	Span
	Span
	*The bolded ones are covered in the narrative while others are supplementary 
	 
	H2
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	_1_0_110 – Episode Catchup Photostory 

	DESCRIPTION 
	This pop-up screen appears before the scenes to remind/update the learner of the story so far. The screen is made up of several frames, each with some text and a graphic, which learners can more forward or backwards through using arrow buttons. 
	This pop-up screen appears before the scenes to remind/update the learner of the story so far. The screen is made up of several frames, each with some text and a graphic, which learners can more forward or backwards through using arrow buttons. 
	This pop-up screen appears before the scenes to remind/update the learner of the story so far. The screen is made up of several frames, each with some text and a graphic, which learners can more forward or backwards through using arrow buttons. 
	This pop-up screen appears before the scenes to remind/update the learner of the story so far. The screen is made up of several frames, each with some text and a graphic, which learners can more forward or backwards through using arrow buttons. 
	This pop-up screen appears before the scenes to remind/update the learner of the story so far. The screen is made up of several frames, each with some text and a graphic, which learners can more forward or backwards through using arrow buttons. 
	Figure




	SCREEN TITLE (5 WORDS MAX) 
	The story so far 
	FRAME 1 
	FRAME 1 TEXT (75 WORDS MAX) 
	You’ve been working on a case involving Mia Zmuda, who is in custody in connection with modern slavery offences. 
	You uncovered a lot of valuable evidence that has helped specialists to identify the faces of some of Mia’s accomplices and victims. 
	FRAME 1 GRAPHIC 
	Illustration of Mia in the nail bar from episode 1 
	FRAME 2 
	FRAME 2 TEXT (75 WORDS MAX) 
	But today, you’ve been asked to investigate something else. A 15-year-old girl, Katelyn, has been reported missing by her father, Geoff, after she did not come home last night. 
	FRAME 2 GRAPHIC 
	Photo of Katelyn 
	FRAME 3 
	FRAME 3 TEXT (75 WORDS MAX) 
	Katelyn’s father reported her missing this morning. He explained that Katelyn sent him a text last night saying that she was staying with her friend.  
	Geoff hadn’t been worried at first, but when he called Katelyn’s friend in the morning, she said she hadn’t seen or heard from Katelyn in a while, despite them being very close. 
	FRAME 3 GRAPHIC 
	Illustration of Geoff 
	H2
	Span
	07
	07

	_1_0_120 – Briefing – Dialogue 

	DESCRIPTION 
	This screen is the first 'in-game' screen. A non-playable character briefs the player character on the current situation and the scene that they will be exploring. 
	This screen is the first 'in-game' screen. A non-playable character briefs the player character on the current situation and the scene that they will be exploring. 
	This screen is the first 'in-game' screen. A non-playable character briefs the player character on the current situation and the scene that they will be exploring. 
	This screen is the first 'in-game' screen. A non-playable character briefs the player character on the current situation and the scene that they will be exploring. 
	This screen is the first 'in-game' screen. A non-playable character briefs the player character on the current situation and the scene that they will be exploring. 
	Figure




	CHARACTER PROFILE GRAPHIC 
	PC Sophie Saunders 
	CHARACTER DIALOGUE TEXT (100 WORDS MAX) 
	We need to act fast! The skills you’ve used in other investigations will be useful here too, especially when it comes to digital devices. 
	Golden hour principles apply to reports of a missing person (MISPER). We need to examine the relevant intelligence and evidence as quickly and thoroughly as we can. To make the most of what we see in front of us, ensure you pay close attention to both digital and non-digital evidence and take notes. 
	BUTTON TEXT 
	OK 
	H2
	Span
	07
	07

	_1_0_130 – Briefing – Dialogue 

	DESCRIPTION 
	This screen is the first 'in-game' screen. A non-playable character briefs the player character on the current situation and the scene that they will be exploring. 
	This screen is the first 'in-game' screen. A non-playable character briefs the player character on the current situation and the scene that they will be exploring. 
	This screen is the first 'in-game' screen. A non-playable character briefs the player character on the current situation and the scene that they will be exploring. 
	This screen is the first 'in-game' screen. A non-playable character briefs the player character on the current situation and the scene that they will be exploring. 
	This screen is the first 'in-game' screen. A non-playable character briefs the player character on the current situation and the scene that they will be exploring. 
	Figure




	CHARACTER PROFILE GRAPHIC 
	PC Sophie Saunders 
	CHARACTER DIALOGUE TEXT (100 WORDS MAX) 
	We’ve already carried out a physical search of Geoff and Katelyn’s home. As with any missing person investigation, this is a priority action. Now we can begin enquiring about digital and other opportunities. 
	Geoff has also provided a recent digital photo of his daughter, as well as her phone number. Let’s go and talk to him. 
	BUTTON TEXT 
	OK 
	07_1_0_125 – Alert – Speech Bubble Tape 
	DESCRIPTION 
	Figure
	 This screen is the first 'in-game' screen. A non-playable character briefs the player character on the current situation and the scene that they will be exploring. 
	 This screen is the first 'in-game' screen. A non-playable character briefs the player character on the current situation and the scene that they will be exploring. 
	 This screen is the first 'in-game' screen. A non-playable character briefs the player character on the current situation and the scene that they will be exploring. 
	 This screen is the first 'in-game' screen. A non-playable character briefs the player character on the current situation and the scene that they will be exploring. 
	 This screen is the first 'in-game' screen. A non-playable character briefs the player character on the current situation and the scene that they will be exploring. 
	Figure




	TEXT (100 WORDS MAX) 
	Make sure you take a good look around each scene. Pay attention and take your time when answering questions because every piece of evidence counts! 
	BUTTON 
	OK 
	P
	Span
	07
	07

	_2_0_100 – Scene – Geoff’s hallway 

	DESCRIPTION 
	This screen shows an in-game location that the learner can explore. There are several hotspots (some hidden) which can lead to pop-up interaction screens, or to other locations. Some hotspots are unlocked when the learner first visits, others can be unlocked through the course of the episode. 
	This screen shows an in-game location that the learner can explore. There are several hotspots (some hidden) which can lead to pop-up interaction screens, or to other locations. Some hotspots are unlocked when the learner first visits, others can be unlocked through the course of the episode. 
	This screen shows an in-game location that the learner can explore. There are several hotspots (some hidden) which can lead to pop-up interaction screens, or to other locations. Some hotspots are unlocked when the learner first visits, others can be unlocked through the course of the episode. 
	This screen shows an in-game location that the learner can explore. There are several hotspots (some hidden) which can lead to pop-up interaction screens, or to other locations. Some hotspots are unlocked when the learner first visits, others can be unlocked through the course of the episode. 
	This screen shows an in-game location that the learner can explore. There are several hotspots (some hidden) which can lead to pop-up interaction screens, or to other locations. Some hotspots are unlocked when the learner first visits, others can be unlocked through the course of the episode. 
	Figure




	GRAPHIC 
	Geoff’s hallway: Geoff is standing in front of you. Behind him, you can see a table with a smartphone and a router. There’s also a door leading to his daughter’s bedroom. 
	INTRO TEXT (20 WORDS MAX) 
	Take advantage of the golden hour principles and review what’s in front of you. 
	P
	Span
	07
	07

	_2_1_*** – Item – Geoff 

	ITEM SCREEN TITLE (5 WORDS MAX) 
	Geoff 
	H2
	Span
	07
	07

	_2_1_100 – Dialogue 

	DESCRIPTION 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	Figure




	CHARACTER GRAPHIC 
	Geoff 
	DIALOGUE (75 WORDS MAX) 
	I’ve spoken to Katelyn’s closest friends and none of them know where she is. She’s never done anything like this before. I don’t know what to do! 
	She has been spending a lot more time online lately, and is constantly talking about the new apps she’s using. 
	Wherever she’s gone, she’s taken her phone with her, but I haven’t been able to contact her. 
	H2
	Span
	07
	07

	_2_1_110 – Environment MCQ 

	DESCRIPTION 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner's choice they may gain points or lose momentum, or be routed to another screen. 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner's choice they may gain points or lose momentum, or be routed to another screen. 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner's choice they may gain points or lose momentum, or be routed to another screen. 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner's choice they may gain points or lose momentum, or be routed to another screen. 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner's choice they may gain points or lose momentum, or be routed to another screen. 
	Figure




	GRAPHIC 
	Geoff 
	TEXT (ONLY USE IF THE BELOW IS OVER 250 CHARACTERS) 
	N/A 
	QUESTION TEXT (250 CHARACTERS MAX) 
	There are several reasonable lines of inquiry here. 
	Given the digital focus of your task, what do you want to do first? 
	***REDACTED S31 
	GENERIC FEEDBACK TEXT 
	Katelyn’s father has already told us that she is spending a lot of time online. It is important to get a sense of what she does online and to figure out which apps she uses to communicate. 
	H2
	Span
	07
	07

	_2_1_115 – Environment 

	DESCRIPTION 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	Figure




	GRAPHIC 
	Illustration of a phone with a question mark icon 
	TEXT (75 WORDS MAX) 
	Many apps use geolocation. We may be able to use one of them to locate the phone, and hopefully Katelyn along with it. 
	Finding out what type of phone Katelyn has, and which operating system she is using, could help to identify what apps are on the phone to assist in locating her device. 
	KNOWLEDGE RESOURCES PROMPT 
	You can find out more information about the golden hour and apps that can help locate a phone in the Resources. 
	H2
	Span
	07
	07

	_2_1_120 – Dialogue 

	DESCRIPTION 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	Figure




	CHARACTER GRAPHIC 
	Geoff 
	DIALOGUE (75 WORDS MAX) 
	Katelyn used to watch a lot of videos online. Lately, she always seems to be playing this new game.  
	However, whenever I try to talk to her about it, she doesn’t want to discuss it. 
	She doesn’t talk much. She’s always on her phone or borrowing my tablet. 
	H2
	Span
	07
	07

	_2_1_130 – Environment MCQ 

	DESCRIPTION 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner’s choice they may gain points or lose momentum, or be routed to another screen. 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner’s choice they may gain points or lose momentum, or be routed to another screen. 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner’s choice they may gain points or lose momentum, or be routed to another screen. 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner’s choice they may gain points or lose momentum, or be routed to another screen. 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner’s choice they may gain points or lose momentum, or be routed to another screen. 
	Figure




	GRAPHIC 
	Illustration of a phone with a gaming app home screen  
	TEXT (ONLY USE IF THE BELOW IS OVER 250 CHARACTERS) 
	N/A 
	QUESTION TEXT (250 CHARACTERS MAX) 
	Some apps are not primarily designed for messaging but may include a communication feature. Katelyn could have been using this game to message someone. 
	What do you want to do? 
	ANSWER OPTIONS 
	**REDACTED S31 
	H2
	Span
	07
	07

	_2_1_140 – Dialogue 

	DESCRIPTION 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	Figure




	CHARACTER GRAPHIC 
	PC Sophie Saunders 
	DIALOGUE (75 WORDS MAX) 
	It seems that spending so much time using apps and playing games is out of character for Katelyn. She may have been communicating with someone online. 
	We need to assess risk based on that and, if necessary, contact a specialist unit dealing with safeguarding and other public protection issues for further guidance. 
	Geoff also mentioned that he has a tablet that Katelyn often borrows. We should look at that too. 
	KNOWLEDGE RESOURCES PROMPT 
	You can find out more information about the National Decision Model (NDM) in the Resources 
	P
	Span
	07
	07

	_2_2_*** – Item – Geoff’s phone 

	ITEM SCREEN TITLE (5 WORDS MAX) 
	Geoff’s phone 
	H2
	Span
	07
	07

	_2_2_100 – Environment MCQ 

	DESCRIPTION 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner's choice they may gain points or lose momentum, or be routed to another screen. 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner's choice they may gain points or lose momentum, or be routed to another screen. 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner's choice they may gain points or lose momentum, or be routed to another screen. 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner's choice they may gain points or lose momentum, or be routed to another screen. 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner's choice they may gain points or lose momentum, or be routed to another screen. 
	Figure




	GRAPHIC 
	Smartphone with a messaging app open (if there is not enough space for all these messages then cut it off from the top so Geoff’s messages can be seen) 
	Message 1 (from Katelyn, 19:00)  
	Hi dad, I’m staying at Becky’s tonight so won’t need dinner. See you tomorrow! 
	Message 2 (from Geoff, 08:25)  
	Hi love, what time are you coming home? 
	Message 3 (from Geoff, 10:02)  
	It’s ok if you want to stay out for a bit, can you please just let me know where you are? 
	Message 3 (from Geoff 11:49)  
	Katelyn, please call me. I’m getting worried. 
	TEXT (ONLY USE IF THE BELOW IS OVER 250 CHARACTERS) 
	Geoff tells you that the last message he received from Katelyn was at 7pm last night, when she let him know that she wouldn’t need any dinner as she was staying over at a friend’s place. 
	QUESTION TEXT (250 CHARACTERS MAX) 
	Geoff tells you that he has sent her several messages since then but hasn’t received a reply. 
	What do you want to ask Geoff next? 
	ANSWER OPTIONS 
	***REDACTED S31 
	 
	H2
	Span
	07
	07

	_8_2_110 – Message 

	DESCRIPTION 
	This is a message from a character. It is triggered by completing a certain hotspot item, and pops up automatically in the scene once this item has been completed. It can also be accessed again from a tab in the mobile phone menu. 
	This is a message from a character. It is triggered by completing a certain hotspot item, and pops up automatically in the scene once this item has been completed. It can also be accessed again from a tab in the mobile phone menu. 
	This is a message from a character. It is triggered by completing a certain hotspot item, and pops up automatically in the scene once this item has been completed. It can also be accessed again from a tab in the mobile phone menu. 
	This is a message from a character. It is triggered by completing a certain hotspot item, and pops up automatically in the scene once this item has been completed. It can also be accessed again from a tab in the mobile phone menu. 
	This is a message from a character. It is triggered by completing a certain hotspot item, and pops up automatically in the scene once this item has been completed. It can also be accessed again from a tab in the mobile phone menu. 
	Figure




	MESSAGE NAME (START OF MESSAGE, UP TO 19 CHARACTERS) 
	Did you notice … 
	CHARACTER PROFILE GRAPHIC 
	PC Sophie Saunders 
	MESSAGE TEXT  
	Did you notice that this messaging app has read receipts for each message? They show that all Geoff’s messages have been read. If Katelyn still has her phone with her, she’s choosing not to reply. 
	We’ll try calling her, but it’s important to limit our calls. We don’t want to scare her off! It’s probably better to text her from an organisationally approved device. 
	P
	Span
	07
	07

	_2_3_*** – Item – Router 

	ITEM SCREEN TITLE (5 WORDS MAX) 
	Router 
	H2
	Span
	07
	07

	_2_3_100 – Environment 

	DESCRIPTION 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	Figure




	GRAPHIC 
	Illustration of the router on the table 
	TEXT (75 WORDS MAX) 
	Before contacting a Digital Media Investigator (DMI) to access Geoff’s router, consider a risk assessment to determine whether it is necessary. 
	A router could give us an indication of whether Katelyn has been using any devices we haven’t found yet, or if any friends have visited her here. 
	H2
	Span
	07
	07

	_2_3_110 – Environment 

	DESCRIPTION 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	Figure




	GRAPHIC 
	Illustration of the router on the table 
	TEXT (75 WORDS MAX) 
	Revisiting the data held on this router could be a useful line of einquiry later in the case. If Katelyn doesn’t want to be found, she may come back home and leave again when Geoff isn’t around. The router may capture a record of this if her device connects to it. 
	KNOWLEDGE RESOURCES PROMPT 
	You can find out more information about risk assessments in the Resources. 
	P
	Span
	07
	07

	_2_0_110 – Scene – Katelyn’s bedroom 

	DESCRIPTION 
	This screen shows an in-game location that the learner can explore. There are several hotspots (some hidden) which can lead to pop-up interaction screens, or to other locations. Some hotspots are unlocked when the learner first visits, others can be unlocked through the course of the episode. 
	This screen shows an in-game location that the learner can explore. There are several hotspots (some hidden) which can lead to pop-up interaction screens, or to other locations. Some hotspots are unlocked when the learner first visits, others can be unlocked through the course of the episode. 
	This screen shows an in-game location that the learner can explore. There are several hotspots (some hidden) which can lead to pop-up interaction screens, or to other locations. Some hotspots are unlocked when the learner first visits, others can be unlocked through the course of the episode. 
	This screen shows an in-game location that the learner can explore. There are several hotspots (some hidden) which can lead to pop-up interaction screens, or to other locations. Some hotspots are unlocked when the learner first visits, others can be unlocked through the course of the episode. 
	This screen shows an in-game location that the learner can explore. There are several hotspots (some hidden) which can lead to pop-up interaction screens, or to other locations. Some hotspots are unlocked when the learner first visits, others can be unlocked through the course of the episode. 
	Figure




	GRAPHIC 
	Katelyn’s bedroom: The room has a desk and a bed. The door back to the hallway is open. There’s a tablet on the bed and a mobile charger plugged into the wall next to a bedside table. There are posters on the walls and a small pile of promotional flyers on the desk.  
	INTRO TEXT (PROMPT) 
	Take advantage of the golden hour principles and review what’s in front of you. 
	P
	Span
	07
	07

	_2_4_*** – Item – Geoff’s tablet 

	ITEM SCREEN TITLE (5 WORDS MAX) 
	Geoff’s tablet 
	H2
	Span
	07
	07

	_2_4_100 – Environment MCQ 

	DESCRIPTION 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner's choice they may gain points or lose momentum, or be routed to another screen. 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner's choice they may gain points or lose momentum, or be routed to another screen. 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner's choice they may gain points or lose momentum, or be routed to another screen. 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner's choice they may gain points or lose momentum, or be routed to another screen. 
	In this interaction, the player character has to make a choice of one of up to three courses of action. Depending on the learner's choice they may gain points or lose momentum, or be routed to another screen. 
	Figure




	GRAPHIC 
	Illustration of the tablet on the bed 
	TEXT (ONLY USE IF THE BELOW IS OVER 250 CHARACTERS) 
	Geoff tells you this is his tablet, and that Katelyn often uses it. He unlocks it and opens the game that Katelyn has been playing. 
	QUESTION TEXT (250 CHARACTERS MAX) 
	Katelyn’s account logs in automatically and, as Geoff explores the app, you notice that she has been spending a lot of time on private chat. 
	What do you want to do? 
	ANSWER OPTIONS 
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	H2
	Span
	07
	07

	_2_4_110 – Dialogue 

	DESCRIPTION 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	Figure




	CHARACTER GRAPHIC 
	PC Sophie Saunders 
	DIALOGUE (75 WORDS MAX) 
	Geoff’s tablet has numerous apps on it that he says Katelyn has been using. Apps can give us information about the different devices and wifi networks that have been used to access the account. 
	We know that the messages Geoff sent to Katelyn in the messaging app have been seen on her phone. A specialist might be able to use the information contained within this tablet to identify the Internet Protocol (IP) address of the location where they were accessed. 
	Mobile apps like this are good sources of communication and location. It might take some time to get this information through the provider, but we should still record it as an opportunity. 
	H2
	Span
	07
	07

	_2_4_120 – Environment 

	DESCRIPTION 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	This screen describes the scene. Some screens of this type show pieces of evidence, some on which can be collected once the item is completed. 
	Figure




	GRAPHIC 
	Illustration of the same tablet, this time with the notifications tab pulled down from the top of the screen. An unread message can be seen from someone called Sebastian (message text below). 
	MESSAGE TEXT 
	Are you still OK to meet later at the party? 
	TEXT (75 WORDS MAX) 
	Geoff pulls down the notifications tab on his tablet and shows you an unread message from someone called Sebastian, which was sent last night. 
	Geoff tells you that he was not aware of a party and has never heard Katelyn mention the name Sebastian. 
	H2
	Span
	07
	07

	_2_4_130 – Dialogue 

	DESCRIPTION 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	Figure




	CHARACTER GRAPHIC 
	PC Sophie Saunders 
	DIALOGUE (75 WORDS MAX) 
	Assessing what Geoff has told us indicates that Katelyn could be in danger. We need to review the risks involved, starting with finding out who Sebastian is. Hopefully that will give us a clue as to where Katelyn has gone. 
	We’ll put out a media appeal on the force’s social media account and consider other accounts that Katelyn may use frequently.  
	It’s important to get Katelyn’s friends to share our post so as to increase the chances that she will see it. I’m sure Geoff can help us with that. 
	P
	Span
	07
	07

	_2_5_*** – Item – Phone charger 

	ITEM SCREEN TITLE (5 WORDS MAX) 
	Phone charger 
	H2
	Span
	07
	07

	_2_5_100 – Dialogue 

	DESCRIPTION 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	In this screen, a character talks, but the player character has no opportunity to respond. This can be used for feedback from branching MCQ screens, or where a character gives information without an MCQ screen. 
	Figure




	CHARACTER GRAPHIC 
	PC Sophie Saunders 
	DIALOGUE (75 WORDS MAX) 
	Katelyn hasn’t taken her mobile phone charger with her, which suggests that she wasn’t planning on staying out for long. Her phone might be running out of battery. 
	There’s another charger here too – it looks like it could be for a smartwatch. Maybe she’s still wearing it. If we can find out which app it’s connected to, it might give us an indication of her whereabouts. 
	P
	Span
	07
	07

	_2_6_*** – Item – Promotional flyer for Mia’s Nail Bar 

	ITEM SCREEN TITLE (5 WORDS MAX) 
	Promotional flyer for Mia’s Nail Bar 
	H2
	Span
	07
	07

	_7_6_100 – Bonus Item 

	DESCRIPTION 
	When the learner clicks on a special hidden hotspot within one of the scenes, a small pop-up appears, and they collect a hidden bonus item and points. 
	When the learner clicks on a special hidden hotspot within one of the scenes, a small pop-up appears, and they collect a hidden bonus item and points. 
	When the learner clicks on a special hidden hotspot within one of the scenes, a small pop-up appears, and they collect a hidden bonus item and points. 
	When the learner clicks on a special hidden hotspot within one of the scenes, a small pop-up appears, and they collect a hidden bonus item and points. 
	When the learner clicks on a special hidden hotspot within one of the scenes, a small pop-up appears, and they collect a hidden bonus item and points. 
	Figure




	BONUS ITEM GRAPHIC 
	Illustration of a promotional flyer for Mia’s Nail Bar. 
	TEXT (25 WORDS MAX) 
	It looks like Katelyn has been visiting Mia’s Nail Bar. This flyer is offering a 10% discount to repeat customers. 
	P
	Span
	07
	07

	_2_7_*** – What happened next? 

	ITEM SCREEN TITLE (5 WORDS MAX) 
	What happened next? 
	H2
	Span
	07
	07

	_8_7_100 – Message 

	DESCRIPTION 
	This is a message from a character. It is triggered by completing a certain hotspot item, and pops up automatically in the scene once this item has been completed. It can also be accessed again from a tab in the mobile phone menu. 
	This is a message from a character. It is triggered by completing a certain hotspot item, and pops up automatically in the scene once this item has been completed. It can also be accessed again from a tab in the mobile phone menu. 
	This is a message from a character. It is triggered by completing a certain hotspot item, and pops up automatically in the scene once this item has been completed. It can also be accessed again from a tab in the mobile phone menu. 
	This is a message from a character. It is triggered by completing a certain hotspot item, and pops up automatically in the scene once this item has been completed. It can also be accessed again from a tab in the mobile phone menu. 
	This is a message from a character. It is triggered by completing a certain hotspot item, and pops up automatically in the scene once this item has been completed. It can also be accessed again from a tab in the mobile phone menu. 
	Figure




	MESSAGE NAME (START OF MESSAGE, UP TO 19 CHARACTERS) 
	Great work today … 
	CHARACTER PROFILE GRAPHIC 
	PC Sophie Saunders 
	MESSAGE TEXT  
	Great work today. We really took advantage of the golden hour and made the most of the digital opportunities that we had. We have some promising leads and hopefully Katelyn will be found soon. 
	We’ve done all we can here. Let’s go back to the station and see if there’s anything else we can do to help find her. 
	H2
	Span
	07
	07

	_2_7_110 – Photostory 

	DESCRIPTION 
	This summary screen will work in the same way as ‘The Story So Far’ summary screens, and will allow learners to see the outcome of this case, as we will not be revisiting it in future episodes. 
	This summary screen will work in the same way as ‘The Story So Far’ summary screens, and will allow learners to see the outcome of this case, as we will not be revisiting it in future episodes. 
	This summary screen will work in the same way as ‘The Story So Far’ summary screens, and will allow learners to see the outcome of this case, as we will not be revisiting it in future episodes. 
	This summary screen will work in the same way as ‘The Story So Far’ summary screens, and will allow learners to see the outcome of this case, as we will not be revisiting it in future episodes. 
	This summary screen will work in the same way as ‘The Story So Far’ summary screens, and will allow learners to see the outcome of this case, as we will not be revisiting it in future episodes. 
	Figure




	SCREEN TITLE (5 WORDS MAX) 
	What happened next? 
	FRAME 1 
	FRAME 1 TEXT (75 WORDS MAX) 
	Thanks for all your hard work on this case. Responding quickly and asking the right questions during the golden hour made all the difference. 
	I have some good news – Katelyn has been found! 
	FRAME 1 GRAPHIC 
	Sergeant Jasmine Allen in the police station (not the debrief background, the office) 
	FRAME 2 
	FRAME 2 TEXT (75 WORDS MAX) 
	As soon as you provided the details of Katelyn’s phone, I contacted the Communications Data Investigations – Single Point of Contact (CDI-SPoC) to ‘ping’ the phone using location-based services (LBS) and get the location data. 
	They were able to identify the area where the device was last live before it ran out of battery, and we found the location of the party nearby.  
	FRAME 2 GRAPHIC 
	Illustration of Katelyn’s phone 
	FRAME 3 
	FRAME 3 TEXT (75 WORDS MAX) 
	Before we could begin to search that location for Katelyn, she came back of her own accord. She’d met a man online and had been communicating with him via the messaging function in her game app. 
	The man, who called himself Sebastian, had been giving Katelyn many gifts and compliments. 
	FRAME 3 GRAPHIC 
	Illustration of the messaging app in the game. Messages read:  
	Sebastian: Did you like my gift? 
	Katelyn: I love it! 
	Sebastian: It suits you. I think you’re beautiful. Can’t wait to meet you. 
	FRAME 4 
	FRAME 4 TEXT (75 WORDS MAX) 
	She went to the party to meet Sebastian in person but, when she arrived, she realised that he was not 15 years old as he had claimed. 
	Katelyn left the party but didn’t want to go home as she had lied to her father. She knew that he would be upset and wanted to avoid a difficult conversation. 
	FRAME 4 GRAPHIC 
	Illustration of a girl walking alone at night  
	FRAME 5 
	FRAME 5 TEXT (75 WORDS MAX) 
	Her friend Christine Casey was home alone, so Katelyn spent the night at her place. 
	She didn’t realise that her father had reported her missing until she saw the post you shared on social media. 
	FRAME 5 GRAPHIC 
	Illustration of a social media post asking for information with the photo of Katelyn 
	Frame 6 
	FRAME 6 TEXT (75 WORDS MAX) 
	Katelyn’s friend Christine is the daughter of Mia’s neighbour, Mary, who you spoke to in relation to the incidents at Mia’s Nail Bar. 
	Although there is no reason to suspect that these two cases are related, it’s worth keeping this link in mind. 
	FRAME 6 GRAPHIC 
	Illustration of Mary from episode 3 
	07
	07
	07

	_3_0_*** – Debrief 

	H2
	Span
	07
	07

	_3_0_100 – Debrief Introduction 

	DESCRIPTION 
	Once all the items in the scenes have been visited, a pop-up appears, with a character telling the learner that the investigation stage is complete and to continue to the debrief. 
	Once all the items in the scenes have been visited, a pop-up appears, with a character telling the learner that the investigation stage is complete and to continue to the debrief. 
	Once all the items in the scenes have been visited, a pop-up appears, with a character telling the learner that the investigation stage is complete and to continue to the debrief. 
	Once all the items in the scenes have been visited, a pop-up appears, with a character telling the learner that the investigation stage is complete and to continue to the debrief. 
	Once all the items in the scenes have been visited, a pop-up appears, with a character telling the learner that the investigation stage is complete and to continue to the debrief. 
	Figure




	CHARACTER PROFILE GRAPHIC 
	PC Sophie Saunders 
	CHARACTER DIALOGUE TEXT 
	I’m so glad that Katelyn has been found safe and well! It’s amazing how much of a difference acting quickly and efficiently to gather the right information can make. 
	It’s time to head to the debrief. Do you need to review your records of the scene first? I saw something familiar in Katelyn’s room, a promotion for a business we know well. Did you spot that too? 
	Sergeant Allen will want to know that we maximised the golden hour principles and made the most of the digital opportunities to trace Katelyn. If you need to revisit any of the resources, it might be a good idea to do that first. You can return to the debrief when you’re ready via the phone icon.  
	BUTTON TEXT 
	Review Scene 
	BUTTON TEXT 
	Start Debrief 
	H2
	Span
	07
	07

	_3_0_110 – Debrief Question – MCQ Multi  
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