
Level 1 Level 2 Level 3 Level 4

Primary legislation   This level of the legal framework reflects a statutory legislation enacted by Parliament that combines 
in its application to provide a framwork for the regulation of LFR. 

Secondary legislative instruments   This level of the legal framework reflects statutory codes, non-statutory guidance 
typically issued at national level that chief officers should have regard to when seeking to apply the Level 1 legal framework, 
and relevant case law.Authorised Professional Practice (APP) issued by the College of Policing also sits at this level within 
the legal framework. However, given some APP is not specific to a particular area of primary legislation, it is reflected as an 
overarching consideration in the legal schematic to reflect it’s pervasive application.

Force Policy   This reflects policy document issues at a force level. They provide for the operational implementation of the legal 
framework in a way that helps the use of LFR to be both accessible and foreseeable to the public. 

This area reflects that biometric and other 
personal data is processed by the LFR 
system. It reflects the application of the 
Data Protection Act 2018 (under GDPR/
Part III, as applicable) and underlying 
documents that govern and reflect this.

This area reflects the relevance of human 
rights to the use of LFR. Some, like the 
right to privacy, will be engaged by those 
on the LFR watchlist and/or passing the 
LFR system. The engagement of other 
rights will be context dependant. 

This area reflects the relevance of 
equality considerations and the 
application of the Public Sector 
Equality Duty. It shows the underlying 
documents which also govern and show 
compliance with this duty.

This area reflects the potential application 
of the Regulation of Investigatory Powers 
Act 2000. For an overt capability, it is 
important to have regard to RIPA to 
ensure the use of the LRF does not 
become directed surveillance.

This area reflects that LFR uses CCTV 
cameras to film those passing through 
the zone of recognition as part of the 
wider LFR system. It recognises the 
relevance of the Protection of Freedoms 
Act 2012 to CCTV in public spaces by 
policing in England and Wales.
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Live facial recognition legal framework and governance

Oversight: Information Commissioner’s Office

Oversight: Equalities and Human 
Rights Commission 

Oversight: Equalities and Human 
Rights Commission

Oversight: Investigatory Powers 
Commissioner’s Office 

Oversight: Surveillance camera commissioner

Legal basis: Statutory (eg, S.64A PACE) case law and policing common law powers

This is the legal basis for the action - ie, the legal power(s) that supports the compilation of the watchlist 
and the use of the LFR.

This level of 
documentation 
reflects the 
use of the legal 
framework in 
practice - ensuring 
relevant decisions, 
including the 
rationale, 
necessity and 
proportionality for 
use is recorded. It 
is also the place 
where decisions 
of relevance 
to the Public 
Sector Equality 
Duty should be 
recorded. 

Ethics, APP guidance and scrutiny Oversight: PCCs

The dashed line shows that there are a number of aspects to the lawful and ethical use of LFR systems 
that are all encompassing and do not just relate to one area of law. 


