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1. Background 

1.1. Responses 
The consultation was launched on 10 December 2020 and it ran until 31 January 

2021. The consultation received 55 responses, the majority (n = 43) of which were 

from police-related organisations or individuals, including: 

 those representing a police force or PCC, a specialist unit within a police force or 

a National Police Chiefs’ Council (NPCC) portfolio 

 personal responses from serving officers, former officers or members of staff  

Of the personal responses, all were from respondents in specialist roles related to 

digital forensics, specialist investigations and data protection.  

Of the 12 non-police responses: 

 three were from Criminal Justice System stakeholder organisations: 

o Home Office 

o Crown Prosecution Service (CPS) 

o Information Commissioner’s Office (ICO) 

 seven were from external stakeholders representing victims/survivors and privacy 

groups: 

o Big Brother Watch 

o Rape Crisis 

o Safe Lives 

o Office of the Victims’ Commissioner 

o Victims’ Commissioner for London 

o Survivors’ Network 

o The Survivors Trust 

 two were from academics 

1.2. Feedback 
In general, the responses were positive about the draft guidance and acknowledged 

that this area is complex and that there is a consequent need to provide clarity 
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around how the legislation is implemented by operational policing. However, 

respondents generally felt that there was a need for greater clarity in how the 

Guidance is presented and for fuller definitions of some of the terms used.  

A wide range of issues and concerns were raised about the Guidance and its 

implementation. It was felt that these issues needed further explanation before the 

document would be fit for purpose. A summary of the key issues raised is provided 

below, as well as how the College has addressed, or proposes to address, these 

issues. A fuller, more detailed table providing all issues raised for each of the 

Principles and the College response is provided at Annex A. 

The Guidance is being published by the College of Policing in the form of Authorised 

Professional Practice (APP) but is referred to through this document as ‘the 

Guidance’. 

2. Key issues raised 

2.1. Introduction 
The majority of the comments raised about the introduction related to the following 

issues. 

 Structure of the document – Respondents suggested that fuller definitions of 

the terms used within the document should be presented at an earlier point. 

Other recommendations included adding a flow chart and defining further terms 

and phrases, to aid understanding. 

 The lawful basis – Feedback suggested that there was a need for greater clarity 

on the legal position in relation to taking possession of devices. In particular, 

concern was expressed about the definition of permission and the difference from 

the formal definition of ‘consent’ in the Data Protection Act (DPA) 2018. 

https://www.college.police.uk/article/extraction-material-digital-devices-app
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Response 

The introduction now includes a fuller discussion of the lawful basis underpinning 

the acquiring of digital devices and extraction of material from them. Specifically, 

the introduction has been amended include the following. 

 References to Article 8 of the European Convention on Human Rights (ECHR) 

and the need to balance an individual’s right to privacy with an individual’s 

absolute right to a fair trial.  

 A discussion of the need for proportionality to be considered and an 

explanation of the four-part test of proportionality in Bank Mellat v Her 
Majesty’s Treasury (No 2). 

 An emphasis on the need to consider reasonable lines of enquiry, rather than 

an assumption that the devices will be acquired. 

 A flow chart to support understanding. 

 Full definitions provided in the front of the document, including all terms 

highlighted by the feedback, which will be hyperlinked throughout for ease of 

reference. To explain reasonable lines of enquiry further, examples have been 

taken from R v Bater-James and Mohammed 2020 EWCA Crim 790 in 

relation to cases of sexual violence, and from the Attorney General’s 
Guidelines on Disclosure 2020.  

2.2. Principle 1 – Strictly necessary and avoiding 
unnecessary intrusion 

Many of the key issues raised about Principle 1 related to the need to improve the 

clarity of the lawful basis for acquiring a digital device. In particular, there was some 

concern from respondents about the use of the term ‘permission’ and a clarification 

of how it differed from ‘consent’ was requested. Some external stakeholders were 

concerned that the lawful basis for acquiring a device was moving away from 

‘consent’ and that the Guidance focused on acquisition through the strictly necessary 

for law enforcement purposes criteria.  

Many of the other comments in relation to Principle 1, and throughout the Guidance, 

requested greater clarity of the application of the law in relation to suspects. In 

https://ukhumanrightsblog.com/2013/06/22/an-abc-on-proportionality-with-bank-mellat-as-our-primer/
https://ukhumanrightsblog.com/2013/06/22/an-abc-on-proportionality-with-bank-mellat-as-our-primer/
https://www.bailii.org/ew/cases/EWCA/Crim/2020/790.html
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/946082/Attorney_General_s_Guidelines_2020_FINAL_Effective_31Dec2020.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/946082/Attorney_General_s_Guidelines_2020_FINAL_Effective_31Dec2020.pdf
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particular, there were requests for a clearer explanation of the other powers available 

for the seizure of devices depending on the circumstances. 

Practitioners who are knowledgeable about the processes and current technology 

raised concerns in relation to the technical issues of extracting only strictly necessary 

material. In particular, comments were received on the following. 

 Screenshots – Feedback suggested that the Guidance on the use of 

screenshots to reduce intrusion should be amended to reflect the risk of the 

impact on data integrity and the contradiction with Guidance issued by the 

Forensic Science Regulator. 

 Search parameters – The difficulty with extracting only strictly necessary 

material (see response to comments on Principle 5 below). 

Response 

Principle 1 has been amended in the following ways following the feedback: 

 The wording has been changed from ‘permission’ to ‘informed agreement’, to 

avoid further confusion with the term ‘consent’ as used formally within the DPA 

2018. It was felt that this better reflected the process. 

 The application of the Guidance to suspects, and to the situations where a 

different approach is possible, has been highlighted where such situations 

occur. The lawful basis section and the flow chart have been added to provide 

further clarity to this issue. In particular, these additions highlight the potential 

to acquire digital devices from a suspect through the use of a range of lawful 

powers dependent on the situation. However, the extraction of material from 

a device must comply with the DPA 2018, regardless of the status of the device 

user concerned. 

 The Guidance has been amended to add further detail regarding when it is 

appropriate to use screenshots or make other records of what appears on a 

device. The Guidance has also been amended to encourage consultation with 

a specialist if in doubt. 
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2.3. Principle 2 – Provision of information 
Feedback on Principle 2 from practitioners suggested that there were some 

concerns about the provision of information on the reasonable lines of enquiry, 

specifically: 

 whether you are able to describe all reasonable lines of enquiry adequately at the 

point of taking possession of a device 

 whether it is always appropriate to provide this information to the device user 

In contrast, the feedback from external stakeholders suggested that the key issue 

relevant to this Principle was ensuring that agreement to hand over the device is 

informed. The comments reiterated the need for victims to be explicitly informed 

about what is being sought from their device and why. They felt that often the best 

way to ensure informed agreement would be for victims to be able to seek free 

independent advice and support. There were also comments suggesting a need to 

include health data in the section on ‘sensitive processing’. 

Response 

The DPA 2018 is clear that speculative searches are not within the law and that for 

any material to be extracted from a device, it must be proportionate and strictly 

necessary for a law enforcement purpose. For these criteria to be met, the 

investigator must have reason to believe that there is material on the device that 

may satisfy a line of enquiry. This reason must be provided to the device user. 

If further lines of enquiry are identified at a later stage that require additional 

searches of the device, an incremental approach should be adopted. This requires 

providing the device user with information about additional searches or a change 

in the use of the digital material already in the possession of the police, or further 

requests to the device user for informed agreement to extract additional material 

from the device and authorisation for that extraction by an inspector or police staff 

equivalent. 

The Guidance identifies that there may be circumstances where there is a need to 

withhold information about lines of enquiry for the purposes of the investigation or 

to prevent harm. Section 44(4) of the DPA 2018 takes account of this. The 

https://www.legislation.gov.uk/ukpga/2018/12/section/45/enacted
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Guidance has been amended to strengthen this section, to make it clear in which 

contexts this applies and to clarify that this can be relevant to any device user, 

regardless of status if the criteria are met. 

The Guidance recognises the need for victims and witnesses to provide informed 

agreement and also recognises that the device user should be told of the 

opportunity to obtain that support if necessary. The Guidance now places greater 

emphasis on recognising the issues that may affect a person’s ability to make an 

informed decision about the use of their personal data, and on ensuring that the 

device user is given the opportunity to seek support, such as independent legal 

support (see Principle 3 for more detail).  

Health data has been added to the section on sensitive processing. 

2.4. Principle 3 – Request agreement  
Many respondents described how requests for access to digital material are likely to 

affect victims of rape and sexual assault or abuse disproportionately. An individual’s 

experience of trauma may affect their capacity to make an informed decision to hand 

over their device. It was felt that including more information about the impact of 

trauma, as well as how to ensure that the victim is able to make an informed and 

considered decision, would strengthen the Guidance. This information could include 

the option for the victim to have access to appropriate independent support where 

available – for example, an independent sexual violence adviser or victim legal 

advocate – to ensure that they are not overwhelmed by requests for informed 

agreement at a time when they are in trauma and to ensure that their rights are fully 

upheld and communicated. 

Issues of capacity to provide informed agreement were also raised in relation to who 

can provide that agreement in situations where the owner of the device was missing, 

deceased or seriously injured.  

Response 

The section on capacity to provide informed agreement has been amended to add 

further detail in relation to trauma. Links are provided to further supporting material 
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and to the evaluation of the pilot of providing independent legal support to victims 

of sexual violence in Northumbria. 

The Guidance makes it clear that when considering the capacity of victims and 

witnesses to give informed agreement, trauma should be taken into account. 

Where trauma may be affecting the individual’s capacity, investigators are directed 

to take steps to ensure that the device user fully understands what is being 

requested, why this request is being made and the likely impact of their decision. 

The investigator is directed to ensure that the device user has the opportunity to 

seek advice and support, or that more time is allowed to make that decision where 

this will be helpful. 

The Guidance now specifically details how to deal with situations where the device 

user is a missing person or is deceased. 

2.5. Principle 4 – The right to refuse permission 
In relation to the right to refuse, many respondents suggested that further detail was 

required in the Guidance to clarify what police should do in the situation where a 

victim or witness refuses to hand over the device or subsequently withdraws their 

agreement, and what the consequences are in such cases. Many external 

stakeholders suggested that refusing or withdrawing consent has led to cases being 

designated no further action (NFA) in the past or being dropped by the CPS. Some 

comments also specifically requested clarity on how Principle 4 related to suspects.  

Many external stakeholders queried why despite the Guidance acknowledging that 

trauma may be a factor in a victim’s unwillingness to hand over the device, it goes on 

to outline the option to apply for a warrant to seize the device in serious cases, such 

as rape. It was felt that this was problematic and suggested that rape victims rightly 

often question why they are being made to feel like they are being investigated, as 

opposed to the suspect. 

Response 

The Guidance has been amended to add clarity to this section, emphasising that 

the victim or witness is not obliged to cooperate with a police request, while also 

outlining the potential consequences: 
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 the risk that it may not be possible to pursue the investigation 

 a witness summons may be issued or any trial resulting from the investigation 

may be halted 

 an application can be made for a witness summons for the mobile telephone or 

other device to be produced 

The Guidance has also been amended to explain that it would only be appropriate 

to apply for a warrant to acquire a victim’s device if there was a risk of harm to the 

device user or another individual. 

An additional section has been included to separate out the right to withdraw 

agreement and the potential implications of that withdrawal. This outlines that 

there may be an obligation under the Criminal Procedure and Investigations Act 

(CPIA) 1996 to obtain and retain materials that may prevent the deletion of data, 

regardless of the wishes of the data subject. Convention 108 would suggest that 

this ongoing processing might be justified in law (see section 2.2.5 of the ICO 

report).  

To ensure greater clarity, there is a separate section for the application of the law 

to suspects. This makes it clear that the right to refuse to agree to hand over the 

device also applies to suspects, but only where the device is being acquired by 

agreement (ie, they have not been arrested and no other powers have been used 

to seize the device). However, if they do refuse, the police do have specific powers 

to seize material from suspects that they believe to contain evidence of an 

offence. These powers vary from case to case and agreement is not required in 

these circumstances. 

2.6. Principle 5 – Ensure extracted data is adequate, 
relevant and not excessive for the purpose for 
which it was processed 

Principle 5 generated a great deal of feedback, particularly in relation to the detail of 

when non-relevant material should be deleted. Practitioners described how 

reasonable lines of enquiry are constantly changing throughout an investigation and 

suggested that the deletion of anything prior to the conclusion of an investigation 

could create the potential for miscarriages of justice. If material is deleted too early in 
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the process, the suspect may not have been given an opportunity to identify material 

that may be on a device that they consider to be relevant to their defence or to 

contribute to the list of search parameters. Practitioners also described how the 

deletion of irrelevant material should take account of the need to maintain the 

integrity of the evidence. It was suggested that deleting irrelevant material could: 

 jeopardise the integrity of evidence 

 be technically difficult, as the precision required to select particular data of 

interest may not be possible with some extraction techniques and may be time-

consuming in some cases 

 require repeated acquisition processes, which could have a detrimental impact on 

victims and witnesses 

Some respondents suggested that an alternative approach might be to extract a full 

download of the device, but for only the material relating to reasonable lines of 

enquiry to be extracted. The full copy would then be held securely with safeguards to 

ensure no further access unless further lines of enquiry developed, the device user 

had been informed and the processing had been authorised as strictly necessary 

and proportionate. 

Many respondents expressed concerns with the section dealing with the 

identification of additional criminality. There was a view that this section conflates 

circumstances relating to victims and witnesses with those relating to suspects. It is 

accepted that identifying minor offences committed by a victim of serious crime may 

be given proportionate consideration in order to retain the trust of the individual, but 

this consideration is not the same for a suspect when a device has been seized 

using a police power.  

Some respondents requested more detail or examples of what would be considered 

a proportionate approach. Their concerns were not that the victims could be 

prosecuted for additional criminality, such as drug use, but that the information is 

used against them in their case. They suggested that there is a great focus on the 

credibility of the victim in cases of rape and sexual violence, and that a history of 

drug use is one factor that has been seen in police decisions to NFA and in CPS 

decisions not to charge.  
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Other issues with this section related to the need to ensure that the Guidance is 

compliant with current rules on crime recording. 

Response 

The need to ensure that the suspect is afforded the opportunity to identify lines of 

enquiry or search parameters relevant to the defence is recognised. However, it is 

possible that no suspect has been identified initially and the material cannot be 

held indefinitely on the basis that it might be potentially relevant. The wording in 

the Guidelines has been amended to: 

‘Any information or material irrelevant to the investigation will 
be deleted where possible.’ 

The Guidance emphasises the need to ensure that only proportionate and strictly 

necessary material is extracted, and that this is done with minimal intrusion into 

the privacy of individuals. Retaining irrelevant material is not compliant with the 

DPA 2018, as the ICO report recommendations make clear. However, the 

Guidance has been amended to recognise that it may difficult to separate relevant 

from irrelevant material in some cases and to maintain the integrity of the 

evidence. In such instances, a proportionate approach could be to store a copy of 

the data securely to ensure that further processing does not occur without the 

informed agreement of the victim or witness. Any working copy should only 

comprise the strictly necessary data, as defined by the search parameters. 

In relation to the identification of additional criminality, this section has been 

amended to separate out the guidance for dealing with victims and witnesses from 

that of suspects, in order to provide clarity on the difference of approach. It also 

outlines when material can be shared for the purposes of the defence. Material on 

any additional criminality can only be shared if it is of relevance to the existing 

investigation. The Guidance is also clear that the relevant law and guidance apply 

across all agencies of the criminal justice system, including defence and the 

courts. Any requests to policing that go beyond what is allowed by law should be 

subject of careful consideration and, if necessary, escalation. 
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2.7. Principle 6 – Safeguarding 
Some respondents noted that in the Guidance, the sharing of data is dealt with only 

in the context of disclosure. It was questioned whether an investigation would be the 

only context in which sharing takes place. For example, is there also sharing 

between forces, or sharing of information for intelligence or evidential purposes in 

other cases? 

Some specific queries were raised in relation to registered sex offenders and how 

the Guidance relates to current practice, where officers managing sex offenders 

complete door knocks and seize digital devices. No arrest is made if no admissions 

are made. They also seize devices if they suspect that registered sex offenders are 

breaching their Sexual Harm Prevention Order. 

Response 

The Guidance wording has been amended to make it clear that sharing of data is 

possible but must be in accordance with the DPA 2018 (see APP on sharing 
police information). 

The Guidance makes it clear throughout that the acquisition of devices from 

suspects can be through informed agreement or through other legal powers (see 

Principle 4). 

2.8. Principle 7 – Updating, reviewing and managing 
Feedback on Principle 7 focused on a number of different issues, including the 

following. 

 Respondents requested greater clarity on how the withdrawal of permission to 

process data will affect the investigation. 

 Some respondents requested clarity on updating suspects, explaining that it may 

not always be appropriate to give the suspect or defendant a monthly update on 

how their data is being used. 

 Comments were received on various issues related to technology and how to 

ensure the Guidance is future-proofed, for example, by ensuring that the 

definition of digital devices covers the internet of things. 

https://www.app.college.police.uk/app-content/information-management/sharing-police-information/
https://www.app.college.police.uk/app-content/information-management/sharing-police-information/
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 Some respondents raised the issue of how the guidance relates to data stored in 

the cloud and the interaction of this guidance with the use of the Investigatory 

Powers Act 2016. 

 Many comments related to the need for all partners in the criminal justice system 

to abide by these principles. 

Response 

The Guidance has been amended to include a section on withdrawal of agreement 

for the use of their data (see Principle 4). 

The Guidance has been amended to clarify that section 45(4) of the DPA 2018 

gives data controllers the right to restrict information given to suspects if it is 

necessary and proportionate, for example, to avoid:  

 obstructing an official or legal enquiry, investigation or procedure  

 prejudicing the prevention, detection, investigation or prosecution of criminal 

offences or the execution of criminal penalties 

A definition of device has been added to the Guidance that includes any internet-

enabled devices, which covers the internet of things.  

In relation to the interaction of the Guidance with the use of the Investigatory 

Powers Act 2016, if any action taken would constitute interception under this Act 

(for example, accessing a stored voicemail), then this must be done in accordance 

with this Act and the relevant Code of Practice on the device.  

2.9. Principle 8 – Sharing data  
Many respondents expressed the need for more guidance on the use of material 

unrelated to the offence – for example, related to health or drug use – and how that 

is shared. The respondents described how many complainants’ concerns are not 

only about being prosecuted themselves, but also about what happens to their rape 

and serious sexual offences (RASSO) case if they are found to be drug users. It was 

felt that there is a great focus on the credibility of a complainant, and that a history of 

drug use is one factor that respondents felt had seen in police decisions to NFA and 

in CPS decisions not to charge. They felt that this focus makes it seem like the 

https://www.legislation.gov.uk/ukpga/2018/12/section/45/enacted
https://www.gov.uk/government/publications/investigatory-powers-act-2016-codes-of-practice
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opinion of the criminal justice system is that a victim cannot be raped if they have 

such a history. 

Response 

The Guidance wording has been amended to make it clear that sharing of data is 

possible but must be in accordance with the DPA 2018 (see APP on sharing 
police information). 

The Guidelines have been amended to emphasise that material can only be 

disclosed to the defence if it is of relevance to the existing investigation and meets 

the test for disclosure. See Principle 5 for amendments regarding the sharing of 

material related to additional criminality that is identified during the extraction of 

strictly necessary material. 

2.10. Principle 9 – Recording actions 
Some respondents suggested that there is a need for more guidance on where 

officers should be recording such decisions and authorisations in relation to 

extracting data. The recent report from the ICO explicitly raises concerns about the 

‘lack of record-keeping for decisions made about powers for obtaining devices and 

lawful basis used for processing personal data’.  

Response  

The Guidance has been amended to make it clear that a record should be made of 

all actions in relation to the extraction of digital material, including collection, 

alteration, consultation, disclosure (including transfers), combination and deletion. 

This includes the need to record decisions and rationales for those decisions. The 

requirement for an inspector’s authority implicitly requires an explanation by the 

investigator of how extraction of specific data from the device fulfills the strictly 

necessary and proportionate criteria. In addition, the Guidance links to the NPCC 

data processing notices, which provide a format for recording lines of enquiry. 

2.11. Principle 10 – Implementation 
In relation to Principle 10, many respondents suggested that without effective 

implementation, the Guidance was irrelevant. It was suggested that further 

https://www.app.college.police.uk/app-content/information-management/sharing-police-information/
https://www.app.college.police.uk/app-content/information-management/sharing-police-information/
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information should be published separately around the training, monitoring and 

scrutiny around the implementation of the Guidance. For example: 

 What training will officers receive in relation to the new processes? 

 How will police forces ensure that their staff are implementing the new guidance?  

 What compliance framework will be in place? 

 How will targets be set around improvement of compliance? 

In addition, feedback was received that suggested that even if the police followed 

this Guidance diligently, they may later have a significant battle with others in the 

criminal justice process who will, without further guidance, have different and 

perhaps unrealistic expectations. It was suggested that the Guidance can only be 

truly effective if it sits alongside guidance given to the other parties involved in 

bringing cases to court, and if it is consistently and robustly applied by the courts. 

Response 

It is recognised that implementation of the Guidance will not happen effectively 

without some action to embed the knowledge in forces with investigators and first 

responders. The Guidance is clear in that it is the responsibility of chief officers to 

ensure the implementation of these Principles during investigations. The specific 

practical measures to be taken by chief officers to ensure the implementation are 

beyond the remit of the Guidance. 

This Guidance is set within a comprehensive legal and guidance framework. The 

College is working closely with partners to ensure that these are implemented 

effectively.  

 

 

 



Response to consultation college.police.uk 

May 2021  Page 18 of 18 

 

About the College 

We’re the professional body for the police service in 

England and Wales. 

Working together with everyone in policing, we share 

the skills and knowledge officers and staff need to 

prevent crime and keep people safe. 

We set the standards in policing to build and 

preserve public trust and we help those in policing 

develop the expertise needed to meet the demands 

of today and prepare for the challenges of the future. 

college.police.uk 


	1. Background
	1.1. Responses
	1.2. Feedback

	2. Key issues raised
	2.1. Introduction
	2.2. Principle 1 – Strictly necessary and avoiding unnecessary intrusion
	2.3. Principle 2 – Provision of information
	2.4. Principle 3 – Request agreement
	2.5. Principle 4 – The right to refuse permission
	2.6. Principle 5 – Ensure extracted data is adequate, relevant and not excessive for the purpose for which it was processed
	2.7. Principle 6 – Safeguarding
	2.8. Principle 7 – Updating, reviewing and managing
	2.9. Principle 8 – Sharing data
	2.10. Principle 9 – Recording actions
	2.11. Principle 10 – Implementation


