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  The equality analysis should address all the points outlined above and be a 

living document that outlines the way equality has been considered throughout 

the lifetime of the project. Key dates and decisions associated with equality 

should be noted. The document will then form a rich source of information to 

demonstrate how you have shaped your product to suit all individuals it will 

impact on. This could take the form of showing how the three parts of the 

Public Sector Equality Duty (PSED) have been met: 

1. Eliminate discrimination, harassment, victimisation and any other conduct 

prohibited by or under the Equality Act 2010 (EqA). 

2. Advance equality of opportunity between persons who share a protected 

characteristic and those who do not share it. 

3. Foster good relations between persons who share a relevant protected 

characteristic and persons who do not share it. 

More information about the PSED can be found here.  

Identify points in the project at which the equality 
analysis will be reviewed 
This should be routinely throughout the lifetime of the product. The equality analysis 

should state an intention to consider equality – as a standard item – at all key stages 

of product development. For example planning meetings, project board meetings, 

discussions with stakeholders, highlight reports, development of costing models, 

budget planning, & progress bulletins. Where a Project Initiation Document is 

developed it must state at what stages equality will be explicitly considered. Add 

additional rows if required. 

Key Stage Review date 

Post public consultation March 2021 

  

  

https://www.equalityhumanrights.com/en/advice-and-guidance/public-sector-equality-duty
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Planned sources of information 
This should list what sources of information you will be drawing on to inform your 

thinking and planning. This can be quantitative (statistical) data, qualitative data (this 

could include surveys, service user feedback, either already available or 

commissioned specifically to inform your product) or other research. Give a summary 

of what the information is telling you. It helps to provide a brief summary or headline 

of the data, output or information. 

Referenced the government accessibility guidelines – WCAG 2.1 

https://www.gov.uk/service-manual/helping-people-to-use-your-
service/understanding-wcag  

Discussed with stakeholders from the relevant protected groups. Two stakeholder 

events have been held and the feedback from these events has been considered 

where possible. Safeguards have been incorporated into the APP to mitigate any 

potential negative impact that the Guidance may have on particular communities 

or groups. 

Discussed with College DEAN Group  

Discussed with College Diversity and Inclusion Team (D&I) Team 

Referenced the Equality Act 2010 

Other information and context that will be 
considered 
This should cast wider to any information about public service trends, knowledge of 

inequalities within society, anecdotal evidence, perceptions, findings from other 

EIAs, best practice in related fields, and innovations that will help you identify 

equality opportunities and risks in the product or other activity you are leading on. 

Communications for the project will be accessible to all groups.  

 

https://www.gov.uk/service-manual/helping-people-to-use-your-service/understanding-wcag
https://www.gov.uk/service-manual/helping-people-to-use-your-service/understanding-wcag
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Introduction 

The issue of ‘competence’ to give informed consent is a consistent theme 

throughout this EIA. A person’s competence may be affected by their age, mental 

ill health, a neurological condition, or the impact of injury or trauma related to the 

event that they have been involved in. Neither the APP nor this EIA can set out all 

of the considerations that an investigator might need to take into account because 

each situation is likely to be unique. Investigators should carefully consider the 

ability of a device user1 to give informed agreement. They may need to consult 

with a supervisor or a well-informed colleague (such as a member of a relevant 

staff association or a colleague with a particular knowledge or skill). They might 

also consider seeking advice from a person who had particular knowledge of the 

device user (such as a parent, carer or legal representative), or providing the 

opportunity for the device user to seek advice or support themselves. Where none 

of these alternatives is available or suitable, some other independent person, such 

as an appropriate adult, may be able to assist. 

The policy that we set out is designed to act neutrally, regardless of which 

individuals or communities are affected by extraction of digital data. The EIA will 

be made available to police forces so that they can use it to inform their 

implementation of the guidance.  

Impact and agreed actions related to each 
‘protected characteristic’ 
Drawing on your knowledge of the planned product, for each protected 

characteristic, consider:  

a. How might the product impact on people from different groups?  

                                            

 

1 The phrase ‘device user’ is used to indicate the data subject. In some situations, you may have to 
get authority from more than one person, for example, where the device may be owned by one person 
but the data on it belongs to someone else (such as a parent owner or child user), where an 
organisation owns a device but an employee uses it, or where a device is shared. 
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b. From the start, how can the product design maximise equal outcomes for all?  

c. What stakeholders or other sources of information will be/have been consulted to 

provide expert advice to inform thinking?  

d. How has/how will that feedback (data) improve(d) the quality of the product?  

e. How does the audit trail show how consideration of the characteristics has 

improved product quality?  

f. What actions have you agreed as a result of considering each characteristic? 

Note your agreed actions, conclusions and how they have informed your 
product. 

For each consideration or impact, you may wish to follow the structure below: 

 Impact 

 Mitigation: If impact is negative, what mitigation can be introduced or if a 

mitigation is not possible, provide justification for this.  

 PSED: If your considerations link to one or more of the equality duty aims 

(eliminating discrimination, advancing equal opportunity and/or fostering good 

relations), then you may want to note this.  

You can also use the actions section below to list all your mitigations and follow up 

actions. 

Age 
Considerations, mitigations, equality duties. Note your agreed actions, conclusions 

and how they have informed your product. 

How might the product impact on people of different age groups? From the start, 

how can the product design maximise equal outcomes for all age groups (older 

and/or younger)? What stakeholders or other sources of information will be/have 

been consulted to provide expert advice to inform thinking? How has/how will that 

feedback (data) improve(d) the quality of the product? How does the audit trail show 

how consideration of the characteristic of age has improved product quality? What 

actions have you agreed as a result of considering the characteristic of age? 
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Consultation carried out while developing this guidance has identified that certain 

actions carried out by police officers and staff when obtaining a personal digital 

device for policing enquiries may have a negative impact on young and older 

people. We have outlined where the negative impact may arise and what actions 

will be taken to help mitigate these, where possible.  

Children and young people 
When acquiring personal digital devices from children and young people, it is 

important to consider whether they have capacity to provide informed agreement 

due to their age, and to consider the need for others to provide that agreement in 

relation to the device. The child or young person may share the device in question 

and/or it may be owned by parents or guardians, who may also need to provide 

agreement. Whether a person has ‘capacity’ to make the decision on whether to 

allow the acquisition of a device and/or the material on it is based on a judgement 

about whether the person is able to give ‘informed agreement’. For children, this 

question addresses their maturity and whether they are able to understand the 

implications of the decisions they are being asked to make (see Gillick v West 
Norfolk and Wisbeach AHA (1985)). Some children will be mature enough to 

make this decision alone. Others may need support from parents, carers or an 

independent person. Others will be too young and immature to make such a 

decision, meaning that a parent, carer or other independent person will need to 

make the decision on their behalf (see the Care Quality Commission’s Brief 
guide: Capacity and competence to consent in under 18s). 

 Where the child does not have capacity to consent, appropriate support should 

be obtained from an appropriate adult to ensure that the child or young person 

understands the need for the police to extract data from the device, as well as 

their right to refuse.  

 The most common form of internet access for those aged 16-19 is through 

smart phones (see ONS Internet Access – households and individuals 
2019). The likelihood of having access to the internet at home increases along 

with income, such that only 51% of households earning £6,000-10,000 had 

home internet access. Many children in poorer households access the internet 

http://www.bailii.org/uk/cases/UKHL/1985/7.html
http://www.bailii.org/uk/cases/UKHL/1985/7.html
https://www.cqc.org.uk/sites/default/files/Brief_guide_Capacity_and_consent_in_under_18s%20v3.pdf
https://www.cqc.org.uk/sites/default/files/Brief_guide_Capacity_and_consent_in_under_18s%20v3.pdf
https://www.ons.gov.uk/peoplepopulationandcommunity/householdcharacteristics/homeinternetandsocialmediausage/bulletins/internetaccesshouseholdsandindividuals/2019
https://www.ons.gov.uk/peoplepopulationandcommunity/householdcharacteristics/homeinternetandsocialmediausage/bulletins/internetaccesshouseholdsandindividuals/2019
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through phones or tablets that are often shared with siblings (see University of 
Cambridge research on the digital divide). As a result of the potential digital 

exclusion, children and young people could be at risk of harm or wellbeing 

issues where their device is taken possession of. For example:  

o the device may be their only way to access the internet, a requirement for 

homework  

o the device may be their only way of accessing support for a mental health 

condition 

o seizing their device may mean that they are at greater risk of harm from 

further offences, for example, child sexual exploitation or being groomed 

and recruited to gangs and organised crime  

 Stakeholders were also concerned that children may have issues concerning 

intrusion into their private lives and in relation to sharing their data, particularly 

if they have other protected characteristics related to sexual orientation. The 

Guidance outlines how only the minimum data to satisfy reasonable lines of 

enquiry should be extracted. This data should be stored securely and 

unauthorised access should be prevented. Any extracted data that is not 

relevant to the line of enquiry should be deleted as soon as possible. These 

safeguards should be described to the device user prior to requesting consent 

for taking possession of the device. 

Older people 
 It is possible that older victims, witnesses and suspects may be less 

knowledgeable about how the material held on their devices will be extracted 

(see Age UK research). It is also possible that an older victim or witness may 

suffer from an age-related cognitive impairment. Under the Data Protection Act 

2018, a data processor is required to inform the device user of the way in which 

the data will be extracted and used, and agreement cannot be given without 

being informed. The Guidance states that officers should consider whether the 

victim or witness has capacity to provide informed agreement for the device to 

be taken possession of for the purposes of extracting material relevant to the 

investigation. Where the investigator considers that there are cognitive 

impairments that could be related to age, they should ensure that appropriate 

https://www.cam.ac.uk/stories/digitaldivide
https://www.cam.ac.uk/stories/digitaldivide
https://www.ageuk.org.uk/globalassets/age-uk/documents/reports-and-publications/age_uk_digital_inclusion_evidence_review_2018.pdf
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support is obtained, such as a carer, relative, appropriate adult, advocate or 

legal representative. 

 Acquiring devices from older people may increase risk of further harm and 

isolation. For example, many older people rely on their mobile devices to 

remain in contact with family and support networks, and may experience 

increased isolation if their device is seized. They may also feel less safe and 

may be less able to carry out their normal life without a replacement. 

Additionally, they may be made more vulnerable to further risk or abuse without 

their personal digital device. The Guidance specifically requires investigators to 

consider the safeguarding issues when taking possession of a personal digital 

device, and to mitigate the risks – for example, by considering less intrusive 

means of obtaining the data or by the provision of an alternative device where 

necessary. 

Disability  
Considerations, mitigations, equality duties. Note your agreed actions, conclusions 

and how they have informed your product. 

How might the product impact on people with disabilities? What types of disability 

are especially relevant? How will you identify and respond to reasonable 

adjustments? How have you considered the impact of the product in relation to 

neurodiversity? From the start, how can the product design maximise equal 

outcomes and counter any potential disadvantage for people with disabilities? What 

stakeholders or other sources of information will be/have been consulted to provide 

expert advice to inform thinking? How has/how will that feedback (data) improve(d) 

the quality of the product? How does the audit trail show that consideration of the 

characteristic of disability has improved the quality of the product? What actions 

have you agreed as a result of considering the characteristic of disability? 

Consultation carried out while developing this Guidance has identified that certain 

actions carried out by police officers and staff when obtaining a personal digital 

device for policing enquiries may have a negative impact on people living with 
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disabilities. We have outlined where the negative impacts may arise and what 

actions will be taken to help mitigate these, where possible.  

 Officers and staff may find that neurodiverse victims, witnesses and suspects 

or people with certain disabilities may not understand the purpose for which the 

material is being requested, how it will be extracted and used, and/or the 

impact that taking possession of their device will have on them. Under the Data 

Protection Act 2018, data processors are required to inform the device user of 

the way in which the data will be extracted and used, and agreement cannot be 

given without being informed. The Guidance explains that investigators must 

ensure that the device user has capacity to provide agreement for the device 

being taken and must ensure that support is provided to help them make an 

informed decision when necessary (for example, through a parent, guardian or 

appropriate adult). 

 Victims, witnesses and suspects may rely on their personal digital devices for 

safety, wellbeing or support in everyday tasks. For example, the personal 

digital device may have software or technology on it that specifically helps them 

with their disability. A safeguarding principle is included within the Guidance, 

which states that where there are concerns of this nature, the risks should be 

considered and mitigated. Principle 6 of the Guidance states that this could be 

through the use of less intrusive means to obtain the data, such as screenshots 

(where this is possible, while maintaining evidential integrity) or, where 

appropriate, provision of an alternative device. 

 As with all victims and witnesses, those living with disabilities should be 

consulted on how frequently they would like to be updated on the investigation, 

as well as what means of communication should be used. The Victims’ Code 

gives guidance to officers and staff to act on these preferences where possible. 

Gender reassignment  
Considerations, mitigations, equality duties. Note your agreed actions, conclusions 

and how they have informed your product. 

How might the product impact on people who are or have undergone gender 

reassignment? From the start, how can the product design maximise equal 
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outcomes and counter any potential disadvantage for people who are undergoing or 

who have undergone gender reassignment? What stakeholders or other sources of 

information will be/have been consulted to provide expert advice to inform thinking? 

How has/how will that feedback (data) improve(d) the quality of the product? How 

does the audit trail show that consideration of the characteristic of gender 

reassignment has improved the quality of the product? What actions have you 

agreed as a result of considering the characteristic of gender reassignment? 

Stakeholders at the two events suggested that there are particular concerns 

related to individuals who have undergone, or are undergoing, gender 

reassignment. These include the following. 

 Those undergoing, or who have undergone, gender reassignment may be 

concerned that while extracting material from their devices, officers and staff 

may intrude on personal information and conversations with their networks, as 

well as information that holds previous identities. They may also be concerned 

about the police inadvertently revealing information about both themselves or 

their contacts not widely known by family or friends. The Guidance is very clear 

that material from personal digital devices should be extracted with the 

minimum of intrusion, that the individual has the right to refuse, and that the 

information should be held securely and shared only when relevant to the 

investigation. The Guidance also states that: 

‘Consideration will be given to any situational or personal 
factors that may be affected if the device user permits the 
police to take possession of their device, in particular an 
increased risk of harm or impact to their private life.’ 

Marriage and civil partnership 
Considerations, mitigations, equality duties. Note your agreed actions, conclusions 

and how they have informed your product. 

How might the product impact on people with different types of marital or civil 

partnership status? From the start, how can the product design maximise equal 

outcomes and counter any potential disadvantage for people with/without this 
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characteristic? If considered necessary, what stakeholders or other sources of 

information will be/have been consulted to provide expert advice to inform thinking? 

How has/how will their feedback (data) improve(d) the quality of the product? How 

does the audit trail show that consideration of the characteristic of marriage & civil 

partnership has improved the quality of the product? What actions have you agreed 

as a result of considering the characteristic of marriage and civil partnership? 

There is no anticipated impact on this group. 

 

Pregnancy and maternity 
Considerations, mitigations, equality duties. Note your agreed actions, conclusions 

and how they have informed your product. 

How might the product impact on women who are pregnant or are at the stage of 

maternity (usually considered to be the six months post-childbirth but could extend to 

include return to work following maternity leave)? From the start, how can the 

product be designed to maximise equal outcomes and counter any potential 

disadvantage for people with/without this characteristic? If considered necessary, 

what stakeholders or other sources of information will be/have been consulted to 

provide expert advice to inform thinking? How has/how will their feedback (data) 

improve(d) the quality of the product? How does the audit trail show that the 

characteristic of pregnancy & maternity has improved the quality of the product? 

What actions have you agreed as a result of considering the characteristic of 

pregnancy and maternity? 

For victims who are pregnant or in the first six months following child birth, taking 

possession of a personal digital device could lead to an increased risk of harm due 

to digital exclusion. The safeguarding principle within the Guidance specifically 

states that: 

‘Consideration will be given to any situational or personal 
factors that may be affected if the device user permits the 
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police to take possession of their device, in particular an 
increased risk of harm or impact to their private life.  

The lack of a mobile phone could, for example, affect the 
safety of a victim of coercive control and/or stalking. 
Alternatively, material on the device may highlight confidential 
personal information, for example their sexuality. Or 
information that may create risk of harm through, for example, 
honour-based abuse, threats of violence and intimidation. 
There is also a risk to the privacy of others whose information 
is included in the material on the device.  

Efforts will be made to mitigate those risks, for example: 
exploring all other methods to obtain the evidence; not taking 
the device and taking screenshots of the relevant material at 
the time; returning the device to the owner without 
unnecessary delay; providing an alternative device where a 
risk assessment suggests it is necessary.  

All material will be stored securely and only accessed by those 
with a legitimate reason to do so, in line with the DPA 2018.’ 

Risks related to gender – in particular, domestic abuse – are discussed within the 

section on sex below.  

Race 
Considerations, mitigations, equality duties. Note your agreed actions, conclusions 

and how they have informed your product. 

How might the product impact on people with different racial or ethnic backgrounds 

and nationality? From the start, how can the product be designed to maximise equal 

outcomes and counter any potential disadvantage for people with/without this 

characteristic? What stakeholders or other sources of information will be/have been 

consulted to provide expert advice to inform thinking? What information will be/has 

been sought? How has/how will their feedback (data) improve(d) the quality of the 

product? How does the audit trail show how consideration of the characteristic of 
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race has improved the quality of the product? What actions have you agreed as a 

result of considering the characteristic of race? 

Consultation carried out while developing this guidance has identified that certain 

actions that are carried out by police officers and staff when obtaining a personal 

digital device for policing enquiries may have a negative impact on people from 

different ethnic backgrounds. We have outlined where the negative impacts may 

arise and what actions will be taken to help mitigate these, where possible.  

 There is a disproportionality throughout the criminal justice system (CJS) in 

respect of individuals from ethnic minority groups (see the Lammy review). 

Individuals from ethnic minority groups may therefore be suspicious of police 

contact and activity, such as the retaining of personal digital devices for police 

investigations. In particular, Black communities report lower levels of trust and 

confidence in the police (see Confidence in local police). Consequently, it is 

possible that people from those communities may have greater concerns with 

providing agreement to let the investigator take possession of their device, thus 

reducing the potential evidence in support of the reasonable lines of enquiry. 

The Guidance is clear that a personal digital device should only be taken 

possession of when it is strictly necessary and when less intrusive methods 

have been considered, in terms of alternative sources to satisfy reasonable 

lines of enquiry and alternative methods, such as taking screenshots. An 

inspector’s authority is required to extract material from digital devices and this 

action is in place to bring some level of independence to the decision-making 

process. The Guidance describes the information that should be provided by 

investigators to victims, witnesses and suspects prior to asking to take 

possession of their device. Investigators are urged to ensure that this is a 

consensual approach, and to explain the individual’s rights to refuse to hand 

over the device and to complain to the Information Commissioner.  

 Data from the Office for National Statistics (ONS) suggests that people from 

ethnic minority groups are over-represented in the most deprived areas. As 

described above, these are areas where there is less likely to be home internet 

access. This may mean that once their digital device is seized, the device user 

may have no other means of accessing the internet and consequently may not 

https://www.gov.uk/government/publications/lammy-review-final-reporLammy%20review
https://www.ethnicity-facts-figures.service.gov.uk/crime-justice-and-the-law/policing/confidence-in-the-local-police/latest#by-ethnicity-over-time
https://www.ethnicity-facts-figures.service.gov.uk/uk-population-by-ethnicity/demographics/people-living-in-deprived-neighbourhoods/latest
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be able to access any support they need, leading to potential safeguarding 

risks. The Guidance specifically ensures that safeguarding risks are considered 

and mitigated before a device is taken possession of – for example, by the 

provision of an alternative device or by considering how to obtain the evidence 

through less intrusive means, such as taking screenshots. 

 There may be a language barrier affecting the victim, witness or suspect, and 

this will have an impact on their ability to provide informed consent. The 

Guidance states that investigators should consider whether the victim or 

witness has capacity to give informed consent, and specifically mentions 

language barriers. Where the investigator believes that the device user does 

not have the capacity to provide informed agreement, they must consider 

appropriate support, which could in this instance be in the form of an 

interpreter. 

 The individual may be worried that if, through material extracted from their 

device, it was discovered that they did not have the right to be in the country, 

then that issue would take precedence and would be investigated. The 

Guidance is clear that where other offences are discovered, a proportionate 

approach should be taken. In the case of other offences that come to light 

during the investigation of sexual violence offences, a detective chief inspector 

should be consulted before pursuing any other offences discovered 

incidentally. See the relevant extract of the Guidance below. 

‘Where the extraction of strictly necessary material identifies 
material relating to offences not under investigation, the 
investigating officer will need to decide what action to take. 
The investigator will need to bear in mind the seriousness of 
the initial offence being investigated and what is in the best 
interest of criminal justice. The National Crime Recording 
Standard (NCRS) will have to be applied and the rationale for 
all decisions should be recorded for the purposes of 
accountability and transparency. Before initiating an 
investigation into such activity, consider the following:  

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/940262/count-general-nov-2020.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/940262/count-general-nov-2020.pdf
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 The seriousness of the offence being investigated set 

against the seriousness of the unrelated criminal activity. It 

is unlikely to be proportionate, for example, to investigate 

references to drug use when dealing with a victim of 

serious sexual assault. 

 Whether there is risk of harm to any person because of the 

unrelated criminality. 

 Whether there is a risk a witness might disengage if they 

think they will be prosecuted for a minor offence and the 

impact this may have on the current investigation, for 

example the risk to public safety if an offender is not 

brought to justice. 

 Whether the information about the offence is capable of 

having a bearing on the initial offence being investigated. If 

not, it does not need to be revealed to the CPS. But if so, it 

will need to be added to the disclosure schedule covering 

sensitive material.’ 

However, if information is revealed during a strictly necessary and proportionate 

examination of material held on a device that indicates additional offences 

involving serious harm, it may be necessary for the police to investigate that 

offence. 

There may be situations where a victim is at risk of honour-based abuse or forced 

marriage. Removing a mobile device may increase this risk and make them 

vulnerable. Principle 6 states that any such safeguarding risks should be 

considered and the risk mitigated. This could be through obtaining the required 

data through less intrusive means such as screenshots or through the provision of 

an alternative device. 

Religion or belief 
Considerations, mitigations, equality duties. Note your agreed actions, conclusions 

and how they have informed your product. 
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How might the product impact on people with different types of religion or belief or 

those who define themselves with no religion or belief? From the start, how can the 

product be designed to maximise equal outcomes and counter any potential 

disadvantage for people with/without this characteristic? What stakeholders or other 

sources of information will be/have been consulted to provide expert advice to inform 

thinking? What information will be/has been sought/gained? How has/will their 

feedback (data) improve(d) the quality of the product? How does the audit trail show 

that consideration of the characteristic of religion or belief has improved the quality of 

the product? What actions have you agreed as a result of considering the 

characteristic of religion or belief? 

Participants at consultation events identified a number of ways in which implanting 

the Guidance could have a negative impact on people with different religions or 

beliefs, or on those who define themselves with no religion or belief. These include 

the following. 

 There may be a language barrier affecting the victim, witness or suspect, and 

this will have an impact on their ability to provide informed consent. The 

Guidance states that investigators should consider whether the victim or 

witness has capacity to give informed consent, and specifically mentions 

language barriers. Where the investigator believes that the device user does 

not have the capacity to provide informed agreement, they must consider 

appropriate support, which could in this instance be in the form of an 

interpreter. 

 There may be issues of distrust of the police within some communities of 

people with different types of religion – for example, within Muslim communities 

in Birmingham2. Consequently, it is possible that people from those 

communities may have greater concerns with providing agreement to let the 

investigator take possession of their device, thus reducing the potential 

                                            

 

2 Awan I, Blakemore F and Simpson K. (2013). Muslim communities’ attitudes towards and 
recruitment into the British police service. International Journal of Law Crime and Justice, 41(4), 
pp 421–437. 

https://www.sciencedirect.com/science/article/abs/pii/S1756061613000529?via%3Dihub
https://www.sciencedirect.com/science/article/abs/pii/S1756061613000529?via%3Dihub
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evidence in support of the reasonable lines of enquiry. The Guidance is clear 

that a personal digital device should only be taken possession of when it is 

strictly necessary and when less intrusive methods have been considered, 

such as taking screenshots. An inspector’s authority is required to extract 

material from digital devices and this action is in place to bring some level of 

independence to the decision-making process. The Guidance describes the 

information that should be provided by investigators to victims, witnesses and 

suspects prior to asking to take possession of their device. Investigators are 

urged to ensure that this is a consensual approach, and to explain the 

individual’s rights to refuse to hand over the device and to complain to the 

Information Commissioner.  

Sex 
Considerations, mitigations, equality duties. Note your agreed actions, conclusions 

and how they have informed your product. 

How might the product impact on women? How might it impact on men? From the 

start, how can the product be designed to maximise equal outcomes and counter 

any potential disadvantage for women and for men? What stakeholders or other 

sources of information will be/have been consulted to provide expert advice to inform 

thinking? What information will be/has been sought? How has/how will their 

feedback (data) improve(d) the quality of the product? How does the audit trail show 

how that consideration of the characteristic of sex has improved the quality of the 

product? What actions have you agreed as a result of considering the characteristic 

of sex? Have you considered pansexuality and gender identities which are outside 

the gender binary and cisnormativity. 

Consultation carried out while developing this guidance has identified that certain 

actions carried out by police officers and staff when obtaining a personal mobile 

electronical device for policing enquiries may have a disproportionately negative 

impact on female victims and witnesses. We have outlined where the negative 

impact may arise and what actions will be taken to help mitigate such impacts, 

where possible.  
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 It is likely that taking possession of personal digital devices for the purposes of 

investigating reasonable lines of enquiry will have a greater impact on women 

because of the types of offences where material from mobile devices is often 

important. While digital information from personal devices such as phones may 

play an important source of evidence in many offences, it is often the only 

source of evidence – or a more critical source of evidence – in cases of sexual 

violence and domestic abuse, which is suffered to a greater extent by women. 

Data from the Home Office Data Hub shows that in the year ending March 

2017, women were victims in 88% of all rape offences recorded by the police. 

Similarly, more victims of other sexual offences recorded by the police were 

female (80%) than male (20%).  

 In response to the public consultation, many stakeholders suggested that the 

downloading of excessive material from digital devices in the cases of rape and 

sexual violence can lead to the identification of additional criminality, such as 

drug abuse, or to information about the individual’s immigration status or 

mental health. The identification of such material can contribute to the 

following: 

o CPS making the decision to take no further action on the case  

o the defence casting doubt on the credibility of the victim  

o concern about these issues contributing to the victim’s withdrawal in these 

types of cases 

Together, these impacts of excessive extraction of material from devices could be 

contributing to the very low prosecution and conviction rates for these crimes and, 

in effect, an unequal access to justice. The Guidance is clear that only material 

that could have a bearing on the case should be disclosed to the defence, and that 

speculative searches or excessive requests for material are not acceptable from 

any partner in the CJS. All CJS agencies are bound by the Data Protection Act 

2018. 

https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice/articles/sexualoffencesinenglandandwales/yearendingmarch2017#which-groups-of-people-are-most-likely-to-be-victims-of-sexual-assault
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 There is gender inequality in terms of access to technology, ownership of 

digital devices and digital fluency3. This inequality may increase the risk of 

digital exclusion if a device is taken possession of, which may also increase the 

potential risk of harm to women, particularly in situations of domestic abuse. 

 Domestic abuse is more likely to be experienced by unemployed people and in 

single-parent households (see Domestic abuse victim characteristics, 
England and Wales). This may mean that victims of domestic abuse are also 

more likely to become digitally excluded by having their digital device taken 

possession of, and may be at a safeguarding or wellbeing risk. The Guidance 

specifically ensures that these issues should be considered and mitigated – for 

example, by provision of an alternative device or obtaining the evidence 

through less intrusive means. 

‘Efforts will be made to mitigate those risks, for example: 
exploring all other methods to obtain the evidence; not taking 
the device and taking screenshots of the relevant material at 
the time; returning the device to the owner without 
unnecessary delay; providing an alternative device where a 
risk assessment suggests it is necessary. All material will be 
stored securely and only accessed by those with a legitimate 
reason to do so, in line with the DPA 2018.’ 

Sexual orientation 
Considerations, mitigations, equality duties. Note your agreed actions, conclusions 

and how they have informed your product. 

How might the product impact on people with different types of sexual orientation? 

From the start, how can the product be designed to maximise equal outcomes and 

counter any potential disadvantage for people with different types of sexual 

orientation? What stakeholders or other sources of information will be/have been 

                                            

 

3 Mariscal J and others. (2019). Bridging the gender digital gap [internet]. Economics, 13(2019-9), 
pp 1–12. 

https://www.degruyter.com/document/doi/10.5018/economics-ejournal.ja.2019-9/html
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consulted to provide expert advice to inform thinking? What information will be/has 

been sought? How has/will their feedback (data) improve(d) the quality of the 

product? How does the audit trail show how the characteristic of sexual orientation 

been considered and how that consideration has improved the quality of the 

product? What actions have you agreed as a result of considering the characteristic 

of sexual orientation? 

Consultation carried out while developing this guidance has identified that certain 

actions carried out by police officers and staff when obtaining a personal digital 

device for policing enquiries may have a negative impact on victims and witnesses 

from the LGBT+ community. We have outlined where the negative impact may 

arise and what actions will be taken to help mitigate these, where possible.  

 The LGBT+ community have a history of experiencing intrusive policing tactics 

that dates back decades4, and some may feel that this is another way of the 

police intruding on LGBT+ communities. To mitigate these concerns, the 

Guidance describes how the investigators should provide clear information and 

be transparent about the purpose for which the data will be extracted and how 

it will be used, stored and shared. The Guidance stresses that the investigators 

should use a consensual approach whenever possible, even where there are 

powers to take possession of the device. 

 Victims and witnesses from the LGBT+ community may be concerned about 

the intrusion into their privacy and may be concerned that details irrelevant to 

the investigation may be shared without their authorisation, for example, 

information and personal images of themselves and others from their 

community via dating apps. The Guidance is clear that only information 

relevant to lines of enquiry will be extracted and where there is unavoidable 

collateral intrusion, the irrelevant data will be deleted as soon as possible.  

                                            

 

4 Colvin R. (2014). ‘Policing the lesbian and gay community: The perceptions of lesbian and gay 
police officers’. In: Peterson D and Panfil VR, eds. ‘Handbook of LGBT communities, crime, and 
justice’. New York: Springer. pp 183–206. 
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 Victims and witnesses may also be concerned about the fact of their sexual 

orientation being revealed to family or friends who do not know. The Guidance 

specifically addresses this point, stating that: 

‘Consideration will be given to any situational or personal 
factors that may be affected if the device user permits the 
police to take possession of their device, in particular an 
increased risk of harm or impact to their private life.’  

Other characteristics 
Other characteristics and considerations will include English as a second language, 

including Welsh language speakers, working patterns, caring responsibilities, socio 

economic status, academic achievement, etc. 

Drawing on your knowledge of the planned product, consider: How might the product 

impact on people from other groups? From the start, how can the product be 

designed to maximise equal outcomes and counter any potential disadvantage for 

different groups? What stakeholders or other sources of information will be/have 

been consulted to provide expert advice to inform thinking? What information will 

be/has been sought? How has/how will their feedback (data) improve/d the quality of 

the product? How does the audit trail show other characteristics have been 

considered and used to improve the quality of the product? What actions have you 

agreed as a result of considering other characteristics? What about the Welsh 

Language Act? Have considerations in relation to this been factored into your 

planning (if relevant)? 

Consultation carried out while developing this guidance has identified that certain 

actions carried out by police officers and staff when obtaining a personal digital 

device for policing enquiries may have a negative impact on some groups who 

may be concerned that extraction of their data would identify other offences that 

could then be prosecuted. These include, for example: 

 sex workers 

 drug users 
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 people of uncertain immigration status or those illegally in the country 

The Guidance specifically mitigates this risk by stating that before pursuing an 

investigation into any unrelated criminal activity found on a device, the investigator 

should consider the following issues. 

 The seriousness of the offence being investigated set against the seriousness 

of the unrelated criminal activity. It is unlikely to be proportionate, for example, 

to investigate references to drug use when dealing with a victim of serious 

sexual assault. 

 Whether there is risk of harm to any person because of the unrelated 

criminality. 

 Whether there is a risk that a witness might disengage if they think they will be 

prosecuted for a minor offence, and the impact this may have to the current 

investigation, for example, the risk to public safety if an offender is not brought 

to justice. 

 Whether the information about the offence is capable of having a bearing on 

the initial offence being investigated. If not, then it does not need to be revealed 

to the CPS but if so, it will need to be added to the disclosure schedule 

covering sensitive material. 

In addition, another group identified where there is potential for negative impact 

following the implementation of the Guidance is those with mental health 

conditions. 

It is possible that taking possession of a personal mobile device could leave the 

individual more isolated and unable to access the support they require, thereby 

increasing their risk of harm. The Guidance specifically addresses the need to 

consider all safeguarding risks before seizing a device and taking mitigating action. 

This could be through using less intrusive methods or through the provision of an 

alternative device where necessary. 



 college.police.uk 
Equality impact analysis toolkit for: APP: Extraction of material from digital devices  

Version 3.0  Page 26 of 28 

Secondary impacts to consider. Intersection, etc.  
Is there an opportunity for/risk of secondary impacts (for example a new process 

relating to part-time working will be more relevant to women)? These can be 

potentially negative or positive impacts.  

What about the combination of different, intersecting, protected characteristics? 

A secondary impact of the unequal impact of the Guidance could potentially be a 

greater unwillingness to provide a digital device for extraction of data for evidence 

in an investigation from those in the groups with protected characteristics. This 

could then mean that the chances that the case will be prosecuted will be lowered 

and the chances of a successful prosecution will be even lower. As many of those 

with protected characteristics described above will be less likely to allow their 

device to be taken possession of, this may have a disproportionate impact on the 

ability of people in those categories to achieve justice. 

The mitigations described above apply to the secondary impacts described here. 

Investigators will explain what data they wish to access and why, as well as what 

will happen to the data. Only data that is strictly necessary for a reasonable line of 

enquiry will be extracted. Informed consent will be sought.  

Key dates when equality was considered and 
actions reviewed or evaluated 
Space has been provided here for the author to list the equality considerations that 

have necessitated mitigating action separately. Listing them here serves as a useful 

prompt and quick reference to these action points so that progress can be easily 

monitored. Users can continue to add to this section as more considerations are 

identified and as existing ones are reviewed and evaluated. It’s likely that successive 

versions of the EIA will include new considerations and actions. Alternatively, actions 

can be recorded under each protected characteristic section above. 
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Consideration 1 

Having a simplified accessible version of the guidance for frontline officers who 

may find the full Guidance document difficult to understand. 

Review date(s) Jan 2021 

Owner(s) Fiona Mclean 

Related action 

The Guidance includes a section which highlight the actions required by role (such 

as first responder, investigator, supervisor, and so on). 

Action review and evaluation outcome – what’s next? 

 

If you need further guidance, please contact us: D&I@college.pnn.police.uk. 

There are also additional resources available on the ‘National equality impact 
analysis forum’ on Knowledge Hub. 

 

 

mailto:D&I@college.pnn.police.uk
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About the College 

We’re the professional body for the police service in 

England and Wales. 

Working together with everyone in policing, we share 

the skills and knowledge officers and staff need to 

prevent crime and keep people safe. 

We set the standards in policing to build and 

preserve public trust and we help those in policing 

develop the expertise needed to meet the demands 

of today and prepare for the challenges of the future. 

college.police.uk 
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